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Abst ract

Thi s docunent extends PASSporT, a token object that conveys

crypt ogr aphi cal | y-si gned i nformati on about the participants involved
in personal comunications, to include information defined as part of
t he SHAKEN [ ATl S-1000074] specification for indicating an attestation
| evel and originating |D.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and nay be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on May 3, 2018.
Copyright Notice

Copyright (c) 2017 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD License text as described in Section 4.e of
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The SHAKEN specification defines a framework for using STIR protocols
i ncluding PASSporT [I-D.ietf-stir-passport], RFC4474bis
[I-D.ietf-stir-rfc4474bis] and the STIR certificate framework
[I-D.ietf-stir-certificates] for inplenenting the cryptographic

val idation of an authorized originator of telephone calls using SIP
Because the current tel ephone network contains both Vol P and TDM SS7
originated traffic, there is many scenarios that need to be accounted
for where PASSporT signatures may represent either direct or indirect
call origination scenarios. The SHAKEN [ ATI S-1000074] specification
defines levels of attribution of the origination of the call as well
as an origination identifier that can help create a uni que
association with the origination of calls fromvarious parts of the
Vol P or TDM t el ephone network. This docunent specifies these

i ndi cators as a specified PASSporT extension

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].
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3.

Overvi ew of ’'shaken’ PASSpor T extension

The SHAKEN framework is designed to use PASSporT
[I-D.ietf-stir-passport] as a nethod of asserting the tel ephone
nunber calling identity. 1In addition to the PASSporT base cl ai s,
there are two additional clains that have been defined for the needs
of a service provider to signal information beyond just the tel ephone
identity. First, in order to help bridge the transition of the state
of the current tel ephone network which has calls with no

aut henti cation and non-SIP [ RFC3261] signaling not conpatible with
the use of PASSporT and Secure Tel ephone ldentity (STI) in general
there is an attestation claim This provides three |evels of
attestation, including a full attestation when the service provider
can fully attest to the calling identity, a partial attestation, when
the service provider originated a tel ephone call but can not fully
attest to the calling identity, and a gateway attestation which is
the | owest |evel of attestation and represents the service provider
receiving a call froma non PASSporT or STI supporting tel ephone

gat eway.

The second claimis a unique origination identifier that should be
used by the service provider to identify different sources of

tel ephone calls to support a traceback mechani smthat can be used for
enforcement and identification of a source of illegitimte calls.

The next two sections define these new cl ai ns.
PASSpor T "attest’ Caim

This indicator allows for both identifying the service provider that
is vouching for the call as well as a clearly indicating what
informati on the service provider is attesting to. The "attest’ claim
can be one of the followng three values, "A', "B, or 'C as defined
in [ ATI S-1000074] .

"A represents 'Full Attestation’ where the signing provider MJST
satisfy all of the follow ng conditions:

0 |Is responsible for the origination of the call onto the IP based
service provider voice network

0 Has a direct authenticated relationship with the custonmer and can
identify the custoner.

0 Has established a verified association with the tel ephone nunber
used for the call.
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"B represents 'Partial Attestation’ where the signing provider MIST
satisfy all of the followi ng conditions:

0 |Is responsible for the origination of the call onto its |IP-based
voi ce network

0 Has a direct authenticated relationship with the customer and can
identify the custoner.

0 Has NOT established a verified association with the tel ephone
nunber being used for the call.

"C represents 'Gateway Attestation’ where the signing provider MIST
satisfy all of the followi ng conditions:

0 |Is the entry point of the call into its Vol P network.

0 Has no relationship with the initiator of the call (e.g.
i nternational gateways)

PASSporT "origid Caim

The purpose of the unique origination identifier is to assign an
opaque identifier corresponding to the service provider-initiated
calls thenmsel ves, custoners, classes of devices, or other groupings
that a service provider mght want to use for determ ning things like
reputation or trace back identification of custoners or gateways

The value of 'origid claimis a UUD as defined in [ RFC4122].

SHAKEN isn't prescriptive in the exact usage of origid other than the
UUID format as a globally unique identifier representing the
originator of the call to whatever granularity the PASSporT signer
determines is sufficient for the ability to trace the origina
origination point of the call. There will likely be best practices
docunents that nore precisely guide it’'s usage in real deploynents.

Exanpl e
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Pr ot ect ed Header

{
"al g": " ES256",
"typ":"passport”,
"ppt":"shaken",
"x5u":"https://cert.exanpl e.org/ passport.crt"”
Payl oad
{
"attest":"A"
"dest":{"uri":["sip:alice@xanple.con]}
"iat":"1443208345",
"orig":{"tn":"12155551212"},
"origid':"123e4567-e89b-12d3- a456- 426655440000"
}

7. Using 'shaken’ in SIP
The use of the 'shaken’ PASSporT type and the clains 'attest’ and
"origid are formally defined in [ ATI S-1000074] for usage in SIP
[ RFC3261] aligned with the use of the identity header defined in
[I-D.ietf-stir-rfc4474bis]. The carriage of the "attest’ and
"origid values are in the full PASSporT token included in the
identity header as specified in [ATIS-1000074].

8. | ANA Consi derations

8.1. JSON Wb Token cl ai ms

This specification requests that the | ANA add two new clains to the
JSON Wb Token Clains registry as defined in [ RFC7519].

Cl ai m Name: "attest”

ClaimDescription: Attestation |evel as defined in SHAKEN franmewor k
Change Controller: |ESG

Speci fication Docunent (s): [RFCThi s]

Clai m Name: "origid"

ClaimDescription: Originating ldentifier as defined i n SHAKEN
f ramewor k

Change Controller: |ESG

Speci fication Docunent (s): [RFCThi s]
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8.

10.

11.

11.

PASSpor T Types

This specification requests that the | ANA add a new entry to the
PASSpor T Types registry for the type "shaken" which is specified in
[ RFCThi s] .

Security Considerations
TBD
Acknowl edgenent s
TBD
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