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Background

DTLS OSCOAP
Profile Profile

ACE EDHOC OSCOAP
Framework

= Individual submission
C =AcewG = Adopted by WG

) =corEWG
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https://tools.ietf.org/html/draft-ietf-core-object-security
https://tools.ietf.org/html/draft-selander-ace-cose-ecdhe
https://tools.ietf.org/html/draft-seitz-ace-oscoap-profile
https://tools.ietf.org/html/draft-ietf-ace-oauth-authz
https://tools.ietf.org/html/draft-gerdes-ace-dtls-authorize

Profile Description

Access Token + RS Information
"profile”:"coap_oscoap”

Access Token
request

(EDHOC +) OSCOAP
<€ >
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3 choices:
» OSCOAP only:

— Symmetric key
— Client identifier
— Server identifier

» OSCOAP + EDHOC
(sym):
— Symmetric key
— Key identifier
» OSCOAP + EDHOC
(asym):
— Asymmetric key

Everything else is derived
according to OSCOAP and
EDHOC



OSCOAP only

Resource
Client Server
| |
o |
F———————— >| Header: POST (Code=0.02)
. | POST | Uri-Path:"authz-info"
POStIng the _< | | Content-Type: application/cbor
Token : : Payload: access token
|[<————————- + Header: 2.04 Changed
| | Content-Type: application/cose+cbor
| 2.04 | Payload:
| |
o |
t———————— >| CoAP request +
/\F) | OSCOAP | Object-Security option
CDESC:C) | request |
exchange < | |
|[<===—=—=—= + COAP response +
| OSCOAP | Object-Security option
\\_ | response |
|

Key establishment via the authz-info endpoint

IETF 99 | Prague| ACE WG | 2017-07-17 | Page 4



Draft Status

» Presented at IETF97
» -03 updated according to OSCOAP and EDHOC updates
» Jim recently published a review

» We are In the process of updating the draft based on this
review
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Planned Next Steps

» Get more feedback
» Two iImplementations in progress

» Adoption?
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Thank you!

Comments/questions?



