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What’s New

• Updated	dra5	with	security	tweak	
h%ps://datatracker.ie=.org/doc/dra5-mcgrew-hash-sigs	

• Proof	of	security		
Further	Analysis	of	a	Proposed	Hash-Based	Signature	Standard,	Sco%	Fluhrer,	
June,	2017,	h%p://eprint.iacr.org/2017/553.pdf	

• Comparison	with	XMSS		
LMS	vs	XMSS:	A	comparison	of	the	Stateful	Hash-Based	Signature	Proposed	
Standards,	Panos	Kampanakis,	Sco%	Fluhrer,	April	2017,	
h%p://eprint.iacr.org/2017/349.pdf	

•  Full-featured	C	implementaPon	
h%ps://github.com/cisco/hash-sigs	



Security



MD Hash Security Assump@ons



MD Hash Security Assump@ons

Hash	is	a	Random	Oracle	Compression	FuncPon		
is	a	Random	Oracle	



Post Quantum Security

From	h%ps://eprint.iacr.org/2017/607.pdf		



Performance 

From	h%p://eprint.iacr.org/2017/349.pdf		

LMS	is	over		
3X	Faster	



Next Steps

• Please	review	dra5-07,	security	analysis,	and	comparison	
• Request	CFRG	last	call	for	RFC	

•  Diversity	of	HBS	mechanisms	is	good	for	security	
•  Feedback	from	many	reviewers	
•  MulPple	implementaPons	
•  A%racPve	performance	
•  Based	on	well	established	techniques	



	
Thank	You	


