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Tunneled TLS Protocols

Protocol Inner Protocol TCP port
HTTPS HTTP 443
DNS-over-TLS DNS(tcp) 853
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Arms Race

 DNS-over-TLS defender: squat 443

* But users type the service name into their browsers
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dns.cmrg.net

This is an open DNS resolver, offering only DNS-over-TLS (RFC 7858).

hostname: dns.cmrg.net
IPv4 address: 199.58.81.218
IPv6 address: 2001:470:1c:76d::53
TCP port: 853 or 443 or 53053
00B Pins: 3T0HSS48KO0c/z1lkKGtI46a9TY9PPKDVGhE3IW2Z54170=
5ZFN3smRPUHI1M/8L+hANT99LW26T97RFHgHv98aw] o=




Why not both?

0 dkgiddirk:™% dig Bdns,cmrg,net#dds +tls +tls-ca +f1;—ha:fn1mp-dn: Lohrg, et wa, ietf,org
t+ TLS =e n (TLS1,2)-(ECTIHE-RSA-SECP2RERL - AES-2 :

++ —»>HERADER<<- |||:l|:|:||:||-' QLUERY+ =status: NOEERDR: id: 2973

P F1=4-:|:+ qr rd ra: UUERY: 1+ EMSWER: 3+ AUTHORITY: O: ADDITIOMAL: 1

++ EONS PSEUDODSECTION:
+ Yerzion: 0 flags: * UDP size: 4096 Bt ext-rcode: MOERROR

++ [JUESTION SECTIOM:
2 oww, ietf,org, IM

++ ANSWER SECTION:

wi, ietf, arg, 1269 IM CHAME  www,ietf,org,cdh,cloudflare, net,
ww, ietf,org,cdn,cloudflare,net, B3 IN A 104, 20,0,85

wow, ietf,org,cdn,cloudflare,.net, B3 IN A 104,20,1,.85

++ Peceijived 149 B

v+ Time 2007-07-17 18:46:01 ETT

++ From 199,528,581, 2804420 TCP) in 42,0 ms
0 dkgRdirk:™% ]




The difference (inside TLS)

DNS
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HTTP/1.1
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DNS and HTTP/1.1 requests
are disjoint

bytestream = read from client(14)
for x 1n bytestream:
i1f (x < 0xO0A) or (x > Ox7F):
return DNS
return HTTP



Implementation Status

 https://gitlab.com/dkg/hddemux/
* In Debian testing

e Works fine with unmodified clients

(DNS and HTTP/1.1)


https://gitlab.com/dkg/hddemux/

Caveats

Per-TLS connection
HTTP/1.1 only (client-speaks-first)
For multiplexing inside H2, see:

draft-hoffman-dns-over-http

Might constrain future development of stream-
oriented DNS (and HTTP/1.1?)

Combining with other multiplexing approaches
unclear
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