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Tunneled TLS Protocols

Protocol Inner Protocol TCP port
HTTPS HTTP 443

DNS-over-TLS DNS(tcp) 853

WWTNAD?



  

Arms Race

● DNS-over-TLS defender: squat 443
● But users type the service name into their browsers



  

Why not both?



  

The difference (inside TLS)

DNS
                               1  1  1  1  1  1
 0  1  2  3  4  5  6  7  8  9  0  1  2  3  4  5
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|                      ID                       |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|QR|   OpCode  |AA|TC|RD|RA| Z|AD|CD|   RCODE   |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|                QDCOUNT/ZOCOUNT                |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|                ANCOUNT/PRCOUNT                |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|                NSCOUNT/UPCOUNT                |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|                    ARCOUNT                    |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+

HTTP/1.1
                               1  1  1  1  1  1
 0  1  2  3  4  5  6  7  8  9  0  1  2  3  4  5
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|         ‘!’           |        ‘ ’            |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|         ‘/’           |        ‘ ’            |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|         ‘H’           |        ‘T’            |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|         ‘T’           |        ‘P’            |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|         ‘/’           |        ‘1’            |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|         ‘.’           |        ‘1’            |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|         ‘\r’          |        ‘\n’           |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+
|         ‘\r’          |        ‘\n’           |
+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+--+



  

DNS and HTTP/1.1 requests
are disjoint

bytestream = read_from_client(14)
for x in bytestream:
    if (x < 0x0A) or (x > 0x7F):
       return `DNS`
return `HTTP`



  

Implementation Status

● https://gitlab.com/dkg/hddemux/
● In Debian testing
● Works fine with unmodified clients

(DNS and HTTP/1.1)

https://gitlab.com/dkg/hddemux/


  

Caveats

● Per-TLS connection
● HTTP/1.1 only (client-speaks-first)
● For multiplexing inside H2, see:

draft-hoffman-dns-over-http

● Might constrain future development of stream-
oriented DNS (and HTTP/1.1?)

● Combining with other multiplexing approaches 
unclear



  

Questions?
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