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Administrivia

Mailinglist 
●https://www.irtf.org/mailman/listinfo/hrpc

Github 
●https://github.com/nllz/IRTF-HRPC
●Meetecho (remote participation)

http://www.meetecho.com/ietf99/hrpc/
●Minutes

http://etherpad.tools.ietf.org:9000/p/notes-ietf-99-hrpc
●Intro website

https://hrpc.io

https://www.irtf.org/mailman/listinfo/hrpc
https://github.com/nllz/IRTF-HRPC
http://www.meetecho.com/ietf99/hrpc/
http://etherpad.tools.ietf.org:9000/p/notes-ietf-99-hrpc
https://hrpc.io/


Agenda
- Beginning 

       Jabber scribe, note takers

             Agenda Bashing

             Notewell

          Introduction

- Context of research 

- Presentation + Q&A - Milton Mueller - Requiem for a Dream (50 mins)

- Discussion of draft-tenoever-hrpc-anonymity-00

- Discussion of draft-tenoever-hrpc-association-01

- Discussion of draft-tenoever-hrpc-political-00/1

- Report back on Hackathon on HTTP status code 451 + HR considerations 

- Update on status draft-irtf-hrpc-research 

- Open discussion other drafts, papers, ideas

- Next steps 

- AOB



Note Well
● Any submission to the IETF intended by the Contributor for publication as all or part of an IETF Internet-Draft or RFC and any 

statement made within the context of an IETF activity is considered an "IETF Contribution". Such statements include oral 
statements in IETF sessions, as well as written and electronic communications made at any time or place, which are addressed 
to: 

• The IETF plenary session
• The IESG, or any member thereof on behalf of the IESG
• Any IETF mailing list, including the IETF list itself, any working group or design team list, or any other list functioning under 

IETF auspices
• Any IETF working group or portion thereof
• Any Birds of a Feather (BOF) session
• The IAB or any member thereof on behalf of the IAB
• The RFC Editor or the Internet-Drafts function

All IETF Contributions are subject to the rules of RFC 5378 and RFC 8179.

Statements made outside of an IETF session, mailing list or other function, that are clearly not intended to be input to an IETF 
activity, group or function, are not IETF Contributions in the context of this notice.  Please consult RFC 5378 and RFC 8179 for 
details. 

A participant in any IETF activity is deemed to accept all IETF rules of process, as documented in Best Current Practices RFCs 
and IESG Statements. 

A participant in any IETF activity acknowledges that written, audio and video records of meetings may be made and may be 
available to the public.

Note Well
● Any submission to the IETF intended by the Contributor for publication as all or part of an IETF Internet-Draft or RFC and any 

statement made within the context of an IETF activity is considered an "IETF Contribution". Such statements include oral 
statements in IETF sessions, as well as written and electronic communications made at any time or place, which are addressed 
to: 

• The IETF plenary session
• The IESG, or any member thereof on behalf of the IESG
• Any IETF mailing list, including the IETF list itself, any working group or design team list, or any other list functioning under 

IETF auspices
• Any IETF working group or portion thereof
• Any Birds of a Feather (BOF) session
• The IAB or any member thereof on behalf of the IAB
• The RFC Editor or the Internet-Drafts function

All IETF Contributions are subject to the rules of RFC 5378 and RFC 8179.

Statements made outside of an IETF session, mailing list or other function, that are clearly not intended to be input to an IETF 
activity, group or function, are not IETF Contributions in the context of this notice.  Please consult RFC 5378 and RFC 8179 for 
details. 

A participant in any IETF activity is deemed to accept all IETF rules of process, as documented in Best Current Practices RFCs 
and IESG Statements. 

A participant in any IETF activity acknowledges that written, audio and video records of meetings may be made and may be 
available to the public.

https://www.rfc-editor.org/info/rfc5378
https://www.rfc-editor.org/info/rfc8179
https://www.rfc-editor.org/info/rfc5378
https://www.rfc-editor.org/info/rfc8179
https://www.rfc-editor.org/info/rfc5378
https://www.rfc-editor.org/info/rfc8179
https://www.rfc-editor.org/info/rfc5378
https://www.rfc-editor.org/info/rfc8179


Document Review Request

• Document quality relies on reviews, 
please review documents in your working 
group and at least one other document 
from another working group.

• If you’d like documents you care about 
reviewed, put the effort in to review 
other documents.



Status of research group
● October, 27, 2014  - Publication of Proposal for research on human rights protocol consideration 
● IETF91 - November, 13, 2014: Presentation during saag session
● March 9, 2015 - Publication of Proposal for research on human rights protocol considerations - 01
● January 2015 - Proposed research group in the IRTF
● IETF92 - March 22 to 27, 2015 – Session & Interviews with members from the community 
● June 2015 - Interim Meeting
● July 2015 - Publication of Methodology and Glossary drafts  
● IETF93 - July 2015 – Session
● IETF94 November 2015 – Screening of film Net of Rights, updates of Glossary, Methodology, Report drafts, 

Users draft, paper, session
● December 2015 – Research Group chartered
● IETF95 April 2016 – Session, new Research draft, updated Report and Censorship draft, & 3 talks 
● IETF96 July 2016 – Session, new Research Draft – road tests, reviews, text & 3 talks
● IETF97 November 2016 – Session, new Research Draft – reviews, talk
● February 2017 – Research Group Consensus on draft-irtf-hrpc-research-11
● IETF98 March 2017 – Session, two news drafts, four talks, plenary talk
● IETF99 July 2017 – Session, four new drafts, one talk, running code, draft passed IRSG poll

http://www.ietf.org/id/draft-doria-hrpc-proposal-00.txt
https://datatracker.ietf.org/meeting/91/agenda/saag/
http://www.ietf.org/id/draft-doria-hrpc-proposal-01.txt
https://tools.ietf.org/html/draft-varon-hrpc-methodology-00
https://tools.ietf.org/html/draft-dkg-hrpc-glossary-00
https://tools.ietf.org/html/draft-dkg-hrpc-glossary-01
https://tools.ietf.org/html/draft-varon-hrpc-methodology-01
https://tools.ietf.org/html/draft-doria-hrpc-report-00
https://tools.ietf.org/html/draft-nottingham-stakeholder-rights-00
https://mailarchive.ietf.org/arch/attach/hrpc/pdfbyB1Dp.pdf
https://tools.ietf.org/html/draft-tenoever-hrpc-research-00
https://tools.ietf.org/html/draft-doria-hrpc-report-01
https://tools.ietf.org/html/draft-hall-censorship-tech-03


Context and objective of the RG

● To expose the relation between protocols and human 
rights, with a focus on the rights to freedom of 
expression and freedom of assembly.

● To propose guidelines to protect the Internet as a 
human-rights-enabling environment in future protocol 
development, in a manner similar to the work done for 
Privacy Considerations in RFC 6973.

● To increase the awareness in both the human rights 
community and the technical community on the 
importance of the technical workings of the Internet 
and its impact on human rights.



Presentation + Q&A: Milton Mueller on:

Requiem for a Dream: on 
advancing human rights through 

internet architecture



Requiem for a Dream
On Advancing Human Rights via Internet Architecture

Farzaneh Badii and Milton Mueller



Summary

• Critical assessment of the belief that we can promote or protect HR 
through protocol standards and “architecture”

• This tendency oversimplifies the complex relationship between 
technology and society

• Human rights are primarily a political and institutional 
accomplishment, not a matter of technical design

• There are contradictions, limitations and potentially negative effects 
of trying to make policy or protect/enable rights by “design”



What they assert

• Human rights can be protected “by design” or “through Internet protocols”
• Technologists have a moral and legal responsibility to do so (Cath & Floridi, 

2017)
• Universal Declaration of Human Rights (UDHR) can be enabled through 

Internet protocols (Cath and Floridi, 2017) or “baked into the architecture 
at design time” (Brown et al, 2010).

• Internet connectivity is “an enabler of human rights,” and “its architectural 
design converges with the human rights framework.” (IRTF HRPC, 2017)

• The ”human-rights-enabling characteristics of the Internet might be 
degraded if they are not properly defined, described and sufficiently taken 
into account in protocol development.” (IRTF HRPC, 2017)



Two distinct positions

• A stronger “code is law” claim 
• A weaker claim that Internet architecture/infrastructure “mediate” 

human rights



Differences in the two perspectives

Code is law
• Focuses on ex ante initial design

• Linear and deterministic: 
• Whoever makes the design makes 

the rules

Architecture mediates rights
• Focuses on ex post attempts to 

leverage infrastructure to 
regulate

• More of a two-way relationship:
• Infrastructure as site of struggle



Critique
Requiem for a dream



Problem 1: The Internet is already “designed”

• New IETF protocols and standards work make marginal adjustments 
and modifications to the general architecture of the internet

• If new standards are needed to protect human rights, it means that 
its architecture does not necessarily protect human rights



Problem 2: The UDHR is too complex and too 
laden with baggage
• Not all rights are relevant to ICTs or connectivity
• Even the most relevant rights contain internal conflicts

• Free expression vs privacy
• Free expression vs. intellectual property
• Due process for accused vs. swift justice for victims
• The HPRC recognizes this, but its response is lame: 

• “the different affected rights need to be balanced. “
• “decisions on design and deployment need to take [rights conflicts] into account.”



Problem 3: Code is not law

• Where does code come from?
• Code and architecture can be, and often are, overridden by laws and 

regulations



Case study: The IETF and CALEA

• 1994: Communications Assistance for Law Enforcement Act (CALEA) passed 
• Forced U.S. telephone companies to redesign network architectures to facilitate 

wiretapping of telephone calls by law enforcement
• 1999: IETF Raven group

• Standards work on Voice over IP technologies asked to make Internet CALEA 
compliant

• IETF refuses (RFC 2804, “IETF Policy on Wiretapping”)
• 2004-5: US Federal Communications Commission

• Dept of Justice, FBI, and Drug Enforcement Administration file joint petition to 
expand CALEA to broadband providers, Voice over IP telephony, and instant 
messaging

• Post-2005: FBI, NSA continues to fear “going dark”



Lessons from the CALEA case

• “Bad guys” (anti-HR forces) can use the standards process too
• Code was code and law was law

• IETF refusal to make surveillance-enabling architecture modifications did not 
settle the matter

• After FCC intervention, law dictates code
• Norms, code, law and markets all elements in a political struggle over policy



Problem 4: Politicizing standards

• If standards developers are in the business of translating, protecting, 
and ‘balancing’ rights they are de facto policy makers

• If so, others besides HR advocates will become interested in standards 
and protocol development

• Standards and protocol developers open themselves up to the charge 
that they lack the legitimacy to define, “enable,” enforce or balance 
rights



Problem 5: An ahistorical STS

• The “mediation” argument better captures the reciprocal influence 
between technology and society 

• But it is true of every technology, not just the internet
• Regulation and control always depend on the specific technical 

features of the communications medium
• The case of the printing press
• The case of radio broadcasting

• Internet, press and radio were “technologies of freedom” not 
because of their technical architecture, but because they were new 
technologies and the state did not yet know how to control them



Problem 6: Design is ex ante; knowledge of 
rights violations is ex post
• Assessment of human rights impact can only occur ex post (after the 

fact)
• Standards or protocols that seem to be secure or protective at the 

moment of design may have unintended consequences…
• …or creative people may think of ways to subvert them



Problem 7: Rights-based discourse at IETF 
does not have an effect on our HR
• Changing the language used to describe technologies, protocols or 

standards to one that is closer to human rights language will not have 
a significant impact on our human rights on the Internet 



Why Wake up?

• It is a nice dream to advance human rights through Internet 
architecture and Internet protocol design 

• But the actual status of rights on the Internet depends on political, 
economic, legal and cultural factors as well as technical standards

• Waking up from the dream can be painful but it’s necessary.



Discussion



 
draft-tenoever-hrpc-anonymity-00?



draft-tenoever-hrpc-association-01



Freedom	of	Associa.on		
and	Internet	Infrastructure	

dra3-tenoever-hrpc-associa.on-01	
	
	
	

Gisela	Pérez	de	Acha	–	Derechos	Digitales 
Niels	ten	Oever	–	Ar.cle	19 



Objec.ve:	 to	document	 forms	of	associa.on	
and	assembly	(including	protest)	that	do	not	
have	 a	 nega.ve	 impact	 on	 the	 Internet	
infrastructure.	
	
 



Central	ques.on:		
	
How	does	the	Internet	architecture	enable	
and/or	inhibit	freedom	of	associa.on	and	

assembly?	



	 	 	 	 		
	 	 	 	 	Assembly	&	Associa.on		

	
1.  Assembly:	an	inten.onal	and	temporary	gathering	of	a	

collec.ve	in	a	private	or	public.	
	
2.  Associa.on:	 individuals	 or	 en..es	 formally	 brought	

together	 to	 collec.vely	act,	express,	promote,	pursue	
or	defend	something.	



Freedom:	both	rights	protect	the	possibility	
to	join	or	leave	a	group	of	choice.		
 



Networks	=	Associa.ons	

	
	
Is	the	Internet	itself	an	associa.on…?	
	
	
	



IETF is an assembly, even an association 
[RFC3233] 

 
 



RFCs would not be possible without freedom of 
association and assemble, online and offline.  
 
 
 
The word "protocol" found its way into the language 
of computer networking à need for collective 
agreement among network users. 
 



Some	examples…	

Cases	and	examples	
	
A.  Free	associa.on	

–  Peer	to	peer	[P2P]	
– Mailing	lists		
	

B.	Forced	associa.on	
– DDoS	
–  ISPs		

 



Which model is better for freedom of 
assembly and association? 
 
 
•  Centralized 
•  Decentralized 

Why? 



Preliminary Conclusions 

•  Internet has impact for on the ability for people to 
exercise their right to freedom of association and 
assembly. 

•  The Internet itself might be a form of association 
and assembly, and should be protected as such. 

•  To get access to the Internet one could argue one 
is caught in a forced assembly with the access 
network. 



Comments? 
 
Are we missing 
something? 



draft-tenoever-hrpc-political-00/1



Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

On the Politics of Standards

Niels ten Oever1 Andrew Sullivan2

1ARTICLE 19

2Oracle
(But not speaking for them)

HRPC RG IRTF 99 Prague 2017

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



irtf-logo.pdf

Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

Today

1 Why do this?

2 Current described positions

3 Other issues already identi�ed

4 Questions and discussion

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



irtf-logo.pdf

Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

Appeared to be a Basic Issue for RG

�Protocols are political� was an important claim in

draft-irtf-hrpc-research

Not a claim everyone can agree with

Goal 1: lay out the possible positions

Goal 2: distinguish as much as reasonable among positions

Goal 3: answer the question of whether protocols are

inherently political (maybe)

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



irtf-logo.pdf

Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

Technology Is Value Neutral

Values are all in the uses

The political considerations live with the human users, not the

technology as such

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



irtf-logo.pdf

Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

Some Protocols, Sometimes

Under some circumstances, protocols are inherently political

Can only decide case by case

current words need �xing

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



irtf-logo.pdf

Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

Network Has Independent Values

This view regards the network itself as having independent

needs from its creators

Similar to the logic of tra�c or mass media development

Either requires a rede�nition of �political� or else acceptance

that the story is more complicated

This section very weak in -00

May be some views are categorized wrong

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



irtf-logo.pdf

Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

Protocols Are Inherently Political

Protocols have, as their very nature, a political element built in

That political element re�ects political decisions in their

creation

There may be parts of this text that could be interpreted to

re�ect some of the views in the previous section

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



irtf-logo.pdf

Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

'Politics' and 'Political' Not De�ned

It is going to be tough to complete this discussion without

saying what this means

It could be that the discussion shows there's no disagreement
except about a term

Politics (from Greek: Politiká: Politika, de�nition "a�airs of
the commons") is the process of making decisions applying to
all members of a group. More narrowly, it refers to achieving

and exercising positions of governance or organized
control over a community. Furthermore, politics is the study
or practice of the distribution of power and resources

within a given community as well as the interrelationship(s)
between communities.

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



irtf-logo.pdf

Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

Additional Example(s) Should Be Considered

Raven process and RFC 2804

More discussion of RFC 6973?

Other cases that need consideration?

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



irtf-logo.pdf

Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

Are there protocol police?

Document says the IETF is not the protocol police

True in that IETF can't force anyone to do anything

No method for forcing parties is not the same as no power

Is e�ective control over a protocol a political position?

Where there is no such protocol (e.g. single vendor end to

end), does that change the politics?

What to do in ambiguous cases?

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



irtf-logo.pdf

Why do this?
Current described positions

Other issues already identi�ed
Questions and discussion

So?

Is this at all useful?

Would anyone else review it if updated?

Anyone think this is actively harmful?

What (else) have we missed?

Niels ten Oever, Andrew Sullivan draft-tenoever-hrpc-political-00



Hackathon HTTP status code 451 + HR considerations 



HTTP Status Code 451 for Legally 
Withheld Content:

Hackathon Overview and Human 
Rights Considerations



Outline

● Last weekend’s hackathon overview
○ Awarded Best New Work

● Introduction to HTTP 451 status code
● Hackathon implementations
● Implementation Report Draft
● HRC RFC7725 Draft
● Future Plans
● Discussion



Hackathon overview



Team
Sunil Abraham

Maria Paz Canales

Daniel Kahn Gillmor

Joseph Lorenzo Hall

Will Howard

Olga Khrustaleva

Maite González

Daniel Ramsey

Christine Runnegar

Shivan Kaul Sahib

Niels ten Oever

Alp Toker

Codarren Velvindron

Loganaden Velvindron

Tara Tarakiyee

Ulrike U



Brief introduction to HTTP 451



HTTP 451

● Access to resource denied because of legal demand

● Blocking server might not be origin server

● Response should include details of legal demand



Purpose

● Making Internet censorship more transparent

● Reporting and tracking censorship easier

● Previously used status code 403 was not applicable





Hackathon implementations



Implementations

● Block Crawler
○ Node-based asynchronous recursing web crawler
○ Recognizes 451 status and metadata, reports to collector

● WordPress Plugin
○ Plugin for WordPress CMS
○ Allows a site operator to block content using 451 for specific countries & context

● Block Collector
○ Reporting endpoint
○ Accepts 451 status reports from crawlers, browser plugin, and wp-plugin

● Browser Extension
○ Chrome extension (portable)
○ Recognizes 451 status, displays info, report to collector

● Alternative Crawler
○ Python desktop app
○ Records status, 451 or otherwise



Screenshot: Block Crawler



Screenshot: WordPress plugin



Screenshot: Block Collector



Screenshot: Browser Plugin



Screenshot: Alternative Crawler



Implementation Report Draft



Implementation Report

● Stakeholders concerned with HTTP status code 451

● Current usage

● Potential impact

● Useful features of a reporting mechanism

● Current features of 451 and suggestions

● Case studies of blocking frameworks in different countries

○ Russia, Chile, India, Iran, USA



HRC RFC 7725 Draft



Human rights considerations for protocols

Anonymity
Accessibility
Localization 
Reliability
Confidentiality
Integrity
Authenticity
Adaptability
Outcome transparency

Connectivity
Visibility in a browser
Privacy
Content Agnosticism
Security
Internationalization
Censorship Resistance
Open Standards 
Heterogeneity Support



Biggest HRC concerns

● Privacy?

● Anonymity?

● Censorship resistance?

● Security?

● Reliability?



Future Plans



Future Plans

● Submit implementation report draft

● Findings

● RFC7725bis

○ HRC component 



Links

● Implementation Report draft

○ https://www.ietf.org/archive/id/draft-451-imp-report-00.txt 

● HRC RFC 7725 draft

○ https://www.ietf.org/archive/id/draft-manyfolks-hrcrfc7725-00.txt 

● GitHub repository for hackathon

○ https://github.com/451hackathon/ 

● Live demonstration and dashboard

○ https://netblocks.org/dashboard/ 

https://www.ietf.org/archive/id/draft-451-imp-report-00.txt
https://www.ietf.org/archive/id/draft-451-imp-report-00.txt
https://www.ietf.org/archive/id/draft-manyfolks-hrcrfc7725-00.txt
https://www.ietf.org/archive/id/draft-manyfolks-hrcrfc7725-00.txt
https://github.com/451hackathon/
https://github.com/451hackathon/
https://netblocks.org/dashboard/
https://netblocks.org/dashboard/


Discussion



Update on the status of draft-irtf-hrpc-research



Open discussion other drafts, papers, ideas



Next steps



AOB // Open Mic




