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Motivation

What we have:

Successful and evolving
Network

Increasing access diversity
Increasing device diversity

Ubiguitous mobility
|dentifier/Locator split
protocols
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What we propose:

a

* Privacy

e Access Control

* Personalized
context-aware
features

<

What Users want:

\

a

What operators want:

* QOperational and
deployment
simplicity

* |IDEAS goal is to facilitate delivery of the tasks above
* Introduce ldentity-ldentifier Split




ldentity-ldentifier Split

Identifier
IP address
Locator

 ldentity _____ lidentifier

Identity
Identifier(s)
Locator(s

Unique per entity Multiple per entity associated with
the identity
On the wire Never revealed May be in clear

Identity is an enabler:
Lookup access control without being easily defeated
Privacy of flows to eavesdroppers

Immutable but erasable external representation (identifier)
Simple policies based on Identity
Features based on Identity
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Privacy: Who is looking for me?

gk

hacker->Where is Alice?
MS-> rlocl
hacker->Where is Alice?
MS-> rlocl
hacker-> Where is Alice?
MS-> rloc2
hacker-> Where is Alice?
MS-> rloc2

Mapping Systems
Great!

A public Idf

My friends can find me!

Oh but is that really so great??
A public IDf means :

* Anyone can look me up

* Anyone can track me

* No privacy!

Easy to defeat control by
changing identifier

Access control need to be tied to identity

Balance between long lived identifier for discovery vs privacy
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Privacy: Protection against Eavesdroppers

Bob sending a message to Alice Bob Alice
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loc3!
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o dentifier = [ Bob IDF [ AIic: IDf ]
location (s) > -
e . -
7 . -
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Network . o
Routing l
Layer
et Packets with IP + IDf header
IPSRC | 1P DEST l'azs_ngf ;I\ﬁcZ-EgF Payload

Meaningless clear identifiers to Eavesdroppers

Tradeoff between encryption and new features based on Identity
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Privacy: Long Lived Identifier — Delete?

?? sending a message to Alice Bob Stalker
S
| 1
IDf-aware I I
| |
A 4 A 4
v Bob Stalker % Alice
I Send I
I |
" : Packets sent with identifiers
7 2ot | Alcoror Paload
MS '
I I
I I
Resolution Where id Alice-IDf? I’'m here |
v | rloc3! !
Layer v /
Identifier = g
) 272 IDf Alice IDf
location (s) [ - [ - ]
Network
Routing l
Layer
Packets with IP + IDf header
Unicast
IPSRC | 1P DEST 'E?'f‘l';cf ﬁ'\ﬁCZ_EISBTF Payload
Identifiers can be abused by legitimate previous peers
EAS BOF Need erasable external representations of Identity
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Lack of Common Infrastructure and
Primitives
Diversity of devices

* One solution may not fit all
 Multiple systems?

Forseen difficulties of deploying diverse solutions

* |Impediment for the deployment of IDf/Loc solutions.

e Difficulty to have an overall view of the network.

* Barriers to application of common consistent policies.

* Complex Management due to disjoint information
spread over several mapping systems.

Need to facilitate deployment and consistency for policies

Need a common infrastructure benefiting all Idf-loc split protocols
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GeneRic IDentity Services (GRIDS)

GRIDS Instance

GRIDS \\\\\\\\\Q

Instance \ wk\%*\“%\i\&\\
\‘\\\\\\ \\% In GREEN: New

New Protocol = &

Common Infrastructure

\— —/

Inter-grids In Grey: Existing

Encrypted
Control Plane

New parameters

In Blue: New items
in existing protocols
WG

| Other

HIP LISP ILA

Detailed Grids Requirements: draft-ideas-grids-req-01
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Scope of work
* |n Scope

— Network ldentifiers ( layer 3)

— Locators are assumed to be ipv4/ipv6

— Metadata: low frequency or no changes only (e.g type)
— |dentity services in the framework

— Simple access control mechanism

— Both Local scope and global scope

— Inter Grids communication
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Scope of work

* Out of Scope

— Resolution or mapping of domain names, application
level names or directories

— Metadata information high frequency changes or in the
dataplane

— Complex policy framework
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Relationship with other WG

* HIP WG & LISP WG
— Enable identity-identifier split
— Collaborate to extend the control plane to interact with
the framework

* NVO3 WG

— Mapping of VN names to VN ldentifiers in the network
virtualization space

— May benefit from an open control plane
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Back up
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Summary of Issues (1)

» Discovery/Look up related problem
— Need long lived identifiers for discovery
— No access control for lookups and data is “public”
— Anonymous identifiers cannot be used for discovery
— Need to give user Identity access control on discovery

* Observation long-lived Identifiers problem
— The identifiers are observable and trackable
— Flows between peers observable
— Obfuscation then lose ID context-awareness .
— Need clear identifiers meaningless to eavesdroppers
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Summary of Issues (2)

* Abuse of known Identifiers problem
— Can be abused by legitimate previous peers
— Deletion possible but data associated is lost

— Need immutable entry in system but external
representation deleted

e Lack of Common Infrastructure problem

— Diversity of solutions in future
— Need to facilitate deployment and consistency for
policies
— Need a common infrastructure benefiting all Idf-loc
omssor SPlit protocols
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