
Problem	Statement	for		
IDen0ty	EnAbled	networkS		

	

dra7-padma-ideas-problem-statement-03	
	

P.	Pillay-Esnault	padma@huawei.com	
M.	Boucadair		mohamed.boucadair@orange.com	
C.	Jacquenet	chris0an.jacquenet@orange.com		
G.		Fioccola	giuseppe.fioccola@telecomitalia.it	

A.	Nennker	axel.nennker@telekom.de	
&		all		contributors	



		

IDEAS	BOF	
7/19/2017	

Mo0va0on	

2	

What	we	have:		
•  Successful	and	evolving	

Network			
•  Increasing	access	diversity	
•  Increasing	device	diversity	
•  Ubiquitous	mobility		
•  Iden0fier/Locator	split	

protocols		

	
What	Users	want:			
•  Privacy		
•  Access	Control	
•  Personalized	

context-aware	
features	

	
What	operators	want:	
•  Opera0onal	and	

deployment	
simplicity	

What	we	propose:	
•  IDEAS	goal	is	to	facilitate	delivery	of	the	tasks	above		
•  Introduce	Iden0ty-Iden0fier	Split		



Iden0ty-Iden0fier	Split	
Identity 

Locator(s) 
Identifier(s) 

Locator 

Identifier
 IP address 

Iden2ty	is	an	enabler:	
-				Lookup	access	control	without	being	easily	defeated	
-				Privacy	of	flows	to	eavesdroppers	
-  Immutable	but	erasable	external	representa0on	(iden0fier)	
-  Simple	policies	based	on	Iden0ty	
-  Features	based	on	Iden0ty		
	

Iden2ty	 Iden2fier	

Unique	per	en0ty	 Mul0ple	per	en0ty	associated	with	
the	iden0ty	

On	the	wire	 Never	revealed		 May		be	in	clear		

IDEAS	BOF	
7/19/2017	 3	



Mary	->Where	is	Alice?	
MS->	rloc1	
Mary	->	Where	is	Alice?	
MS->	rloc2	
Mary	->	Where	is	Alice?	
MS->	rloc2	
…..	
	
	

hacker->Where	is	Alice?	
MS->	rloc1	
hacker->Where	is	Alice?	
MS->	rloc1	
hacker->	Where	is	Alice?	
MS->	rloc2	
hacker->	Where	is	Alice?	
MS->	rloc2	
…..	
	
	

Privacy:	Who	is	looking	for	me?	

M
S	

Before	move		
Alice	->	RLOC1	
A7er	move	

Alice		->	RLOC2	

Mapping	Systems	
Great!	
A	public	Idf		
My	friends	can	find	me!	

Oh	but	is	that	really	so	great??	
A	public	IDf	means	:	
•  Anyone	can	look	me	up	
•  Anyone	can	track	me	
•  No	privacy!	
	
Easy	to	defeat	control	by	
	changing	iden0fier	
	

Access	control	need	to	be	0ed	to	iden0ty	
Balance	between	long	lived	iden0fier	for	discovery	vs	privacy	
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Privacy:	Protec0on	against	Eavesdroppers	

Resolu0on	
Layer		

Rou0ng		
Layer	

Network 

IDf-aware 

 R4 

 R5  R3  R2 

 R1 

Bob	sending	a	message	to	Alice	

 R6 

MS 

Bob	 Alice	

Bob Alice 

Bob IDf Alice IDf 

Bob 

Alice 

Send	

Where	is	Alice-IDf?	

Unicast	

I’m	here		
rloc3!	

rloc3	

Packets		sent	with	iden0fiers		

Iden0fier	=	
loca0on	(s)		

																																											Payload	ID	DEST	
Alice-IDF	

ID	SRC	
	Bob-IDf	IP	SRC		 IP	DEST		

Meaningless	clear	iden0fiers	to	Eavesdroppers	
Tradeoff	between	encryp0on	and	new	features	based	on	Iden0ty	

																																											Payload	ID	DEST	
Alice-IDF	

ID	SRC	
	Bob-IDf	

Packets	with		IP	+	IDf	header	
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Privacy:	Long	Lived	Iden0fier	–	Delete?	

Resolu0on	
Layer		

Rou0ng		
Layer	

Network 

IDf-aware 

 R4 

 R5  R3  R2 

 R1 

??	sending	a	message	to	Alice	

 R6 

MS 

Bob Stalker	 Alice	

Bob Stalker Alice 

?? IDf Alice IDf 

?? 

Alice 

Send	

Where	is	Alice-IDf?	

Unicast	

I’m	here		
rloc3!	

rloc3	

Packets		sent	with	iden0fiers		

Iden0fier	=	
loca0on	(s)		

Packets	with		IP	+	IDf	header	

																																											Payload	ID	DEST	
Alice-IDF	

ID	SRC	
	??-IDf	IP	SRC		 IP	DEST		

Iden0fiers	can	be	abused	by	legi0mate	previous	peers	
Need	erasable	external	representa0ons	of	Iden0ty		

																																											Payload	ID	DEST	
Alice-IDF	

ID	SRC	
	??-IDf	
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Lack	of	Common	Infrastructure	and	
Primi0ves	

Diversity	of	devices	
•  One	solu0on	may	not	fit	all	
•  Mul0ple	systems?	
Forseen	difficul0es	of	deploying	diverse	solu0ons	
•  Impediment	for	the	deployment	of	IDf/Loc	solu0ons.	
•  Difficulty	to	have	an	overall	view	of	the	network.		
•  Barriers	to	applica0on	of	common	consistent	policies.		
•  Complex	Management	due	to	disjoint	informa0on	

spread	over	several	mapping	systems.		

Need	to	facilitate	deployment	and	consistency	for	policies	
Need	a	common	infrastructure	benefi2ng	all	Idf-loc	split	protocols	
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GRIDS	Interface	and	Control	Plane	

 
 
 
 
 
 
 

 
 
 
 
 
 
 

Control  Plane  

GeneRic	IDen0ty	Services	(GRIDS)		
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Data Plane  

LISP 

Mapping Services 
Identifier-Location Split  

Policy Services Metadata Services 

Identity Services 
Identity-Identifier Split 

Encrypted	
Control	Plane	
New	parameters	
…		

Common Infrastructure 
	

 
 
 
 
 
 
 GRIDS	Interface	and	Control	Plane	

In	GREEN:	New	
items	in	IDEAS	
New	Protocol		
	
	
In	Grey:	Exis0ng	
	
	
	
In	Blue:	New	items	
in	exis0ng	protocols	
WG	

GRIDS	
Instance		

GRIDS	Instance		

Detailed	Grids	Requirements:	dra7-ideas-grids-req-01	

Inter-grids	

HIP ILA Other 



Scope	of	work		
•  In	Scope	

– Network	Iden0fiers	(	layer	3)		
– Locators	are	assumed	to	be	ipv4/ipv6		
– Metadata:	low	frequency	or	no		changes	only	(e.g	type)		
–  Iden0ty	services	in	the	framework	
– Simple	access	control	mechanism	
– Both	Local	scope	and	global	scope	
–  Inter	Grids	communica0on	
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Scope	of	work		

•  Out	of	Scope	
– Resolu0on	or	mapping	of	domain	names,	applica0on	
level	names	or	directories	

– Metadata	informa0on	high	frequency	changes	or	in	the	
dataplane	

– Complex	policy	framework	
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Rela0onship	with	other	WG	

•  HIP	WG	&	LISP	WG	
– Enable	iden0ty-iden0fier	split	
– Collaborate	to	extend	the	control	plane	to	interact	with	
the	framework	

	
•  NV03	WG	

– Mapping	of	VN	names	to	VN	Iden0fiers	in	the	network	
virtualiza0on	space		

– May	benefit	from	an	open	control	plane	
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Companion	Documents	

								Iden0ty	and	It’s	Use	Cases	
dra7-ccm-ideas-iden0ty-use-cases-01	

IDEAS/GRIDS	Use	cases	
dra7-padma-ideas-use-cases-01		
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Summary	of		Issues	(1)	
•  Discovery/Look	up	related	problem	

– Need	long	lived	iden0fiers	for	discovery	
– No	access	control	for	lookups		and	data	is	“public”	
– Anonymous		iden0fiers		cannot	be	used	for	discovery		
– Need	to	give	user	Iden2ty	access	control	on	discovery	

•  Observa0on	long-lived	Iden0fiers	problem	
– The	iden0fiers	are	observable	and	trackable	
– Flows	between	peers	observable	
– Obfusca0on	then	lose	ID	context-awareness	.	
– Need	clear	iden2fiers	meaningless	to	eavesdroppers	
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Summary	of		Issues	(2)	
•  Abuse	of	known	Iden0fiers	problem	

– Can	be	abused	by	legi0mate	previous	peers	
– Dele0on	possible	but		data	associated	is	lost	
– Need	immutable	entry	in	system	but	external	
representa2on	deleted	

•  Lack	of	Common	Infrastructure	problem	
– Diversity	of	solu0ons	in	future		
– Need	to	facilitate	deployment	and	consistency	for	
policies	

– Need	a	common	infrastructure	benefi2ng	all	Idf-loc	
split	protocols	IDEAS	BOF	
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