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Problem Statement

• How can we make EIDs private? 

• Without enforcing payload encryption 

• How can we make EIDs untraceable? 

• How can we authenticate EIDs?
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Solution
• Source creates ephemeral EIDs and starts sending packets from them 

• Ephemeral EIDs are IPv6 addresses: 

• Random Number 

• Crypto Hash 

• Source is free to create as many as it wants 

• Source is free to use them as long as it wants 

• Source can stop using them and they are automatically deregistered from 
mapping system 

• Destination doesn’t do anything special 

• Ephemeral EIDs are typically used on client hosts and not bounded to DNS names
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LISP Protocol Changes
• None 

• xTRs use mechanisms from draft-ietf-lisp-eid-
mobility-02 to discover and register EIDs 

• When source stops sourcing from ephemeral EID, xTRs 
process event as a move-away event (and deregister) 

• All traces of EID are removed from mapping system 

• Map-caches in remote ITRs are invalidated
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Quick Demo

6

Ping destination EID dfdf:4::4

Ephemeral-EIDs timeout  
from mapping system when not used



Todo List

• Document ephemeral-EID address collision 

• Tradeoff between address field widths 

• Look at Crypto-EIDs in more detail 

• How practical are they as ephemeral-EIDs
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Questions/Comments/Tomatoes?
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