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Motivation

● Diverse sources for IPv6 security issues

● Collection of issues 

● Systematization of Vulnerabilities

https://www.sba-research.org/wp-content/uploads/publications/Johanna%20IPv6.pdf 



  

Classification Attributes

● Action: assign, flood, insert, listen, send, etc. 

● Object

● Target

● Unauthorized Result

● Origin: configuration, design, implementation

● Type: interception, interruption, modification



  

Classification

● Assign: set the address for [target] to [object]

● Flood: emit a high number of [object] to [target]

● Insert: include [object] into [target]

● Listen: eavesdrop on the traffic for [object]

● Scan: iterate through the addresses of [target]

● Send: emit a packet including [object] to [target]

● Spoof: emit [object] to [target] pretending to be another node



  

Attacks ...



  

… attacks ...



  

… and countermeasures



  

Benefits

● Introduction to IPv6 security (for your 
colleagues ...)

● Overview and common ground for discussion

● Check list, e.g., penetration tests



  

Challenges (back then)

● Securing the local network (SeND)

● Reconnaissance (maprg)

● Addressing (RFC 7217, 4941)



  

Challenge (now)

● New privacy legislation in EU in May 2018

● Online identifiers (IP addresses) are considered 

as personal data (Art. 4)

● Strict data protection rules apply (Art. 5)

● Addresses are stored everywhere ...
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