Webex recording:
https://ietf.webex.com/ietf/lsr.php? AT=pb&SP=EC&HDB714127&rKey=0ad5dd297cf4

b13e

Jabber Log: http://www.ietf.org/jabber/logs/sidri2004-30.html

Meeting delayed due to technical difficulties —toet remote participation tools working
together (teleconference call, webex session, watiegrated conference call,
conference phone, feedback, etc.)

Chris Morrow and Sandy Murphy serving as chairs

Intro slides (note well, housekeeping tasks, ageviesved

(notes slide 2)
Basic Incremental Deployment Strategy
» Origin Validation

Deploy code
Start doing some metrics
Start turning it on

+ Bgpsec

Deploy code

Start doing some metrics

Start checking — logging

Don’t need to worry about local originated route

(notes slide 3)
Operational Issues in Incremental Deployment
* Bgpsec incremental deployment

Randy: if | am on this router, | want origin validan checked now on this
router — don’t want to find out from neighbors thi@ihgs are bad

Chris says want to check signatures to make sererifin is validated
and authentic

Chris:If you don’t have RRs, you have full mesimgiest case

Randy: if a RR and its clients have no externalsntthose RRs don’t
need to speak bgpsec

John: to repeat: in general RRs have to be bgpsaredecause bgpsec
attrbs are non-transitive. But only those RRs @woiatrol path betw two
ebgp borders need to have bgpsec enabled.

Chris: in the case of bgpsec capability negotiatéldn’t send attrbs. So if
RR is not bgpsec aware will not receive attrbs theg don’t get to other
side of AS. So RRs need to be upgraded when tieeiyn dhe control path
between ebgp routers.



Randy: there are routers in your topology that nait need to be bgpsec
aware for your AS to be bgpsec capable. Somenmoutd be bgpsec
capable but may not validate and may sign anyway.

For locally originated routes — you only apply bgpsittrbs (signatures)
when you are sending the update over an ebgp sessio

(notes slide 4)
[Sidebar: Issues in Protocol Deployment]
» Stack of to be discussed

Confeds

Add-path

AS aliases (replace-as in juniper speak)

Forward policy (eg route servers) —brief discusgiomted to need for
firm definition (is route server example only ca&d@.)

Brian’s AH-HA to be explained later

(notes slide 5)
Operational Issues in Incremental Deployment (cmretil)
* In bgpsec we only do signatures and validatiorsgfatures at the borders

What about RRs doing best path selection

A:Edge router passes on results of its signatulidatéon in some AS
specific policy knob (community, localpref, etc)

Q: is there any requirement that RR consider sigeatin best path
selection

A: (Ruediger) RR should do its best path seledbased on this local
policy knob

A: (Jason) the local policy knob is not bgpsedlatte so any router can
make a decision based on that. Operational quiv&ve to set up RR to
make decisions on locally originated routes akeltwere signed.

A: Randy: routes is marked somehow — and the nsaakailable to your
policy.

A: John: you should mark the route as if it hadrbgignature checked and
marked (you trust yourself to have locally origedit

Q: Sandy: you have to be careful to make surethigae’s no strange way
to make the AS_PATH null so an external path dddenk local (as an
attack)

A: Brian: if you redistribute from bgp to igp anddk to bgp, origin
validation should catch that.

(notes slide 6)
* Another inflection point:

Going from not doing bgpsec to doing bgpsec
Could change preference of best path
* Could make big changes in traffic movement in yaS8t traffic
swings
Randy: at layer 9, we are going to a more secureark, that's a feature!
Chris: hopefully you do some modeling first



* In case of 701, as-path wins, not peer
— Brian: much bigger than that. When change of gadictwo bgpsec
capable peers, to change to prefer signed routeismay have difficulties
making that an incremental change
— Randy: you are changing your policy, you know theilebe
conseqguences, these are consequences you wanetbd@pen.
— Wes: need tools Randy: have tools now to modetpalhange
— Brian: but there may not be a way to tell who giirss — chicken and egg
— Chris: internally, you may choose to prefer sigriad,process will be:
* Deploy code
» First mark routes with potential bgpsec result
* Look and see what is right and what is wrong
» Still believe this will be multi-year process (5?)7
* Not aflag day.
— Wes: in documentation of simple case or somewhere
» Update code
» Watch what goes by and see what changes — dumpndmareelse
* Right policy based on that, before you pull triggarpolicy
change
» Don't drop invalid initially, just downpref it.
* Maybe this goes in a secops drop

(notes slide 7)

Randy: ops do these things every day, we have (ootgreat), we do
deployments, upgrade links, etc.

Brian: impact is minimized by making policy chargee

Chris: every network will make a different choicdnd a deployment time frame
of years. But not a knife edge deployment — takesuple years of

Chris/John: do we need an RFC, or a presentatidm; but confeds may need
protocol change, Chris/John: some common deploysnettvork models
Warren: isn’t this just another knob in policy? tBloen there are presentations
about how you tune meds, so maybe.

Chris: don't think this is RFC, maybe vendor docs.

Brian: think RFC is right documentation modekt simple case with RRs.
(Haven’t proved it is scalable if you can’t showusee considered that.) Brian
volunteers to write up simple case with RRs.

Ruediger: remember 4byte AS attribute — there veedaployment draft. Chris:
to Ruediger — are you saying that went well angto®f we don’t need a draft, or
that is a warning that we DO need one.

Randy: can’t write docs for all the possible thimgsould be good to know.
Where do you draw a line. Need a decision of idST go in. Heather: docs
can’'t hurt — what is the down side?

(notes slide 8)
After Break — Next Topics?: Forward Policy Signing

John: votes to discuss things that change proguexd. Eg confeds



Brian begins: need some way for signer sendingtepdeexpress what it was
authorizing the recipient to do. eg.: authorizingte server to remove itself from
as-path

— If the recipient might do something other than jdd its as to the as-path,

there should be somewhere that this authorizationld be expressed.

John: interesting, but old bgpsec goal was to ptotdat is currently in bgp
without changing the spec’d model. You are tallkabgut changing the bgp
spec’d behavior. Might be a non-trivial change.
Rob: you might want to think about whether thisdee® be in the bgpsec
protocol — maybe a new rpki object?
Warren: you have one suggestion — but there aseofatthers. Carrying policy
around
Randy: not carrying policy — carrying a policy ofhat YOU can do — a very deep
hole
John: is there good semantics in what we have ntsifere room for later added
semantics? Those should be the decision points
Brian: but bgpsec is authorizing the path validativat comes to you
Randy: but we forward on destination, we accegiath-and propagate
Brian: but we are validating the path, right?
Randy/John: yes, path we got, you are talking apath forward.

(notes slide 9)
Route Server

Y does not know that RS is really a route server
X and Y should authorize and check the role ofrthee server
Randy: Y can validate that someone doing pcourd=0rbute server to it
How does Z know that Y was correct in what it did

), Q- > RS ¥ > Z
Randy: X saying that RS is an authorized routeesas/forward policy restriction
And is a big hole
Randy: we are trying to protect the protocol froeinlg violated, not the business
relationship
John: kinda analgous to route leaks — you wantgetmnd guess if what Y did
was in accordance with what X wanted it to do.veaithat we have the option
for Y to check the use of pcount and right now Zstrteust that. Suppose you
stuck something in RPKI — who would be making th#harization
Brian: all members of the route server would au#®route server
Jason: ebgp multi-hop and gre tunnels should bsidered as well.

(notes slide 10)
Discussion of Confeds

Is there some way to indicate that the as-pathligfor in the boundary of a
confed?
Is there a way to indicate semantics not alreadgi@al in the bgpsec attrb?
Issue with confeds:
— In current real world — you have some sub-as’sirapthemselves to the
path as as-confed sequences, get removed at basidar



— But no way to add these as-confed type thingseraiipath. Needed for
loop detection.

— Need some flag in sig attrb? Mark each — throwyaatbof the confed-
marked sig attrb.

— Warren: don’'t you know all the as’s used insidelibendary? A: you
don’t know the enumeration

— Randy: spec says it can be arbitrary topologiesdbployed topologies
are more simple — a core AS with some stub ASslathto core.

— Q:Sandy — external links come in where?

— Randy: the simple case — only possible loops mdhse would be solved
by adding normal sig attrbs and then dropping atbundaries.

— Rob: think John says: mark confeds inside confetthere is an easy way
to strip the confed sigs. Randy says: inside ahrddd sigs as usual and
strip at border.

— John: current bgp implementation strips all cordfequences and does not
consider the as number

— John: this is part of discussion of can we getfidS-PATH entirely

— Randy: external AS neighbor of stub AS in the cdrtfigolgy knows only
the core AS number. Externally only core AS numbeseen.

— Brian: we could do this using pcount=0, using séocal AS

<<< picture at board was large circle labeled "é&¢ewith smaller circles adjoining at
the boundary being the stub ASs>>>

(notes slide 11)

John: by defn: you don’t use core AS as the pubBc Randy: oh, no, not true.
John: ooo0, did not know that could happen. Weat'sthow we do it also.

Chris: external to ebgp router in subAS, cbgp fsarbAS to core, External
forward signs to ebgp customer facign router, cigpsard signs to core, cbgp
by core to subAS, then subAS ebgp router wantfrifpthe first SUbAS number
and does not know that subAS number. (Hard to canhext).

John: One way to tell what to strip: start at mrigWWhen you find a forward sign
to your public AS, strip everything past that.

(External neighbor thinks it is connecting to thiblic AS. Because some people
use the public AS as the core AS, can’t use the A& as the marker of the
confed topology border.)

One thing that this hack does break: right novhagrotocol, my AS can appear
in the protocol more than once — the allow loop®éaownAS in (in cisco),
loops (in juniper))

Heather: lies are bad, so dropping lies are pdyféoe.

Warren: what about path poisoning? A: path poisgnvill not work in bgpsec.
End story.

(Work at board emphasizing that customer exterf&akanfigs itself as peering
with the public AS. Wes wants to confirm with Imstwork.)

(notes slide 12)
More Agenda Bashing



* Some early departures want to influence the agerdtxing.
— Confeds (cont'd)
— Add-path
— AS aliasing (replace-AS, local-AS, etc.)
— Reuvisit the incremental intra-AS deployment — amghmore there?
— AS-PATH - in the protocol

» Brian took five min to discuss a out-of-the box waydo different crypto (maybe

shared secret based) — on the list. (See Briaf‘$1A in notes slide 3)
(notes slide 13)
Discussion of Confeds (contd)

» Confeds solution:

— Use pcount=0 everywhere and strip all pcount=0hhae your AS in
them.
* Problem — you may be usign a sub-as to peer wkB a

* Have an attribute that has an attrib that cartedconfed nature of paths. John
proposes that that attrb is the as-path, but titvdt is not currently in the bgpsec
protocol

— Sriram: the as’s are in the bgpsec attrb A: buiveespeaking about the
real bgp as-path attrb
— Warren: was not thinking of using as-path attrbrand new attrb.

» John: Augment current bgpsec sig attrb with a fielgl that says “confed”.

* Rob: likes having a separate attrb, so people wdnat ¥his pay the pain, not the
whole world. John: but bgp attrb space is limiteduld rather not use another
bit for this. Small point, but.

» Sirram: what distinguishes confeds in current bgp®@n: type code. We don’t
have that in bgpsec protocol. Maybe we can add tfnandy: why have extra
complexity — people will think up ways to use itan't predict future)

» John’s summation

— 1 rewind (start from origin to first signing mesming public as — relies
on external session going to public AS)

— 2 Flag in sig attr

— 3 Child-of-AS-path (some other attribute that asriconfed”
characteristic

* Warren: can we just use a marker in the sig attrb?

— Trust model: ski length 0, sig length 0O, --- markedon’t need to sign
over it.

— Rob: repurpose whole bgpsec sig attrb to carryXbim: that's what we
bit into when we got rid of as-path

» John adds

— 4 explicit “entered confed” marker
* Me: is this a problem with someone entering thekerawho should not do so?
— A: entry point into confed knows that it is in anéed and knows it is the
entry point
— And can be required to check incoming data forrexteonfed marker —
and throw error
» John: likes marker, only thing better about flag fgs existing structure



* Warren: doesn't like flag because it gives 7 eiis Matt: additional bits would
allow some coloring
* Wes: additional bits in attrb — does that get sithe\: yes.
* Warren: that means all routers have to sign oryemtd exit from confeds —
incremental deployment issue
* Randy: learning anything more? John: probably @&d. off, think about it,
discuss on email?
(notes slide 14)
Add-Paths
* Issue: only sign your best path
— But that breaks add-path
— Sriram had text and will send it to the sidr list.
(notes slidel5)
AS aliasing Replace AS Local AS
* Wes: channeling Shane — what about AS merging?
* And path poisoning
e John: in my implementation
— There’s something that lets me be any one of afs&fs when | talk to
an external peer
— Strip private ASs — ok if they are all on the rigide of the path
* Warren: Don’t you have to rewind until you find tfiest that is
not private and not in your member list
* Would that not work for confeds?
— Replace arbitrary AS in the middle of the path at'thnever going to
work, give it up
(notes slide 16)
Replace as — AS migration
« AS 1lisconnectedto 2 and 3. but 3 thinks 1is5

— One way is use pcount=0.

— This exposes the fact that 1 exists to 3

— Randy: what does 3 see from 1? Jason: It mighbde® or 5 2, depends
on the config. From3to2,2sees31or351.

— Going to have to be knob.

* Documented? (keeps coming up, so should be dodedieiiMatt: doesn’t think
it belongs in core spec, Geoff agrees on jabbeandiRagrees to go into bgpsec
ops)

* Remove private hack: what about forward signindmm if external peer signs
to private

— Wes: can you transit a private AS?

— Randy: keys used to sign for router with private degend from a trust
anchor that anyone wanting to validate the sigeatarust have that same
private trust anchor (operationally quite messy)

— Geoff on jabber: that would mean that if a privag the rest of the
Internet must have that private trust anchor

— Randy: can’t transit a private AS in bgpsec



— Wes: but what about external person peering wighpttivate AS?

» John: but we have 4 byte AS — why do we need @in&s

* Ruediger: private AS as stub is OK — remove priveeand originate at
upstream where private AS is stripped.

» Wes: is it ok to make it impossible to transit avgte AS — because you run into
all these problems.

* Brian: use public IP address for the router? [l to establish relationship
between router IP addr and AS number)

(notes slide 17)
There Might Be 50 Ways to Leave Your Lover but ¥88ys to Mess Yourself Up in
BGP

* Ruediger: don’t add complexity for those 5000 Aghbers. Do not propagate
private ASs into the public internet.

* Ruediger: some customer is sending 200 /32s wittajgr ASS.

» Geoff: | see about 10 of them.

* Rob: but these are supposed to be used in trusidlaoies and stripped outside —
transiting is different and hard to define trustdab

* Wes: if you have a reason you need to transit theh@t is using a private AS,
use a public AS (maybe one that is shared forghipose).

» Chris: need to address this if there is a use wasee it woulod be very painful to
use any other mechanism.

» Brian: people are using BGP but their engineeriag done by consultants who
have been gone — and want to add bgpsec.

» So until we find the painful can’t-do-this-any-othgay case, we will move on.

» Jason: when people are using private AS, do tlgn?shlways? Never?
Sometimes?

* Brad NTT: some customer who share a public AS numpFC2270 sort of
ASN] — (701 uses one of these things as a shatedher AS number) — 701
could sign the prefix as [RFC2270 ASN] and 701e TRFC2270 ASN] could be
stripped (Wes: for Sprint this does get strippdflthe IP addr belongs to the
customer, the [RFC2270 ASN] is not stripped. Akosne customer to sign an
announcement originating another [RFC2270 AS] custts space (because each
customer would allow [RFC 2270 AS] to originateithHP prefix)

» Discussion of DNS analogy that | missed about prieésaand secondaries and
muddying the waters.

* When there’s a routing issue because a /24 isifigpgou want it to be obvious
your customer’s fault not yours and that is why gounot strip their use of
RFC2270 AS

* Brian: if the [RFC2270 AS] is doing the signing @amouter that is not under the
customer control

» Can'ttell the AS just go get your own public A®cause they are not multi-
homed and do not qualify under RIR policy.

— Just fix the RIR policy
(notes slide 18)
Path Poisoning
» Just can not work



* Deall
(notes slide 19)
Intra-as deployment
* Are we done?
e Chris: we have a path forward
— brian volunteered to write a simple RR case
— And then things will go forward
» Randy: do we understand the technology and areartabie with it.
— Simple example seems to work.
* Brian but what about case where AS wants to sigrotigin
Randy: when injection occurs from another protoetd my bgp,
there is no AS-PATH. Inside my AS, | know it ismaj so | know
what the AS number is, so | can add that first aligre.
(notes slide 20)
Discussion of Signing over IBGP Sessions

» John: what is use case for signing over ibgp se8sibon’t trust router?

» Brian: you are leasing routers, leasing bandwipidmple can put themselves in
MITM position. Some people may want to use bgmseitbgp sessions rather
than transport on their sessions.

* Warren: how many people are using transport sgconittheir ibgp sessions? A:
most of the big guys will do that!!!

* Rob: hard to say there may be a need for this sayngal lets add this complexity
now.

» Geoff: hard to address unless we understand thredel.

* Brian: was raised on list as comment on threat mdoeument and “shouted
down by chairs”.

* Ruediger: do you want the thousands of ibgp routasry internally in my
network to have this protection?

* Ruediger: Brian, what you are interested in isgutihg the other attrbs in the
update, not the empty as-path.

» John: since | don't understand the use case:gagport security will not solve
problem? or (b) | don’t want to use transport siygr

e Brian: 1 don’t want to use transport security. Ravant to have to deploy
transport - two security solutions at the sametim

» Sandy: but transport security protects againstrothimerabilities that bgpsec of
ibgp updates would leave unprotected.

» Brian: understand that, presenting this as a inerg¢ah way to get bgpsec
deployed.

* Rob: thinks security ADs would object to a soluttbat would leave such an
obvious vulnerability uncovered.

* Ruediger: does your proposal apply only to origgdaioutes? Are other attrbs
that are not used externally (if you don’t your ometwork) also to be signed.
Interested when mitm can inject routes. Thinkab@iycan’t trust your own internal
network, someone can inject something bad

(notes slide 21)
Prepending Issues



* <anonymous> reports from message from Jeff Haabgp today, upstreams can
add prepends of my AS number (with or without mgngission) and those
prepends stay when upstream propagtes the update.

— John: some implementations do loop detection op &sgwell as ebgp,
which means prepended looks like a loop.

* <anonymous> prepend a private AS the needed nuofilbenes and translate to
my public AS number

» (Brian reports a solution to his own concern ahmitustworthy internal
networks: use private AS internally to sign witter strip on exit)

(notes slide 22)
Protecting Other Attributes

* Brian: Ruediger brought up a point — is there aay v protect any attribute than
AS_PATH

— Randy: unsure of trust model of other attrb
— Randy: two possibilities presently
* Business relationship (route leaks)
» Signature expiration time

* Geoff on jabber: Brian needs to go back to Stev&Keamalysis of what needs to

be signed.
(notes slide 23)
Freshness

» SteveBellovin: still concerned that we don’t haweay in a short time frame to
roll a router signing key.

— Randy: concern is security compromise? Yes
— Beaconing does not seem to work

* One suggestion (Steve Kent's ??) flood a “refreslr ypki” in bgp. Randy:
inband? The one that wants to do this is comprednisuter SteveB/John: or the
AS/NOC

— Beaconing has problem that there is incentive txbe too often, this
does not

* A:does this accomplish this B: does it work

* Rob: how do you authenticate this? A: what youtwardo is rate limit this. Q:
how to sign A: AS number-ish

» <Geoff Huston> a broadcast message to everyondhelssays "generate refresh
gueries to the repositories" is a great DOS attack

* Warren: someone owns my router and issues enouthiesé to make rate limiter
throw alarm and router’s key gets rolled. (if rggts compromised, game over)
Wes: or employee leaves. There are methods togeahés.

» Brian: if you could flood info and identify altertgapaths, could signal with route
leak material to ensure people who need the nemwgefit. Chris: not talking
about BGP data, talking about RPKI data like CRBsian: using BGP to signal

(notes slide 24)
Freshness (Cont'd)

» Back to freshness and stolen keys...

» Chris: problem is that we have all data in samegbknd so same fetch process
applies (poll from repository)



— Can we have a separate communication mechanissofoe objects?
— Rob: there is a protocol for retrieving CRLs inlriéae, but we are trying
to avoid it!

— Chris: Danny asks why twitter can communicate iarmeal time
Brian: if 13 routers are compromised... warrenoiingone owns 13 routers they
could just turn them off.
steveB has left but he said he would be happideife was a way to get the key
change distributed faster. Rob: me too, | justtdamow how to do it cheaply.
Chris: a way for repository to say “ok, ok, ok, nefo”
Rob: poll or flood, take your pick
Chris: just trying to say that there are differelaisses of data and some have
different freshness concerns. Rob: but just tgllkihbout different protocols.
Would like to talk to this with Tim and SteveB imetroom. Chris: besides
different protocols can we concern ourselves witteint requirements for
different objects? Need DATA. Tim might be intetexl in some long term
measurements. Rob: Randy says we don’t have adéomgbaseline for how this
would work in the future — we don’t know what theected behavior would be.
Should be.
Reports that rsync has some features that donk wetl in validators. Rob: like
maybe an atomic publication of a bunch of data.
Chris: freshness requirement — some time to licert-expiration time gets
reached.
Rob: DNSSEC has signature lifetimes AND ttls. Sdawot be combined.
Signatures are end-end, ttls are cache behaviidier&t animals.

(notes slide 25)
Repository Discussion

Chris: if I am gathering from the world but you wiogive me this one object so |
keep using the object | have but then the sig espand OOPS. A: yep.

Rob: for any publication mechanism, you have torwabout how long it takes
for data to get through the system.

SamWeiler: any real need to have a push of data®udlly a notify — go get new
info). IETF has an old protocol 2244 called ACARlask for notifies for
anything that would meet that search criteria. omsthing about it does not
scale>> Brian: but you can’t block a notify Ralit, yes you can. SamWeiler:
acap has authentication per user.

(notes slide 26)
Repository Discussion (Cont'd)

Chris: rgmts about repository — how many objeabsy many retrievals, how
often, etc.

— Rob: George Michaelson in RIR group looking at thisg ago — 10K-
100K of objects in the rpki. So nowadays, mayb@kt@QM. Originally
retrievals once per day, now | poll once per hoauld poll several times
a day (4-6hrs) but 1/day is a bit slow.

— If you are doing a make before break, everyone sieeedet the make
before you do the break, so any slower than 1/degmyou deserved to
lose.



— ROAs are most frequent data change. Manifestsgehaten any data

changes. Crls change ..<missed>

Chris: we have 1M objects now, in future boundedrbyltiple of the) size of

routing system. Currently 405K+8K routes (v4+v6ed# reports his extreme

outside view is upper bound 25% growth per year.

Churn is low, number of objects is large.

Geoff: v6 AS advertises 2 routes, v4 AS advertsesutes.

Warren: deaggreages my routes is an advantagegrgages my ROAS is not.

Geoff: but you want to have every alternative cederWould pre-provision all 5

neighbors even though currently announcing togust

(note slide 27)
Discussion of Repository Size

Chris: are there other things that | might wantedify that | might want to use
the rpki system for?

— Geoff: may want own system for each

— Rob: there are router keys, crls, manifests, etc.

— Chris: size of routing system times multiple off2% right now. That
seems to give lots of room and a safe upper bound.

— Geoff: 600K in five years Chris: so you will negd-1.2K objects in five
years. If the change rate is 20% then you needtranct 250K objects
each interval.

— Geoff: you are needing a new object, not a retanoréviously announced
state.

— Geoff: 10-12 new ASs a day, 30 new routes.

— Rob: use new keys each time, so a return to pre\state still looks the
same.

— Chris: need to understand the size and the spedthofje. Need to
collect the data or extract from routing history

— Geoff: troll through RV and RIS and presume itliartified.

— Chris: that is what Tim and (RIPE guy from Canaal&)interested in this
(Canada guy = andre took) and are trying to prefmaretf vancouver.

— Rob: if you are running this with rsync that is &y only and uses inodes,
you might want to be looking at database.

— Chris: rsync works (Rob: has a lot of the nice ertips) but having more
protocols is OK. (people troubled by having a éangimber). Need 99%
uptime. Rob: no SLA for DNS servers. Brian: thisréor root servers.
Chris: for RIRs, this might be like root serveraf fbr me, it is more like
my local dns server

(note slide 28)
Repository Discussion (Cont'd)

Chris: stuff you retrieve needs to be high rateff stou serve may not need to be
updated at lower rate. Rob: probably more necgdedre available for people to
retrieve than for me to be able to update quickly

Wes: this may change if we are dropping invalitieecall calls to noc that says
“you must update your dns server immediately”.om'd think that it is valid to
assume those calls won’t come in. Rob: distincti@t your customers will want



a immediate reaction and the chance that the dlhiteme in when you have the
system down for maintenance.

Brian: you want your servers available to your heigs than to the people 12
zones away. Rob/Chris: don't buy that — globaldfee this data. Everyone
wants a copy of the worldwide system.

Warren: how much data is 1M objects? Rob: 1K fgeat, max. Warren: round
trip to himalyas is 10 sec. Rob: worried aboutnmbing primary servers into the
ground.

Sriram: if we are doing BrianW/Roque’s proposahirtast IETF for replay
protection, you could increase churn significantly.

Brian: you could do it that frequently, but we w&tgroposing that you do it that
quickly. If you are worried about some particudaent , you could increase rate.
RussH: during algorithm rollover, you need anoffaetor of 2 in that — multiplier
is 2 at the peak and builds up and falls off fréveré.

Chris: also think we need to capture the entire sizhe repository

Rob: CRLS are potentially unbounded because peaojgkt have too long
expiration times, which means nothing ever expires CRL. (story of very
very very large CRLS because of long expiratioresin



