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Measuring 
RPKI 

Repositories 



Don’t Panic 
•  I am an Engineer, we always think about 

the problems 
•  I am a Researcher, we are only interested 

in the problems 
•  The RPKI is going really well 
•  But I want to talk about the problems 
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Review 
of 

RPKI Structure 

2012.07.27 sidr RPKI Measure 3 



2012.07.27 sidr RPKI Measure 

RPKI 
Certificate 

Engine 

  Resource PKI 
 

IP Resource Certs 
ASN Resource Certs 

Route Origin Attestations 

Publication 
Protocol 

Up / Down 
to Parent 

Up / Down 
to Child 

4 

GUI 

Publishing / Issuing Party 



2012.07.27 sidr RPKI Measure 5 

Issuing Parties 

IANA 

  

Resource 
PKI 

Publication 
Protocol 

Up 
Down 

APNIC 

  

Resource 
PKI 

Publication 
Protocol 

Up 
Down 

IIJ 

  
Resource 

PKI 
Publication 

Protocol 

SIA 
Pointers 

SIA 
Pointers 

GUI 

GUI 

GUI 



2012.07.27 sidr RPKI Measure 6 

IANA 

  

Resource 
PKI 

Publication 
Protocol 

Up 
Down 

APNIC 

  

Resource 
PKI 

Publication 
Protocol 

Up 
Down 

IIJ 

  
Resource 

PKI 
Publication 

Protocol 

RCynic 
Gatherer 

BGP 
Decision 
Process 

Validated 
Cache 

SIA 
Pointers 

SIA 
Pointers 

Trust 
Anchor 

GUI 

GUI 

GUI 

Issuing Parties Relying Parties 

route:   147.28.0.0/16!
descr:   147.28.0.0/16-16!
origin:  AS3130!
notify:  irr-hack@rpki.net!
mnt-by:  MAINT-RPKI!
changed: irr-hack@rpki.net 20110606!
source:  RPKI!

Pseudo IRR 

NOC Tools 



My Routing Relies on It! 
•  If my routing relies on the RPKI, then I 

care a lot about publication reliability 
•  Of course, good relying party software 

will expect failures, so this is not a killer 
•  But when we look at current publication, 

much is not operational quality 
•  This has to be fixed 
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These Graphs are 
from rpki.net’s 
Relying Party 

Software Web Page 
it Makes for You 
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Not Bad 
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An ISP 

An RIR 



Not So Good 
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Very Bad 
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•  They do not monitor and have no real NOC 
•  They do not work weekends 
•  I had to write a friend in APNIC Engineering 



RIPE Stayed Up 
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RIPE has Bad History 
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Cause 
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•  This was an NFS problem (NFS is Evil!) 
•  It went on for months 
•  RPKI.NET logs had full detail showing 

“NFS” 
•  But “Nothing Can Be Wrong at the RIR” 
•  Finally it was fixed, but small problems 

remain 



Just Weird 
871553 -rw-r--r-x  4 rcynic  rcynic  1969 Feb 17 13:26:29 2012 /
usr/home/rpki/rcynic/data/authenticated.2012-07-11T00:00:00Z/
rpki.afrinic.net/member_repository/
F3634D22/92EF8890119911E0A59EB577833A7E19/79FBE550468F11E19086CAB
E31FFE8A0.roa 

871602 -rw-r--r-x  4 rcynic  rcynic  2009 Feb 17 13:26:26 2012 /
usr/home/rpki/rcynic/data/authenticated.2012-07-11T00:00:00Z/
rpki.afrinic.net/member_repository/
F3634D22/92EF8890119911E0A59EB577833A7E19/82331D8C6C2011E0890EBAC
0A0C76497.roa 

 

And we wrote to them multiple times and received only 
snarky responses 
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The RIRs are Not 
Network Operators 

 
They’re PTTs, 

“There can be no 
problem” 
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Good Software  
Will Save US 

•  Of course, good relying party software 
will expect failures, so this is not a killer 

•  rpki.net relying party software uses old 
data if it can not fetch new 

•  As RPKI data are fairly stable, this is OK 
•  But RIPE’s in-addr disaster lasted five 

days! 
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Some Statistics 
 

Again, from rpki.net 
Relying Party 

Software 
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Connect Time (linear) 
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Connect Time (log) 
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It Can Be Done Well 



Connection Counts 
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Number of Objects 
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This is Good!!! 



Conclusions 
•  RPKI Deployment is serious, especially in 

the RIPE region 
•  RIRs are not Operator Quality/Reliability 
•  JPNIC could set an example! 
•  APNIC & RIPE Publication Structure needs 

to be fixed 
•  Relying Party software works around these 
•  More Measurement and Monitoring 
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