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Introduction

� Large scale measurement platforms are 
necessary for studying residential Internet access

� Several approaches and platforms have been 
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� Several approaches and platforms have been 
presented

� Standardization effort is ongoing while deployed 
platforms are not yet interoperable



Studying residential Internet access
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Different projects with the same architecture

� Router-based
� BISmark � performance and censorship

� Host-based� Host-based
� HoBBIT � performance

� Ubica � censorship



Common features 

� Support for pre-existing measurement tools

� Well tested tools are more accurate

� Implicit management of measurement resources

� Measurement of existing services

� Flexibility in the configuration of the tools

� Selection of the best technique depending on the context

� Detection of ISP and position� Detection of ISP and position

� Proper assignment of obtained results

� Accessible real-time reporting

� Transparency on obtained results
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Different features: Router- vs Host-based

� Router-based

� Modified OS (OpenWRT)� Modified OS (OpenWRT)

� Passive analysis, also to understand interferences

� Remote access to router console for debugging

� Client-based

� Multiplatform based on Qt libraries and bash/awk ports

� Detection of connection used� Detection of connection used

� Real-time information provided to user

� Possibility to suspend the measurements
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Different features: Performance vs Censorship

� Performance

� Multiple parameters emulating different applications

� Centralized scheduling of  “heavy” measurements

� Measurements at different hours of the day

� Detect potential internal interference

� Censorship

� Enhanced user privacy� Enhanced user privacy

� Coarse-grain localization

� More incentives (e.g. submit your url)

� Controlled deployment
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Performance tests

� Hobbit

� First campaign to understand basic performance (i.e. to infer the 

contract with the operator)contract with the operator)

� Then period campaigns to infer the maximum throughput, the 

latency jitter, and losses with TCP and UDP and on different ports

� BISmark

� Also passive tools (TIE)
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Censorship tests

� Tests
� DNS resolution

� HTTP reachability� HTTP reachability

� Content size

� IP/Port filtering

� Destinations
� Lists from

� http://propakistani.pk/wp-content/uploads/2010/05/blocked.html

http://www.herdict.org/explore/data/view?ft=inaccessible� http://www.herdict.org/explore/data/view?ft=inaccessible

� Origins
� Large campaign from several sources

� Tailored tests from China and Pakistan
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Current deployments

BISmark HoBBIT
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We are running some tests also from selected PlanetLab
nodes using the same framework



Performance results: Hobbit

Average performance over different regions/municipalities
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� Maps allow to have a quick sketch of average performance over the geographical 
areas

� Downlink throughput is mostly between 4-6Mbps, and sometimes between 2-4Mbps
� Uplink throughput is mostly between 256-512Kbps, and sometimes lower than 256Kps



Performance results: Hobbit

Paid vs achieved performance
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� Most of the users have much less than what they pay for, with no 

symmetry between uplink and downlink

� Especially when they pay more!



Censorship results 1/2

� No response to HTTP request or 

response empty, grouped by country

� “Expected” (CN, BD) and unexpected 

(NZ) countries 

� Currently under investigation!!!

Different html size retrieved for the 
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� Different html size retrieved for the 

same site from different countries

� Block page is typically small

� The size ratio may be a good 

censorship detector



Censorship results 2/2

Evidences and visualization of DNS hijacking in Italy

Non-authorized ● Non-authorized 

online betting 

services are 

hijacked to warning 

page

● The graph 

visualization and 

graph properties 

UBICA: IT, home (red) BISMark: US, university (blue)
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graph properties 

allow to detect this 

behavior



Conclusions

� Large scale platforms are necessary for understanding  both 

residential broadband performance and country-wide censorship

� We designed, developed and deployed different platforms both � We designed, developed and deployed different platforms both 

router- and host-based and for both performance and censorship 

analysis

� Common platforms can be used, but specific requirements have to 

be considered for router/host-based approaches and 

performance/censorship applications

� For performance analysis there is necessity of collaboration among � For performance analysis there is necessity of collaboration among 

running platforms

� For censorship detection there is still necessity of novel tests and 

metrics
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Thanks!!!

More info at:

http://traffic.comics.unina.it

a.botta@unina.it


