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Notation
E(F,): elliptic curve over field,
G: cyclic subgroup ok(F,), of prime-orden
G: base point o5
h: co-factor (usually, small)

One hagk(F,)| =nlh

X(P):  x-coordinate of poinP on the curve (not being point at infinity), wh
represented in affine coordinates
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NIST EC-DRBG Generator

Algorithm 1: EC-DRBG Generator
Input: klZ,,b<q,/20
Output: | pseudorandom numbers4n
fori:=1tol do
SetR, 9 ~ (kG kQ);
Set k, out) —« (X(R) (mod q), X(S) (mod b));
end for
Return out,, ..., out)

NIST EC-DRBG:
— b: a power of two (i.e., output obtained via truncatod x-coordinate)
— b: at least 13 + logh bits less than bit-size of order of finite fielg, (byte-oriented)
(recommendation was to pitkas large as possible, for efficiency reasons)
- E(F): NIST prime curves P-256, P-384 (and others)
— G, Q: default values specified for NIST prime curvegd8, P-384
(alternative values allowed, provided generateafiably at random
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Security of NIST EC-DRBG

1. Potential back-door EC-DRBG

Unknown whether default base poiatand public keyQ generated verifiably at random

Unknown if log;(Q) known to those who specifi€éelandQ

— If d:=logg(Q), one can determine internal st&&om S sinceR:=d1S

— One can determingfrom x(S), since only two points with samxecoordinate

— One can determindS) from truncated version, since only roughly 16 bémoved

So, if log;(Q) known, then internal state leaked from obseruggutout

2. Output EC-DRBG distinguishable from random bit str

— Set ofx-coordinates of valid point forms subsefgfof cardinality roughlyg/2 and
easy to check whethgil] F is in this set. So, output of EC-DRBG (without
truncation) is easily distinguished from randomrmedet ofF,

— Distinguishabilityremains with truncation, if one does not removdigehtly many
bits fromx(9

3. Loose security reduction

Hardness of so-calledLogarithm Problemon which security of core EC-DRBG relies,

IS hard to quantify and security reduction of rethsecurity problem (AXLP) to Diffie-

Hellmann problem (DDH) is rather loose
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NIST EC-DRBG “Fixes”
Minor “tweaks” of EC-DRBG suffice to obtain the kmlving properties:

Reduce/remove reliance on public Kgy

Lower distinguishability of output bit string

Tighten security reductions

Provide potential resilience against quantumtogy@phic attacks (should these
become a long-term threat)

W

Claims:

— Techniques apply to short Weierstrass curves, (d1§T, Brainpool), Montgomery
curves, Edwards and twisted Edwards curves, bioamnes.

— Techniques do not add additional computationat gmostly, far more efficient)

— Techniques can do without public k@ythus eliminating key substitution attacks

NOTE: builds upon existing cryptanalysis EC-DRBG ([1])
— uses tight bounds on character sums and Kloostesoran ([18])
— uses presumed difficulty of Diffie-Hellman problef(ig])
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Example of ‘Fix’ (roughly “Construction C”)

Original EC-DRBG Generator

“Algorithm C”: DDH Generator
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NIST EC-DRBG vs. New DDH Constructions

Construction NIST A B C D E D(K)
#Public key<) 1 3 2 1 - - -

= # rnd. bits/curve size 1 1 1 1 1 1 Kk
Raté 1/2 1/4 1/3 1/2 1/3 1/2  k/(k+2)
Backdoor possible? Yes unlikely unlikely unlikely No No No
Indistinguishable output poor

- If stateR not known tight  tight  tight  tight tight  tight
- If stateR knowr tight tight poor tight poor tight
Reduction next state AXLP

- if output not known tight  tight tight  tight tight  tight
- If output known tight tight AXLP tight AXLP tight

Quantum-crypto secure? No perhaps perhaps perhaps likdliely likely

Notes:
— Five constructions submitted to NIST (as commerapened SP 800-90A spec)
— Full detalls in draft technical paper

IRate: #random bits (as multiple of bit-size cursdalar multiplications
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Conclusions

Security weaknesses EC-DRBG relatively easy to fix

— Five constructions, with slightly differing propies

—  Simplest fix:_onlychange w.r.t. original EC-DRBG ssngle modular addition
— Some suggested fixes possibly resistant to quastyptographic attacks

Constructions work for “short” Weierstrass curveg (eNIST, Brainpool), Edwards
curves, twisted Edwards curves, Montgomery ct

Contrary to popular belief, NIST EC-DRBG can be madjhly secure

Notes:
— Main constructions submitted to NIST
— Full detalls to appear in technical paper
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