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The DDoS as a Service
Phenomenon.

Everyone can attack you at the press of a button!
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DDOoS

Distributed Denial of Service
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Direct Attacks
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Reflection and Amplification
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2013: 300Gbps (DNS)
2014: 400Gbps (NTP)




Protocols:

: TR HITPS

4 Transport TCP, UDP

Network P, ICMP
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Booter

DDoS as a $ervice Phenomenon.
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14 Booters

Hired, Collected, and Analysed
UDP-based




Booter URL

1 BT ? 10,90
2 B2 5 1,95
3 (B3 5 3,12
4 B4 25 3,89
5 |B5 ? 3,89
6 |B6 10 3,89
7 |B7 Up to 3 3,00
8 (B8 6 3,90
9 (B9 1,5 8,00
10 |B10 Up to 3 4,90
11 [B11 ? free
12 |1B12 ? 3,11
13 |[B13 8 3,90
14 |B14 ? 3,90

€58,35






Booter URL Protocol

1 BT ? 10,90 *DNS ddostheinter.net

2 B2 5 1,95 *DNS anonsc.com

3 |B3 5 3,12 *DNS anonsc.com

4 B4 25 3,89 *DNS root-server.net

5 |B5 ? 3,89 *Chargen -

6 |B6 10 3,89 *DNS packetdevil.com

7 |B7 Up to 3 3,00 *Chargen -

8 |B8 6 3,90 *DNS root-server.net

9 B9 1,5 8,00 *DNS root-server.net
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http://olympusstresser.org/
http://ebooter.5gbfree.com/
http://vdoss.net/
http://respawn.ca/
http://onionstresser.com/
http://ddostheinter.net
http://anonsc.com
http://anonsc.com
http://root-server.net
http://packetdevil.com
http://root-server.net
http://root-server.net

DNS-based attacks
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Fig. 2: Traffic rate of DNS-based attacks. Fig. 3: Packet size distribution (DNS).
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CharGen-based attacks

Fig. 4: Traffic rate of CharGen-based attacks.
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Fig. 5: Packet size distribution (CharGen).



Booter URL

B1

10,90

*DNS

3281

B2

1,95

*DNS

/369

B3

3,12

*DNS

6075

B4

3,89

*DNS

4486

B5

3,89

*Chargen

3779

B6

3,89

*DNS

B7

3,00

*Chargen

2970

B8

3,90

*DNS

281
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B9

8,00

*DNS
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http://olympusstresser.org/
http://ebooter.5gbfree.com/
http://vdoss.net/
http://respawn.ca/
http://onionstresser.com/

Top 10 Top 10
5822 CN |1755
1986 US [ 630
1909 KR | 275
1871 RU | 192
825 IN | 105
731 TR | 81
716 UA | 76
603 FR | 56
361 TH | 55
459 DE| 53
(a) DNS per country. (b) CharGen per country.
— Europe 1 Asia

B North-America B Others

Bl B2 B3 B4 B5 B6 B7 B8 B9
Booter

Percentage
oS 838 &S

Fig. 7: Continent breakdown per Booter.







Protocol

prolexic datd chows the majority of DDOS attacks
for 76.76 percent of attacks In Q4 2013. The UDP protoco\ was most €O

30.27 percent total in cornparison with other protoco\s. gyN floods placed second 25 the pr
infrastructure attack vector with a total of 14.94 percent.

*DNS
*DNS

3281

In third place was the |CMP protoco\ with 9.7 percent followed DY DNS with g.58 percent. pLXsert has

prevrous\y noted the increase in the use of DNS reflection as an attack vector and this 1 likely 1O remain sO

with new tools being released and adapted by DDO ndors. IN the fifth place, the old but reviv

CHARGEN protocol continues its rise in popularity g SN © total infrastructure 73 69

layer attacks this quarter. pLXsert has identified o , g ihe Internet, and 10 * D

date most of these servers are still open and vulnehad s LN iR eeuting 10 a92.31 percent N S

increase of CHARGEN usage petween Q3 2013 and N 607 5
DNS

Following CHARGEN lesser used attack yectors in pDoS attacks against infrastructure were ACK Floods

’

(2.81 percent), eiN PUSH (1 28 percent), TcpRST(1.4 percent), SYN PUSH (0.38 percent), RIP (0.26 percent),
and TCP fragment (0.13 percent).

4486
3779

2970
281
/8
54

*Chargen
*DNS
*Chargen
*DNS
*DNS

App!

global client base. APP
be successful. recently, there has

hire vendors. This in turn makes
technical resources and spend C

At 19.91 percent, HTTP GET W

This vector Was followed by H
(0.26 percent) and SSL POST Wi

as an attack vector.
ks on the Internet
(UDP), which

The NTP protoco\ 3 innp\emented in all major operating gystems, network infrastructure devices, and
embedded devices. BY using UDF, NTP 15 susceptible 10 spoofing. In additon, m'rsconﬁgurat’ron of network

equipment can allow enterprisé infrastructure to be used as unwilling part'\c'\pants in aDDO5 attack. This
can be achieved DY responding 10 requests for NTP updates and directing the response 10 3 victim host and

overwhelming it with NTP traffic.

e arotocols believed 10 pe obsolete and decornm'\ssroned ic ysually driven by
L asnnle These tools eventually get leaked N crimeware
T Lad an increase of use In


http://booter.tw/
http://restricted-stresser.info/
http://anonymous-stresser.net/
http://destressbooter.com/
http://flashstresser.net/
http://dejabooter.com/
http://rebel-security.com/
http://grimboot.com/
http://quantumbooter.net/
http://olympusstresser.org/
http://ebooter.5gbfree.com/
http://vdoss.net/
http://respawn.ca/
http://onionstresser.com/

Protocol

*DNS 8281
*DNS 7369
*DNS 6075
*DNS 4486
*Chargen 3779
*DNS 2970
Chargen 281
*DNS 78
*DNS 54



http://booter.tw/
http://restricted-stresser.info/
http://anonymous-stresser.net/
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http://flashstresser.net/
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http://grimboot.com/
http://quantumbooter.net/
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