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Distributed Denial of Service
DDoS
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2014: 400Gbps (NTP)
2013: 300Gbps (DNS) 

2020: 
...
1Tbps!?
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10Gbps 1Gbps 1Gbps

100 Connections/s



Direct

Indirect

Reflected

ServiceNetwork|

Application

Transport

Network

Summary:

InfrastructureProtocol Target





Who?





Anyone!
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14 Booters 
Hired, Collected, and Analysed

UDP-based



# Booter URL Offer 
[Gbps]

1 B1 ?
2 B2 5
3 B3 5
4 B4 25
5 B5 ?
6 B6 10
7 B7 Up to 3
8 B8 6
9 B9 1,5

10 B10 Up to 3
11 B11 ?
12 B12 ?
13 B13 8
14 B14 ?

Price [€]

10,90
1,95
3,12
3,89
3,89
3,89
3,00
3,90
8,00
4,90
free
3,11
3,90
3,90

€58,35





# Booter URL Offer 
[Gbps]

1 B1 ?
2 B2 5
3 B3 5
4 B4 25
5 B5 ?
6 B6 10
7 B7 Up to 3
8 B8 6
9 B9 1,5

10 http://olympusstresser.org Up to 3
11 http://ebooter.5gbfree.com ?
12 http://vdoss.net ?
13 http://respawn.ca 8
14 http://onionstresser.com ?

Price [€]

10,90
1,95
3,12
3,89
3,89
3,89
3,00
3,90
8,00
4,90
free
3,11
3,90
3,90

Protocol

*DNS
*DNS
*DNS
*DNS

*Chargen
*DNS

*Chargen
*DNS
*DNS

Request

ddostheinter.net
anonsc.com
anonsc.com

root-server.net
-

packetdevil.com
-

root-server.net
root-server.net

http://olympusstresser.org/
http://ebooter.5gbfree.com/
http://vdoss.net/
http://respawn.ca/
http://onionstresser.com/
http://ddostheinter.net
http://anonsc.com
http://anonsc.com
http://root-server.net
http://packetdevil.com
http://root-server.net
http://root-server.net


DNS-based attacks

root-server.net

anonsc.com

ddostheinter.net

packetdevil.com

http://root-server.net
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://anonsc.com
http://ddostheinter.net
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com
http://packetdevil.com


CharGen-based attacks



# Booter URL Offer 
[Gbps]

1 B1 ?
2 B2 5
3 B3 5
4 B4 25
5 B5 ?
6 B6 10
7 B7 Up to 3
8 B8 6
9 B9 1,5

10 http://olympusstresser.org Up to 3
11 http://ebooter.5gbfree.com ?
12 http://vdoss.net ?
13 http://respawn.ca 8
14 http://onionstresser.com ?

Price [€]

10,90
1,95
3,12
3,89
3,89
3,89
3,00
3,90
8,00
4,90
free
3,11
3,90
3,90

€58,35

Unique IPs 

8281
7369
6075
4486
3779
2970
281
78
54

Protocol

*DNS
*DNS
*DNS
*DNS

*Chargen
*DNS

*Chargen
*DNS
*DNS

http://olympusstresser.org/
http://ebooter.5gbfree.com/
http://vdoss.net/
http://respawn.ca/
http://onionstresser.com/




8280 7369 6075

4486 3779 2970

281 78 *54

98%



# Booter URL Offer 
[Gbps]

1 http://booter.tw ?
2 http://restricted-stresser.info 5
3 http://anonymous-stresser.net 5
4 http://destressbooter.com 25
5 http://flashstresser.net ?
6 http://dejabooter.com 10
7 http://rebel-security.com Up to 3
8 http://grimboot.com 6
9 http://quantumbooter.net 1,5

10 http://olympusstresser.org Up to 3
11 http://ebooter.5gbfree.com ?
12 http://vdoss.net ?
13 http://respawn.ca 8
14 http://onionstresser.com ?

Price [€]

10,90
1,95
3,12
3,89
3,89
3,89
3,00
3,90
8,00
4,90
free
3,11
3,90
3,90

€58,35

Unique IPs 

8281
7369
6075
4486
3779
2970
281
78
54

Protocol

*DNS
*DNS
*DNS
*DNS

*Chargen
*DNS

*Chargen
*DNS
*DNS29x

http://booter.tw/
http://restricted-stresser.info/
http://anonymous-stresser.net/
http://destressbooter.com/
http://flashstresser.net/
http://dejabooter.com/
http://rebel-security.com/
http://grimboot.com/
http://quantumbooter.net/
http://olympusstresser.org/
http://ebooter.5gbfree.com/
http://vdoss.net/
http://respawn.ca/
http://onionstresser.com/


# Booter URL Offer 
[Gbps]

1 http://booter.tw ?
2 http://restricted-stresser.info 5
3 http://anonymous-stresser.net 5
4 http://destressbooter.com 25
5 http://flashstresser.net ?
6 http://dejabooter.com 10
7 http://rebel-security.com Up to 3
8 http://grimboot.com 6
9 http://quantumbooter.net 1,5

10 http://olympusstresser.org Up to 3
11 http://ebooter.5gbfree.com ?
12 http://vdoss.net ?
13 http://respawn.ca 8
14 http://onionstresser.com ?

Price [€]

10,90
1,95
3,12
3,89
3,89
3,89
3,00
3,90
8,00
4,90
free
3,11
3,90
3,90

€58,35

Unique IPs 

8281
7369
6075
4486
3779
2970
281
78
54

Protocol

*DNS
*DNS
*DNS
*DNS

*Chargen
*DNS

*Chargen
*DNS
*DNS

9427x

http://booter.tw/
http://restricted-stresser.info/
http://anonymous-stresser.net/
http://destressbooter.com/
http://flashstresser.net/
http://dejabooter.com/
http://rebel-security.com/
http://grimboot.com/
http://quantumbooter.net/
http://olympusstresser.org/
http://ebooter.5gbfree.com/
http://vdoss.net/
http://respawn.ca/
http://onionstresser.com/




What do you want 
from me?

What do I want 
from NMRG?
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