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Note Well

Any submission to the IETF intended by the Contributor for publication as all or part of an IETF Internet-Draft or
RFC and any statement made within the context of an IETF activity is considered an "IETF Contribution™. Such
statements include oral statements in IETF sessions, as well as written and electronic communications made at
any time or place, which are addressed to:

* The IETF plenary session
» The IESG, or any member thereof on behalf of the IESG

» Any IETF mailing list, including the IETF list itself, any working group or design team list, or any other list
functioning under IETF auspices

» Any IETF working group or portion thereof

* Any Birds of a Feather (BOF) session

» The IAB or any member thereof on behalf of the IAB
+ The RFC Editor or the Internet-Drafts function

All IETF Contributions are subject to the rules of RFC 5378 and RFC 8179.

Statements made outside of an IETF session, mailing list or other function, that are clearly not intended to be input
to an IETF activity, group or function, are not IETF Contributions in the context of this notice. Please consult
RFC 5378 and RFC 8179 for details.

A participant in any IETF activity is deemed to accept all IETF rules of process, as documented in Best Current
Practices RFCs and IESG Statements.

SN A participant in any IETF activity acknowledges that written, audio and video records of meetings may be made
1 E T g andmay be available to the public.
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Reminder:

Minutes are taken *
This meeting is recorded **
Presence is logged ***

*

Scribe; please contribute online to the minutes at: https://etherpad.tools.ietf.org/p/Ipwan
** Recordings and Minutes are public and may be subject to discovery in the event of litigation.
*** From the Webex login
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Agenda bashing

17:05 Opening, agenda bashing (Chairs)
* Note-Well, Scribes, Agenda Bashing, Approval minutes from last meeting
* Review todo
 Status of drafts

|7:15 SCHC Fragmentation update from IETF 100

17:45  Fragmentation comments (Carles)

18:00 AOB
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Last meeting Action items

« Update SCHC draft
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SCHC side Meeting

* TIMERS

* Retransmission Timer — error
* Inactivity Timer — abort (NEW)

* Use of All-* empty to ask retransmission
* Add a new section describing timers

e Counter
« Attemtps (MAX_ACK_REQUEST)
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(receiver FSM)

The Inactivity Timer:
* Init at the beginning=
* Init after a reception|

No ACK

-+ Not All-1

- +—1 I

| + <——+ set Inactivity Timer
| RCV Frag +-—-—-—+

AM-1& | |MIC correct
MIC wrong | |Inactivity
| | [Timer Exp.
v
—tt+ | v
| Error [<-+  4mmme—m——ieet
e + | END |
R et

SCHC side Meeting - (new)

* Include an Inactivity Timer in the FSM to Abort the fragmentation on case of error

ACK-on-e

rror

Not All- & w=expected +———+ +——+w = Not expected
> ([
itmap(FCN) | v v |discard
—_————————+ +4+ AL1-0 & full
ABORT *<-——+ Rcv Window | |
e +4H+ w =next
+———t———4——————+ Klear lcl_bitmap

I
AlL1-0 & w=expect|
& no_full bitmap| |
|clear lcl_bi:
send local_bitmap| |

|w=expct & no

t-All & full

tmap; w =nxt

-——>x Only Uplink
ABORT

vV e

Inactivity_Timer = expires

[

[

(|

1

[

[

|1 (. A +
[ I | = |
(| | | [w=next | Error/
(| [ | Abort
[ | | |Send abort +4———————+
[ v | | ~ w=expct
| _— | & all-1
|1 ABORT *<———+ Wait +—f———+ ~nnannn
|| | Next Window | Send abort
[

| | All-1 & w=next & MIC wrong | |

1 |

[ set local_bitmap(FCN) | All-1 & w=next
(| send local_bitmap | & MIC right|
1 | s
(| | set lcl_bitmap(FCN) |

| |All-1 & w=expect & MIC wrong |

(| I |

| |set local_bitmap(FCN v +———>% ABORT |

| |send local_bitmap e t———+ |

| Am——————————————] >+  Wait End  +—+ |

| = |

| w=expected & MIC right | ~ | MIC wrong |

| CRRRRRRARZIRRRRRRAE || === R ||

| set local_bitmap(FCN) | set lcl_bitmap(FCN) |

| | |
|Al1-1 & w=expected & MIC right |

| v |
|set local_bitmap(FCN) B s |

END +<-
o +
———>% Only Uplink

ABORT

——=>% ABORT
Inactivity_Timer = expires
When DWN_Link
IF Inactivity_Timer expires
Send DWL Request
Attemp++

DWL Request = ACK

Not All- & w=expect:

el | N N |

™=

ACK:-always

ed +———+ T4

Set local_bitmap(FCN) _|__v__v__ |discard
Hh———t———p———t—+
—— =+t Rev +-——>% ABORT
1 -—+  Window |
H———————p—————+

Al1-0 & w=expect | ~ w =next & not-All

set lcl_bit

w=expected & 4

map(FCN) | |expected = next window

send local_bitmap | |Clear local_bitmap

w=expct & not-All |

set lcl_bitmap(FCN)+—+ | | +——+ w=next & Al1-0
if lcl bitmap full | | | | | | ~+~sssnnanaannn
v | v expct = nxt wnd

+—+—+—+——+—++ | Clear lcl_bitnap
>+ Wait  +<+ set lcl_bitmagy(FCN)

All-1 | Next | send lcl_bitmgp
e —+ Window  +-——>x ABORT
discard
All-1 & w=next| | All-1 & w=nxt
& MIC wrong| | & MIC right

|
|
|
|
|
|
|
|
|
|
| send lcl_bitmap
|
|
|
|
|
|
|
|
|
|

|A11-1 & w=expct
|& MIC wrong

set local_bitmap(FCN)| |set lcl_bitmap(FCN)
send local_bitmap| |send local_bitmap

Vv +——+ w=expctd &

I
|set local_bitmap(FCN
|send local_bitmap

| MIC wrong
+<H A

| Wait End | set lcl_btmp(FCN)

+-——>% ABORT
w=expected & MIC right| |
oo | 4=+ Not AL1-1 |
set local_bitmap(FCN)| | | ~~~nnmnan
send local_bitmap| | | discard

[ |

|A11-1 & w=expctd & MIC right | | | +—+ All-1
| viIivi]y |
|set local_bitmap(FCN) +—+—+—+—+—++Send lcl_btmp |
|send local_bitmap | | |

END
4

———>% ABORT



SCHC side Meeting

* |nclude MIC control bit to abort in case of MIC erro

- Error in L2

- SM desynchronization

* Use of C checked bit

° (NEW)

<mm—m— R --—-———- >
<- T -> 1)1
- .. ——F-... —+-k-+
| Rule ID | DTag |Wi 1§ (MIC correct)
Fom——— ——+-... —-+-pf-+
- .. ——4—-... —t+-k-+F-—-— .. ———+
| Rule ID | DTag | Wi O] bitmap | (MIC Incorrect)
t=———— .. —=F=-... —t+-p-tf--—-- el ———+
C
Figure 10: Format of an ACK for All-1 windows
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| INIT | FCN!=0 & more frags

[ |

A ++ +-—+ send Window + frag(FCN)
W=0 | | | FCN-

Clear local bitmap | |
FCN=max value |

+> |

> |

FCN==0 & more frags

set local-bitmap
send wnd + frag(all-0)
set Retrans_Timer

+

|Recv_wnd == wnd &
|Lcl_bitmap==recv_bitmap&
|more frag

v set local bitmap

B +

w0 | ACK-always

B Tt

| last frag
[
| set local-bitmap

| send wnd+frag(all-1)+MIC
| set Retrans_Timer

| local-bitmap!=rcv-bitmap |

| e

[
[
[
[
[
| | Attemp++
v
+-

|Stop Retrans_Timer \
|clear local_bitmap | o ++
|window=next_window  +-———t—————t—— =t |Resend |
+ + | |[Missing]|
+————t Wait | |Frag |
not expected wnd | | bitmap | e ++
B — +-—+Retrans_Timer Exp |
discard frag +——+t +—+ +—+
| |l |~ ~ | reSend (empty)All—% |
N ] | ] | |Set Retrans_Timer |
MIC_bit==1 & N ] | | +———+Attemp++
Recv_window==window & N ] | + +
Lcl_bitmap==recv_bitmap &| || | all missing frag sent
no more frag| || |
N [ | Set Retrans_Timer
Stop Retrans_Timer]| || |
————————————— + ]!
ND e +1 | Attemp > MAX_ACK_REQUESTS
——————— - L]
Al1-1 Window §| | v Send Abort
| H+
MIC_bit ==0 & |+>| ERROR |




SCHC side Meeting

* Bitmap Optimization: not a choice but the way it is

Local Bitmap:

- .. -, -4+
| Rule ID | DTag |WIC|O[1|0O2 (2201212122212 121111|P]
t———— .. =t -4t
| byte 1 | byte 2 | byte 3 |
Received Bitmap:
o .. ——t+—... -ttt —+—+-+
| Rule ID | DTag |1]11]10[2|0|22]1]0|1]|1]
+-—— .. - Attt
| byte 1 | byte 2 |
Local Bitmap: No Error
- ... ==, —+—+—-+-+
| Rule ID | DTag |WI|C|2]2|2 2222111122111 111|P]
t-——— .. ——t—. .. -ttt
| byte 1 | byte 2 | byte 3 |
Received Bitmap:
- ... ==, —+—+—-+-+
| Rule ID | DTag |W|C|1]
t-——— .. ——t—. .. -ttt
| byte 1 |

LOCAL BITMAP # RCVID
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SCHC side Meeting

* Padding
e
tom t———— - + Fragments
| Fragm. Header | Fragment payload |
padding |
_|_ _______________
o - t———— +
+———- ——t—. .. =t —-
tomm - +
ACK-AIl-0 | Rule ID | DTag |W| bitmap
| padding |
t———— .. ——t-... —t-t--- oL --




SCHC side Meeting
* Abort.

* Sender All-1 No MIC and No payload
* Receiver: special ACK (ACK-FF)

Local Bitmap: No Error

et T e
| Rule ID | DTag |W|C|Z[2(2(2 (2222222221222 ]|P]|
R et S Sl e
| byte 1 | byte 2 | byte 3 |
Received Bitmap:
I Abort:
| Rule ID | DTag |W|C|1]| +-- ... ——+-... +—-+-+—-+-+—-F-t+—-F-+—-+-+—-+
S A A | Rule ID | DTag [W[1|1[2|2[2(2 (22|11}
| byte 1 ! +=-——— ... ——+=-... —t—F—-t+—F—-F+—F—-+—F—-+—+—-+—+
| byte 1 | byte 2 |
Local Bitmap:
e et I e B e
| Rule ID | DTag [WIC|O[L1]O/2(2[2(0[2[2[212(2]2I2(2|2]|P]
e et N e e e
| byte 1 | byte 2 | byte 3
Received Bitmap:
Rt s e e e e e e
| Rule ID | DTag |[WIC|O[L1]O0J1|2]1]012]1] Abort
e e e e t=-— ... ——t=-... —t+—-F-t+—-F-F+-F-F-F—-F+-F—-+-+
\ byte 1 \ byte 2 \ | Rule ID | DTag |[W|L1[|1|1 /1|12 /111]1111]
+--— ... ——t-... +t—-+-+—-+-+-F-+—-+-F+-+-+—-+
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| INIT | am
[ L4 | | FCN!=0 & more|\frags
side Meeting e
W=0 send Window + frag (FCN)
~~~~~~~~~~~~~~~~~~ | | | FCN-
Clear local bitmap | | v set local bitmap
FCN=max value | ++-—-—-—-—————-———- +
+>
\ SEND [

* ACK-on-error e - ‘
* Ask ACK with All-1 empty to end the SMicu—o ¢ nore crage)  1iaor frn

| set local-bitmap| |set local-bitmap
| send wnd + frag(all-0) | | send wndt+frag(all-1)+MIC
| set Retrans Timer| |set Retrans Timer

|IRetrans_Timer expires &

\ \

Imore fragments | L +

[ v \ [ ] \
|stop Retrans Timer | | | Attempt++

|clear local.gitmap v v v
|window = next window +----- t-——- t-—t-—+ Fem——
Fomm + + | Resend |
Fomm e >+ Wait bitmap | | Missing |
\ te= t \ | Frag \
| not expected wnd | e e e L At 2 - +-—+
| s \ ~o \ \ » \

| discard frag +----+ | Fom +

| | all missing frag sent
|[Retrans_Timer expires & L et

\

Set Retrans Timer

| Stop Retrans Timer |

\
\
\
\
| v I
\
Send ALL-l-empty
\
\
\

Local bitmap==Recv_bitmap
~~~~~~~~~~~~~~~~~~~~~~~~~ Attempt > MAX ACK_REQUESTS
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THANKS

Questions!
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Minor updates on Github
* Added text for Downlink frag and ACK Always

* Added clarification on multiple window size support

— The same window size MUST be used for all frags of a packet
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Addition for ACK on error

* |ssue in ACK on error

— If all fragments sent and lost

* False positive

— To discuss: adding (the option to have) a final ACK?

* At the end of the packet (i.e. after the last window)
* Unconditionally

* If the ACK is received (hopefully, likely), the sender knows a false-
positive has not happened
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A problem

* Retries when frag size decreases

— Currently not supported

* We had considered it, but found it to be complex
* A problem for SCHC over LoRaWAN

— Options
* Solving it in SCHC ?
* Solving it in SCHC over LoRaWAN ?
* Not solving it? (i.e. if this happens, abort)

— Solutions may be considered
* See next slide
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A problem (cont'd)

 Solutions

— Coarse-grained
* Keep current bitmap format

* If all “subfragments” received, corresponding bitmap bit is |
— Otherwise, bitmap bit is 0

* Retransmit all “subfragments” again while bitmap bit is O
— May be inefficient
— Fine-grained

* Extended bitmap format needed to provide subfragment-level
feedback
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A problem (cont'd)

* Solutions
— Fine-grained
* New bitmap format needed to provide subfragment-level feedback
* Allows to resend only missing subfragments

— Example A B

- Several frags need to be resent, but orortil I‘I 1010/101 11
frame payload size decreased
- Each frag, requiring 5 subfrags, is resent .
- Only frags | and 3 not yet fully received bitmap
- Feedback received includes 2nd-level
bitmaps (subragment-level)

2nd-level 2nd-level
bitmap  bitmap

| A B
Interim, December 5t", 2017 20



Thanks!

Comments!?

Authors:
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AOB?
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