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Network services in the NFV era:
Service Function Chaining (SFC)

End-to-end network service deployed on heterogeneous
and distributed software-defined infrastructures

Service composition as a “chain” of software-based virtual
network functions (VNFs) over a unified programmable
environment

New challenges:
— slicing / multi-tenancy
— resource control/management across multiple domains
— adaptive usage of multi-technology resources

— fulfillment of end-to-end service performance requirements (e.g.,
latency)



Enablers for network programmability

* NFV
— software-based network elements and/or functions
— cloud-like (*aaS) approach to virtualized infrastructure
— scalability, mobility, replicability, etc.

* SDN

— (logically) centralized view of network infrastructure and resources
— open, standardized interface to control network forwarding

* Both contribute to enabling a programmatic approach to
network management and service deployment
— through controller’s northbound interface
— imperative vs. declarative



SFC: VNF placement and traffic steering
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SFC: VNF placement and traffic steering

* Imperative network programming
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SFC: VNF placement and traffic steering

Declarative network programming

specify what the network must
accomplish (the intent)
leave the details of howtodo it 17*
to specific implementation
“my service requires functions A, B,
and C before entering the Internet”
something else will take care of
translating the intent into an
infrastructure-specific “prescription”
taking advantage of NFV and SDN
technologies

* function A 5 VNF 1

* functionB o VNF5

* functionC o VNF 6

* instantiate VMs

* steer traffic flow F accordingly
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Intent-Based Networking (for SFC)
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Intent-Based Networking (for SFC)

* |Intent-based programmable NBI for SFC
— open
— vendor-agnostic
— interoperable

— should allow to specify not only the sequence but also the
nature of the different network functions (NFs) to be
traversed

— nature of NFs is strictly related to the service component
they implement



Network service specification: an example
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Topological abstractions of NFs (1/3)

* A NF can be terminating or forwarding a given traffic flow
— in the example, DPI/IDS is terminating the flow, whereas traffic shaper

and WAN accelerator are forwarding it
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Topological abstractions of NFs (2/3)

* Aforwarding NF can be port-symmetric or port-asymmetric
— depending on whether or not it can be traversed by a given traffic flow

regardless of which port is used as input or output

— in the example, WAN accelerator is port-asymmetric, because it
compresses or decompresses traffic based on the input port used

— traffic shaper can be considered port-symmetric, if we assume that the

shaping function is applied to any output of the NF
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Topological abstractions of NFs (3/3)

* A NF can be path-symmetric or path-asymmetric,
— depending on whether or not it must be traversed by a given flow in
both upstream and downstream directions

— in the example, according to service specification, WAN accelerator
and DPI/IDS are path symmetric, whereas traffic shaper is path
asymmetric
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Implemented on an “NFV-inspired”
architecture

VNF Manager (VNFM) and NFV Orchestrator (NFVO)
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Intent-based network service specification

VNF Manager (VNFM) and NFV Orchestrator (NFVO)

ﬁ |—>-|—>|ﬁ—>W\ "src": "Customer",
i "dst": "Content/Service",
ﬁ;@ "ynflList": [DPI_IDS, WA 1, TS, WA 2]

- o il "dupList": [DPI_IDS]
T'<7—|<—|<—E }

= y

DPI_IDS ::= { TS ::= {
"name": "DPI_IDS", "name": "TS",

VIM "terminal": "true", "terminal": "false",
"port_sym": "null", "port_sym": "true",
rlpathisymﬂ : "true n " path_sym" : n fal Se“

} }

WA 1 ::= { WA 2 ::= {
rlname n : L1 WA_]_ " ’ " name n : n WA_2 n .
"terminal": "false", "terminal": "false",
"port_sym": "false", "port_sym": "false",
"path_sym": "true" "path_sym": "true"

} }
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Domain-specific NBI - Cloud

VNF Manager (VNFM) and NFV Orchestrator (NFVO)

VIM { |

{
"server" : {
"name" : "WNF-x",
"imageRef" : "7e380e0b-d92b-4d06-adcl-c71884b65531",
"flavorRef" @ "d2",
"availability zone": "compute@2",
"0S-DCF:diskConfig": "AUTO",
"metadata" : {},
"security_groups": [

{
3

"name": "AllowAll"

1.

I
"addresses": {

"customerfFlat": [

"05-EXT-IPS-MAC:mac_addr": "fa:16:3e:ed:e5:0d",
"version": 4,
"addr": "10.100.100.8",
"0S-EXT-IPS:type": "fixed"
I3

1

T,

"05-SCH-HNT :scheduler_hints": {

—; "same_host": "48eGadf6-30af-47e0-bcl4-acaedll3bbde”
L—1 }

1

—

openstack.




Domain-specific NBl - Network

VNF Manager (VNFM) and NFV Orchestrator (NFVO)

: "PointToPointIntent',

VIM
I s "type": "PointToPointIntent",
| "appld": "org.onos.unibo",
I "priority": 100,
"selector": {
I "eriteria": [
{
I "type": "ETH_TYFE",
"ethType": "0xz800"
| 1,
{
I "type": "IPV4_SRC",
H "ip": "192.168.1.2/32"
I .
g {
I | 3 "type": "IPV4_DST",
1 3 "ip": "192.168.3.1/32"
| E I
- ]
¥ a1
1 1 "constraints": [J,
1 "ingressPoint": {
H "port": "3",
H i "device": "of :0000000000000006"
1 ] .
"egressPoint": {
I H ﬁport" »o"an,
1 ) "device": "of :0000000000000007"

OMoOs

Open Network Operating System




Implemented following
ONF mapping approach

* Key-value stores, used by providers to translate from the (“simple and
intuitive”) consumer intent to the detailed, specific provider terms
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Figure 4 Architectural representation of Intent NBI, mapping and potential sources of mapping
contents and/or their dynamic updates. The illustration of mappings as standing outside of provider
systems is not prescriptive.

ONF, Intent NBI - Definition and Principles, ONF TR-523, Oct. 2016
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Heterogeneous OpenFlow/loT
SDN Domains
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Multi-slice experiment on Fed4Fire+

LASH-5G Slices

FED4FIRE+ Platform

III Application
LASH-5G Chain Optimizer

r == r
i Controller i

1

1

:

|

) Edge Cloud Edge Cloud
I

1

1

1

SDN SDN
Domain 1 Domain 2

WAN SDN
Infrastructure

SDN Contr. 1+ VIM 1 |WAN SDN Contr. + WIM| SDN Contr. 2 + VIM 2

Ga =2 =2 ¢

Edge Cloud Sliced WAN Edge Cloud
SDN Topology | SDN Topology | SDN Topology
Virtual Wall i i2CAT OFELIA i Virtual Wall
Testbed Testbed Testbed

20



Multi-slice experiment on Fed4Fire+

openstack 5

eeeeeeeeeeeeeeeeeeeeeee

nnnnnnnnnnnnnnnnnnnnnnn

] openstack

L node3
1 : ext-vi
-—"‘m\ -

' ext-bare

........................

21



Question: can this still be considered
“what” and not “how”?

VNF Manager (VNFM) and NFV Orchestrator (NFVO)

ﬁ |—>-|—>|ﬁ—>W\ "src": "Customer",
i "dst": "Content/Service",
ﬁ;@ "ynflList": [DPI_IDS, WA 1, TS, WA 2]

- il "dupList": [DPI_IDS]
ﬁ<7—|<—|<—g }

— by

DPI_IDS ::= { TS ::= {
"name": "DPI_IDS", "name": "TS",

VIM "terminal": "true", "terminal": "false",
"port_sym": "null", "port_sym": "true",
rlpathisymﬂ : "true n " path_sym" : n fal Se“

} }

WA 1 ::= { WA 2 ::= {
rlname n : L1 WA_]_ " ’ " name n : n WA_2 n .
"terminal": "false", "terminal": "false",
"port_sym": "false", "port_sym": "false",
"path_sym": "true" "path_sym": "true"

} }
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