• LAKE is about specifying a lightweight
Deterministic ECDSA and
EdDSA
authenticated
key exchange protocol for
OSCORE (RFC 8613)
Signatures with Additional Randomness
• The requirements for the lightweight
AKE are based on the conditions for
deploying OSCORE in constrained
environments (RFC 7228)
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Background

• This is not a new subject in the IETF

CFRG, IETF 107, April 2020

• On the agenda for ACE WG F2F meetings
at IETF 96–99, 101–103
• Extensively discussed in SecDispatch
2019, dedicated virtual interim March 5
• BoF@IETF105

Randomized ECDSA and Deterministic
ECDSA and EdDSA Signatures
— Biases in the random number generation for randomized
ECDSA [FIPS-186-4] may have catastrophic effects such as
compromise of the private key.
— A large number of RFCs are currently recommending
deterministic ECC signatures (Deterministic ECDSA and EdDSA)
[RFC8037] [RFC8080] [RFC8152] [RFC8225] [RFC8387] [RFC8410] [RFC8411] [RFC8419] [RFC8420]
[RFC8422] [RFC8446] [RFC8463] [RFC8550] [RFC8591] [RFC8624] [RFC8208] [RFC8608].

— Recent research show that key compromise from side-channel
and fault injection attacks on deterministic ECC signatures are
practically feasibly in some environments. Especially in IoT
deployments.
[SH16] [BP16] [RP17] [ABFJLM17] [SBBDS17] [PSSLR17] [SB18] [WPB19] [AOTZ19] [FG19]

— US NIST is discussing these threats in [Draft-186-5] and German
BSI has written and co-authored several publications on the topic.

Industrial IoT device by Kit Teco
https://www.flickr.com/photos/teco_kit/with/23908928999/

Deterministic ECDSA and EdDSA
Signatures with Additional Randomness
— One countermeasure to side-channel and fault injection attacks
recommended by [RP17] [ABFJLM17] [SBBDS17] [PSSLR17]
[SB18] [AOTZ19] [FG19] and implemented in [XEdDSA]
[libSodium] [libHydrogen] is to re-introduce some additional
randomness to the otherwise deterministic generation of the
per-message secret number. Also known as hedged signatures.
— Simple and well understood.
— Works for both ECDSA and EdDSA.
— Minor modifications to signing, none to verification.
— Does not increase the number of point multiplications.
— With weak randomness, hedged signatures are still as secure
as deterministic signatures.

Suggested Updates to RFC 8032 and RFC 6979
•

Many current and future IoT deployments will use ECC
signatures, e.g. TLS 1.3 [RFC8446] and COSE [RFC8152].

•

IETF / IRTF should quickly publish updated
recommendation for use of ECC signatures in deployments
where side-channel and fault injection attacks are a
concern.

•

Is CFRG the right place?

•

Version -02 updates the construction and terminology
based on suggestions from Quynh Dang, Uri Blumenthal,
and Tony Arcieri.
—
—
—

Concatenation with Z instead of XOR.
Random data Z inserted before the private key.
Use of zero padding 000… to separate key and message.

•

Recommended for some or all deployments?

•

Any other improvements to the construction?
—

Length of random data Z?

