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Who am I:

ǒI work at Protocol Labs...

ǒ... on just a few of the IPFS 
Ecosystem Projects

MultiformatsIPFS libp2p IPLD Cluster



IPFS is a decentralized storage and delivery network which builds on 

fundamental principles of 

P2P networking and content-based addressing





CENTRALIZED DECENTRALIZED DISTRIBUTED





ǒResilience / Offline -first
ǒSpeed
ǒScalability
ǒSecurity
ǒEfficiency
ǒTrustless

WHY DISTRIBUTED?





IPFS is the result of combining multiple blocks 
commonly used to build distributed applications 
into a distributed -storage application.

IPFS uses libp2p, IPLD and Multiformats to provide 
content -addressed decentralized storage.

THE IPFS 
STACK

libp2p is the peer -2-peer  
network -layer stack that 
supports IPFS. It takes 
care of host addressing, 
content and peer 
discovery through 
protocols and structures 
such as DHT and pubsub .

LIBP2P

IPLD ( InterPlanetary
Linked Data) provides 
standards and formats to 
build Merkle -DAG data -
structures, like those 
that represent a 
filesystem.

IPLD

Multiformats provides 
formatting structures for 
self -describing values. 
These values are useful 
both to the data layer 
(IPLD) and to the network 
layer (libp2p)

Multiformats

IPFS



ǒAll content authenticated
ǒNo central server - all peers are the 

same
ǒContent is never pushed to a different 

peer when adding it, only downloaded 
upon request.
ǒContent can be anything, from scientific 

datasets to blockchains.

KEY FACTS
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A folder is a special file which lists the 
files in it:

ỄfileA - > <CID_A>

ỄfileB - > <CID_B>

ỄfolderC - > <CID_C>

Content addressing:

FOLDERS



A folder is a special file which lists the 
files in it:

ỄfileA - > <CID_A>

ỄfileB - > <CID_B>

ỄfolderC - > <CID_C>
abc.doc  pic.jpg  file.txt pic2.jpg

user1

Root CID

user2

Content addressing:

FOLDERS



Merkle -Direct -Acyclic -Graphs are 
graph data -structures where each 
node is content -addressed. 

Content addressing:

MERKLE -DAGs

Location -based identifier -> IPFS Content -based Identifier:

http:// something.com /news/ index.html - > ipfs :// Qmiowe.../news/ index.html

block #0

block #1

block #2

A blockchain:

A Merkle -DAG:

abc.doc  pic.jpg  file.txt pic2.jpg

user1

Root CID = Qmiowe...

user2



Seamlessly link and traverse different 
types of content -addressed data.

The Merkle -Forest:

IPLD -powered
MERKLE -DAGs

block #0

block #1

block #2

A blockchain:

A Merkle -DAG:

payment  asset  author Certificate

transaction

Root CID = Qmiowe...

Signature

Blockchain 
blocks

UnixFS 
node with 
document

Raw 
identity 
file

Cryptograhic 
Public key

IPLD Node

IPLD Node
with signature



Location Addressing
abc.com/poodle.jpg

VS

Content Addressing
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Content Id entifier

CIDs are:

ǒused for content addressing

ǒself describing

ǒused to name every piece of data in IPFS/IPLD

ǒbasically a hash with some metadata

Qm S4ustL54uo8FzR9455qaxZwuMiUhyvMcX9Ba8nUH4uVv

bafy beibxm2nsadl3fnxv2sxcxmxaco2jl53wpeorjdzidjwf5aqdg7wa6u

Routing
DHT
Kademlia
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Immutable Verifiable

Trustless Permanent
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CIDs: What do they look like?

Routing
DHT
Kademlia

<base >base( <cid - version ><multicodec ><multihash >)
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Multiformats : Self -describing data

ǒMulticodec : a non -magic number to uniquely identify a format, protocol, etc.

ǒMultihash : a self describing hash digest.

ǒMultibase : a self describing base -encoded string.

Routing
DHT
Kademlia

<base >base( <cid - version ><multicodec ><multihash >)
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Multicodec : a non -magic number.

name,                       tag,          code,       description

identity,                   multihash ,    0x00,       raw binary

ip4,                        multiaddr ,    0x04,

dccp ,                       multiaddr ,    0x21,

dnsaddr ,                    multiaddr ,    0x38,

protobuf ,                   serialization, 0x50,       Protocol Buffers

cbor ,                       serialization, 0x51,       CBOR

raw,                        ipld ,         0x55,       raw binary

...

github.com/multiformats/multicodec

Routing
DHT
Kademlia

Multiformats : Self -describing data
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Multihash : a self -describing hash digest:

ǒHash Function ( multicodec )

ǒHash Digest Length

ǒHash Digest

Routing
DHT
Kademlia

github.com /multiformats /multihash

Multiformats : Self -describing data
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Multibase : a self -describing base encoding.

ǒA multibase prefix.

ƺb - base32

ƺz - base58

ƺf - base16

ǒFollowed by the base encoded data.

bafybeibxm2...

Routing
DHT
Kademlia

Multiformats : Self -describing data
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Self Describing

ǒCIDv0: Qm S4u...

ƺBase58 encoded sha256 multihash

ǒCIDv1: bafy bei...

ƺMultibase encoded (ipld format multicodec ,  multihash ) tuple.

ǒWhy CIDv1?

ƺCan be encoded in arbitrary bases (base32, base58, etc.).

ƺCan link between merkle -dag formats using the ipld format multicodec.

Routing
DHT
Kademlia
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IPNS maps Public Keys to paths

/ ipns /QmMyKey ->     / ipfs /QmFoo (signed)

/ ipns /QmMyKey ->     / ipfs /Qm SomethingNew

IPNS is mutable

/ ipns /QmMyKey ->     / ipns /Qm YourKey

IPNS can point to arbitrary paths
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Content Address ( CID ) Location Address ( Peer )

Routing
DHT
Kademlia

Enter  libp2p

A Modular P2P Networking Stack
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Unique ID in the p2p 
network namespace.

Provides 
services to 
other peers

Must be "discoverable"
Encrypted 
communication 
channels

Uses services 
from other 
peers

Must be "routable" / reachable

Every peer uses a a cryptographic key pair 
(similar to HTTPs) for the purposes of:

ΒIdentity: a unique name in the network:
"QmTuAM7RMnMqKnTq6qH1u9JiK5LqQvUxFdnrcM4aRHxeew"

ΒChannel security (encryption)

The Peer
Content routing:

The swarm
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A Distributed Hash Table (DHT) provides 
a 2-column table (key -value store) 
maintained by multiple peers.

Content routing:

THE DHT key1=value1
key2=value1

key2=value2
key3=value3

key5=value5 key3=value3
key4=value4

key6=value6

Peer6

Peer1 Peer2

Peer3

Peer4Peer5

Example

keys values

key1 value1

key2 value2

... ...

The DHT in IPFS is used to provide:

ΒContent discovery ( ContentID =PeerID )
ΒPeer routing 

(PeerID =/ip4/1.2.3.4/ tcp /1234)

Each row is stored by peers based on 
similarity between the key and the peer ID . 
We call this "distance":

ΒA peer ID can be "closer" to some keys than 
others

ΒA peer ID can be "closer" to other peers
Actual IPFS DHT contents

keys (Content IDs or Peer IDs) values

/ ipfs /Qmabc Qmpid1

/ ipns /Qmzxy /ipfs/Qmabc

Qmpid1 192.1.2.3, 42.53.1.23

Qmpid2 /relay/Qmpid1

... ...
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The Kademlia Distributed Hash Table



ðǺŐǲǜşşǤ Źƶǜ Ĵ ƫƶŘş ̈́̈́ͅͅΕΕ

Kademlia Binary Tree



Kademlia Search
An example of lookup:  node 0011 is searching for 
̈́ͅͅͅΕΕƈƫ ǲƂş ƫşǲȓƶǜƜ



Lookup Using Finger Table
N1

N8

N14

N21N32

N38

N42

N51

N56

N48

K54



Content routing:

THE DHT
Overlay vs 
Underlay

key1=value1
key2=value1

key2=value2
key3=value3

key5=value
5

key3=value3
key4=value4

key6=value6

Peer6

Peer1 Peer2

Peer3

Peer4Peer5
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Izzy Wants

ǒQmTreats

ǒQmToy

Ozzy Wants

ǒQmCuddles

ǒQmFood

ǒQmAttention

Izzy Ozzy
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Publishing Content:

1. Chunking

2. Obtaining the CID

3. Adding Content to the network

- Content is not replicated, only provider 

record is stored in the DHT

Consuming Content as an IPFS Peer:

1. Get CID (out of band)

2. Walk the DHT to resolve CID to PeerID

3. Contact PeerID to ask for CID

4. Fetch content and cache a copy

5. Serve local copy upon subsequent request

6. In parallel: send your WANTLIST to all 

connected peers through BitSwap
Consuming Content from the browser:

1. Local node acts as client

2. Connects to public IPFS Gateway

3. Public IPFS Gateway acts as a full IPFS 

Server node
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Find out more about the IPFS project:

ǒIPFS : documentation and download  https://docs.ipfs.io

ǒlibp2p documentation: https://docs.libp2p.io

ǒProtoSchool : Interactive tutorials on decentralized data structures 

https://proto.school

ǒIPFS Companion browser extension : Upgrade your browser with IPFS 

superpowers : https://github.com/ipfs -shipyard/ipfs -companion

ǒIPFS Desktop : https://github.com/ipfs -shipyard/ipfs -desktop

ǒDNSLink : https://dnslink.io

Try it out!

https://docs.ipfs.io/
https://docs.libp2p.io/
https://proto.school
https://github.com/ipfs-shipyard/ipfs-companion
https://github.com/ipfs-shipyard/ipfs-desktop
https://dnslink.io


Lots  more to look out for!

https://research.protocol.ai/research/groups/resnetlab/

https://research.protocol.ai/


