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Context and Motivation 1 ETF

HTTPS application deployments often have TLS ‘terminated’ by
a reverse proxy somewhere in front of the actual HTTP(S)
application
'Old fashioned n-tier reverse proxy and origin server
CDNe-as-a-service type offerings or application load balancing services
Ingress controllers

TLS client certificate authentication is sometimes used
In which case the actual application often needs to know about the client
certificate

In the absence of a standardized method of conveying the client
certificate information, different implementations have done it
differently or not at all

Here by way of a conversation in the OAuth WG that begat a
draft and moved to SECDISPATCH



A simple proposal that could potentially enable turn-key
interoperable integration between independent components
draft-bdc-something-something-certificate-03

HTTP over a client certificate pre\s{:zgt?oenrtgfjtsea?]ﬂize pass the leaf client certificate as new

mutually-authenticated TLS header with a defined name and
: headers on each request .
connection / / encoding

GET /stuff HTTP/1.1
Host: ...

Client-Cert: MIIBgDCCAU6gAWIBAgIBBzAKBggqhkjOPQQDAFA6MRSWGQ
YDVQQKDBIMZXQncyBBdXRoZW50aWNhdGUxGzAZBgNVBAMMEkKXBIE1udGVyb
WVkaWF@ZSBDQTAeFwByMDAXMTQyMjUIMzNaFwlyMTAXMIMyMjULIMZzNaMABX
CzAJBgNVBAMMAkJDMFKwEWYHK0ZIzjOCAQYIK0oZIzjODAQcDQEAEBYnXXfa
UgmnMtOXU/IncWalRhebrXmckC8vdgJ1lp5Be5F/3YC80thxM4+k1M6aEAEF
cGzkJiNy6384y7uzo9M6NYMHAWCQYDVROTBAIWADATBgNVHSMEGDAWEBRM3
WjLa381bEYCuiCPct®ZaSED2DAOBgNVHQ8BAT8EBAMCBSAWEWYDVRO1BAWW
CgYIKwYBBQUHAWIWHQYDVRORAQH/BBMWEYEPYMRjQGVAYW1wbGUuUY29tMAo
GCCqGSM49BAMCAOEAMEUCIBHda/rival6G3V1il4/Di6YK@Q6bMjeSkC3dF
COOB8TAiEAX/kHSB4urmiZ@ONX5r5XarmPkOwmuydBVoU4hBVZ1yhk=

Client | GET /stuff HTTP/1.1 Reverse

Host: example.com

Proxy
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Considerations to Consider

e WG adoption

e Appropriate mechanism to prevent header
injection
Sanitization vs. something more
Scope of applicability
e Sufficiency of just the whole end-entity certificate

e Appropriate error-handling across layers and
other layering issues
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