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Purpose & Scope (recap)
• Context

• A lot of network equipment devices use YANG-based management interfaces.
• Adding Remote Attestation as procedures to existing and implemented 

management interfaces significantly reduces the threshold of adoption.

• Contribution
• This YANG module defines RPCs and a concise datastore implementing the 

Challenge-Response Remote Attestation Interaction Model.

IETF YANG Doctor review initiated
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Routers / Switches

Profile Interface Specification

RATS Language

Relationship to other RATS drafts

draft-ietf-rats-tpm-based-network-
device-attest
• Use case
• Operational prerequisites
• Call flow
• Evidence evaluation

draft-ietf-rats-architecture
• Terminology
• Topological models
• Timing definitions

draft-ietf-rats-yang-tpm-charra
• YANG definitions & RPCs for Attester

Defines operational pre-requisites for

draft-voit-rats-trustworthy-path-routing
• Trustworthiness Vector 
• Stamped Passport definition

draft-birkholz-rats-network-device-subscription
• Provably fresh events
• RFC-8639 based YANG subscriptions 

Attestation Evidence via Telemetry

Peer Router Appraisal

draft-ietf-rats-
reference-interaction-
models
• Interaction models

Enables WG discussion 
via shared context

Improved reaction speed (Optional)
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Issues Addressed

Overall document:
1. Added text describing purpose and context of YANG model

Within YANG model:
2. Added ietf-tcg-algs.YANG, and created error checks around them.
3. Added support for netequip_boot logs
4. Significantly refined model to eliminate redundancies and sources of 

configuration error
5. Removed key establishment RPC
6. Descriptive text added throughout model
7. Inserted high level containers to align with YANG practices
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Open Issues

Within YANG model:
• XPATH expressions to which perform configuration data integrity validation 

need review.
• Any (tbd) YANG Doctor comments to be addressed
• Maximize commonality between TPM1.2 & TPM2.0 RPCs
• Expert review has been requested to ensure TPM1.2 Quotes are 

accurate
• Include tpm-name and node-id in RPCs?
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Question: Include tpm-name and node-id in RPCs?
+-- rats-support-structures

+-- compute-nodes!
|  +-- compute-node*
|     +-- node-id
+-- tpms

+-- tpm* [tpm-name]
+-- tpm-name                  
+-- compute-node
+-- certificates

+-- certificate*
+-- certificate-name             

+---x tpm20-challenge-response-attestation
+---w input
|  +---w tpm20-attestation-challenge
|     +---w certificate-name*
+--ro output

+--ro tpm20-attestation-response*
+--ro certificate-name?      

+---x tpm20-challenge-response-attestation
+---w input
|  +---w tpm20-attestation-challenge
|     +---w tpm-name
|     +---w node-id
+--ro output

+--ro tpm20-attestation-response*
+--ro tpm-name
+--ro node-id
+--ro certificate-name?      

certificate-name is assumed unique on a multi linecard attester. 
It can indicate which TPM and which linecard (node-id)

PRO
• When you need a subset of line cards, identify by 

certificates (which you must know anyway.)

Option 1: Minimize 
RPC complexity

Option 2: Allow 
variations  input and 
output parameters.

PRO
• Queries won’t change when using node-id
CON
• Redundancy in message contents
• Exposes linecard structures within routers
• Larger code, and error conditions to check



7

• Close Open Issues

• Any other questions / concerns ?

Next


