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MUD (D)TLS Goal

* The drafts proposes extending MUD to describe TLS interactions.



TLS handshake inspection

TLS Client TLS Server
CipherSuites=TLS RSA WITH_AES 128 CBC_SHA,
TLS RSA WITH_AES 256 CBC_SHA256
_ o
Extensions=0 (SNI=www.example.com), 24
Certificate for www.example.net
D CipherSuite=TLS_RSA WITH_AES 128 CBC_SHA
Extensions=24, 65280
Malware TLS is different than legitimate software(?) Detect broken TLS
« SNI and SAN mismatch » Best-practice failure (RFC7525)
» DGA pattern in SNI or SAN » Expired certificates
» Offered/Selected Ciphersuites (ClientHello) » Poor-quality cipher suites
» Diversity of TLS extensions « Re-use of same private key (?)
» Self-signed » Microsoft vulnerability to validate certificate (3)

(*) “Deciphering Malware's use of TLS (without Decryption)”, https://arxiv.org/abs/1607.01639

() “Millions of lIoT Devices Using Same Hard-Coded CRYPTO Keys”, http://thehackernews.com/2015/11/iot-device-crypto-keys.html
(3) “Patch Critical Cryptographic Vulnerability in Microsoft Windows Clients and Servers”,
https://media.defense.gov/2020/Jan/14/2002234275/-1/-1/0/CSA-WINDOWS-10-CRYPT-LIB-20190114.PDF



https://arxiv.org/abs/1607.01639
http://thehackernews.com/2015/11/iot-device-crypto-keys.html
https://media.defense.gov/2020/Jan/14/2002234275/-1/-1/0/CSA-WINDOWS-10-CRYPT-LIB-20190114.PDF

Lack of certificate validation

* Samsung fridge failed to validate server certificate (see
https://www.theregister.co.uk/2015/08/24/smart fridge sec
urity fubar/)

Samsung Fridge MIM attacker HTTPS Server
TLS Hello
Visit website 2»| TLS Hello
Server Certificate
o

Generate (spoofed) certificate

k (Spoofed) Server Certificate



https://www.theregister.co.uk/2015/08/24/smart_fridge_security_fubar/

Solution overview

* Benefits of MUD (D)TLS profiles for lIoT devices include:

= Ability to define policies for loT devices that have diverse communication
patterns

= Robust against loT devices learning new “skills” that change their
communication patterns

= |nadequate certificate validation by some loT devices making them
vulnerable to MiTM attacks



Observable (D)TLS profile parameters

* We profiled several loT devices: Amazon Echo, Echo dot, Echo
Show, Fire TV, Google Home Mini, Google Home and Kindle.

= QObservable (D)TLS profile parameters did not change after learning new
skills. 10T devices have constrained TLS usage patterns.

= (D)TLS profiles for loT devices based on type, manufacturer and model is
also different

 We also observed TLS profile parameters of thousands of malware
flows.

* Growing trend of malware using TLS.

Malicious (D)TLS use can be blocked



Solution overview
 Extends MUD to model observable (D)TLS profile parameters

* Client (D)TLS profile is defined once for re-use. (D)TLS profile for
specific destination (e.g., Firmware server).

module: reddy-opsawg-mud-tls-profile
augment /acl:acls/acl:acl/acl:aces/acl:ace/acl:matches:
+-—rw client-profile

+——-rw tls-profiles*

+-—rw
+——Irw
+-—rw
+——Irw
+-—Irw

+——Irw
+-—Irw
+——rw
+-—Iw

+-—rw

+-—-rw
+--rw
+--rw
+--rw

profile-name
protocol-version?
supported versions*
grease extension?
encryption—-algorithms*
compression-methods*
extension-types*
acceptlist-ta-certs*
SPEKI-pin-sets*
SPKI-hash-algorithm?
psk-key-exchange-modes*
supported-groups*
signature-algorithms*
client-public-keys

[profile-name]

string

uintle

uintle

boolean
encryption-algorithm
compression-method
extension-type
ct:trust-anchor-cert-cms
SPKI-pin-set
iha:hash-algorithm-type
psk-key-exchange-mode
supported-group
signature-algorithm

+-—rw key-exchange-algorithms* key—-exchange-algorithm
+-—-rw client-public-key-lengths* client-public-key-length
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Google Home

Cipher Suites
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WWHS 2927 a33S HLIM VSY S1L,

WVHS 28D V3IAl HLIM VSY S1L.,

WWHS 2827957 VITIANVYD HLIM VSY S1L,
WVHS 2827821 VITIIANVYD HLIM VSY S1L,
WWHS 2927957 SV HLIM VSY S1L,

WWHS 2927821 SV HLIM VSY S1L,

wASJDS O4ANI NOILYILODINIY ALINT STL,
JW8EVHS INDD 957 SIV HLIM VSY HADI S1L,
w9SCVHS INDD 82T S3IV HLIM VSY HAD3 S1L,
WVHS 2827303 $3A€ HLIM VSY HAD3 Sl
WVHS 2827957 SV HLIM ™ VYSAD3 HAD3 S1L.
WWHS 2827 87T SV HLIM VSAD3 HAD3 S1L,

WWV8EVHS 2827957 SIV HLIM ™ VSY IHADI S1L.,
49STVHS 28D 82T SIV HLIM VSY IHADI S1L.,
WVHS 82T ¥O4 HLIM vSad3 3Had3 S1lL.

WVHS 2827303 $3A€ HLIM VSAd3 3HADT STL.
WV8EVHS INDD 952 SIV HLIM uoue Ha S1L,
W9STVHS INDD 8ZT S3IV HLIM uoue Ha S1L,
WVHS 2927 d33S HLIM VSY HQ STl

B Ghome ™M Malware

WW8EVHS INDD 952 SIV HLIM VSY HA STl
W9SCVHS DD 8ZT S3V HLIM VSY HA STl
WVHS 28273037 $3d€ HLIM VSY HA S1L,
WWHS 2827 82T VITIFAVD HLIM SSA” HA ™ S1L,
WWVHS 2927957 SIV HLIM™SSA HA S1L,

WVHS 2827821 S3V HLIM SSA HA STL.,

WWVBEVHS INDD 957 SIV HLIM VSY IHA S1L,
W9STVHS INDD 8ZT SIV HLIM VSY IHA S1L.
JVHS 28273037S3A€ HLIM VSY 3IHA STL.

w9SCVHS 282 9SZ S3IV HLIM SSA 3HA STL.
«9SCVHS 28D 82T S3IV HLIM SSQ IHA S1L.
W9STVHS SOETA10d 0ZVHOVHD STl
JALdIA3,



Google Home
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Protocol Version

EMPTY

"SSL3.0"

"TLS 1.0"

B Ghome M malware

"TLS 1.1"

"TLS 1.2"

"TLS 1.3"



Google Home

No. of Extensions offered
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Malwares typically offer lesser number of extensions



Google Home

Extension Types
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Supported Group
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whld N3,
WC61834pPY,
JFPTosYypy,
u960%34PH,
WCLOERYPY,
W8F0TaYPH,
WJCTSI9,
M:ran=elom
WWZTSI9,
wd9s22D,
1295229,
2995229,
W¥9SZ29y,
W8P,
WB6TSSTX,
Iz TSdjoodulelq,
JLirged|oodulelq,
JTlagzdjoodulelq,
JTdTzgdoss
WTipggdoss,
JTdggzdoas,
JTA9gzdoes,,
JTipggdoss,,
WDibzzdoss,
JTdzeTdoss,,
WDizeTdIss,
w2I09Tdoas
JTdpoTdoas,
WTA09Tdoss,,
WHATLS9S,
WJATLSIISS,
W L160%398s,,
WPI60t29s,
WT1E82II35,,
WPE8ZISS,
WPIBELPES,
WTIEETIIBS,
WDIEETIRS,
WCEBTIIBS,
WTIEBTIIBS,
WC1E9TII8S,,
WTIE9TII3S,,
WDIEITIISS,
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Malwares offer different supported groups
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Observable (D)TLS profile parameters

* Observed (D)TLS profile from several loT devices and thousands
of malware helped conclude intended (D)TLS use can be
permitted and malicious (D)TLS can be blocked.

* Malware agents cannot mimic (D)TLS profiles of several loT
devices (type and model several manufacturers) and cannot
keep up with the updates to (D)TLS profile.



TLS 1.3

e TLS 1.3 encrypts handshake but allowing inspection of several
parameters:

= List of cipher suites and extensions (e.g., supported versions, named groups,
signature algorithms)

= ServerHello chosen cipher

= Malware use of evasion techniques, such as ClientHello cipher
suite randomization, can be detected.



TLS 1.3

* Full handshake inspection requires active participation in TLS 1.3:

= Follow the behavior defined in Section 9.3 of RFC8446 to act as a compliant
TLS proxy

= TLS proxy for IT managed loT devices
= No need to inspect payload

= Bypass acting as a proxy for connections destined to specific services due to
privacy compliance requirements



draft-reddy-opsawg-mud-tis-03

e Comments and suggestions are welcome
e Collaboration to profile benign/malware flows on loT devices



