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Running User Applications on Programmable Switches

● Users run many types of P4 programs

● But can we support multi-tenancy?
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PDP Virtualization and Multi-Tenancy
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Can a malicious user take advantage of multi-tenancy?
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Operating Model
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Roles & Permissions
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MTPSA
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 Superuser:
● VXLAN encapsulation
● Quality-of-Service
● Congestion control
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BMv2 MTPSA

Superuser Header Vector
Superuser metadata

User Pipeline

User Header Vector
User metadata

Packet data
Frame data

Superuser Egress PipelineSuperuser Ingress Pipeline



P4→NetFPGA MTPSA
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Summary
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https://github.com/mtpsa

