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Changes from -05 to -06

— Added references to the certificate profiles CAB baseline and RFC 8603.
— Added text in introduction that certificate chain sizes are major problems also in EAP and QUIC.

— Based on the certificates found on the web, attributes, extensions, and algorithms can now all be
expressed with OID and raw DER byte strings.

— Optimized for a single attribute per RDN as all the certificates on the web seem to be following this
practice.

— Added registration for StreetAdress and PostalCode (included in CAB baseline)
— Algorithms registries so that the int encodes the whole AlgorithmIdentifier including parameters.

— Changed ECDSA signatureValue encoding as the old one depended on the issuer public key algorithm.

Optimize RSA public key encoding.

— Changed from zlib to brotli

— Significantly restructured IANA tables to make them better
— Subject private key for the example certificates.

— ASN.1 appendix removed

— Editorial changes
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Plans and discussions for -07 (or later)

— Example encoding of IEEE 802.1AR DevID.
— More deployment guidance for IoT, comment that it would be good to discuss how different algorithms affect size.

— Test the encoding on a large amount of certificates, hopefully millions.

— Summary of 1M lists: https://hackertarget.com/top-million-site-list-download/

— Cisco Umbrella 1M: http://s3-us-west-1.amazonaws.com/umbrella-static/index.html
— The Majestic Million: http://s3-us-west-1.amazonaws.com/umbrella-static/index.html
— Tanco List: https://tranco-list.eu/

— Finalize CBOR encoding specification for all extensions that are very common for HTTPS. Plan is to base support will
be based on what is used on the web.

— Certificate chain encoding (TLS certificate message) showing sizes for DER, DER+Brotli, CBOR, CBOR+Brotli.
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Certificate chain optimizations?
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31FD72FE@3D2F265AF4AD7EE2819B7AFD303CF552F40534A08A3E194158C8A8E05171840915AEECA57775FA18F7D577D531CCC72D"
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A lot of duplicated information in certificate
chain/bags like TLS certxample encoding of
IEEE 802.1AR DevID.

The issuer field is is often duplicate of a
subject field from a certificate in the chain.

The authority key identifier key identifier is is
often a duplicate of a subject key identifier
from a certificate in the chain.

The authority key identifier authority Cert
Issuer is often a duplicate of a subject field
from a certificate in the chain.

The issuer and key identifier in these cases
could just be a relative pointer to the
certificate with the information.

— Le. typically@or 1.



Certificate chain optimizations?
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31FD72FE@3D2F265AFAD7EE2819B7AFD303CF552F40534A08A3E194158C8A8E05171840915AEECAS57775FA18F7D577D531CCC72D"

For the example tools.ietf.org certificate the
saving are quite large

— 1075 bytes instead of 1242 bytes

Even bigger savings for self-issued certs that
often have a authority key identifier authority
Cert Issuer field (common in HTTPS).

Should CBOR certificates provide optizations
for self-issued certificates. I.e. issuer and auth
key id is replaced with 07

Should CBOR certificates provide optizations
for certsin chains . L.e. issuer and auth key id is
replaced with 17

Provides large savings.

Adds complexity, Makes CBOR compression
two pass
May not be needed for TLS with Brotli as

Brotli hopefully compresses these things
anyway (should be tested)
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How to progress until next meeting

—Implementations

—Discussion on the list




