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802.1 YANG Projects

* Two active YANG projects in progress

— 802.1Xck — Port-Based Network Access Control Amendment:;
YANG Data Model

— 802.1Qcp — Bridges and Bridged Networks Amendment:
YANG Data Model
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802.1 YANG Project Progression
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Scope
Models representation using UML

YANG structure and relationship to existing
YANG modules

YANG modeling and module definition
Utilization of GitHub as a YANG repository

Comments and Comment Resolution
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802.1 YANG Project Progression

®
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1. Scope
— Subset of 802.1Q features scoped

» Goal of the subset was to keep YANG content manageable (i.e., small), but
still sufficiently large to provide a reliable framework for modeling future
capabilities in YANG

— Simple bridge (e.g., Two-Port MAC Relay), Customer VLAN Bridge, to
a bit more complex Provider Bridge included in subset

* Need to recognize that YANG is relatively new to members of the working
group
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802.1 YANG Project Progression

2.
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Model representation via UML

— Where UML representation was not available, took normative

text (e.g., managed objects clause) and created UML
representation

— UML representation has benefit of ease of communication to

larger diverse group (that may or may not be YANG fluent)

— For 802.1Xck, there was a pre-existing UML representation. This

was very useful, and this is what | used to derive the YANG
model

NOTE:There is also some work being done in ITU-T (Study Group 15, Question 10/14)
where they are creating UML models for networking protocols and entities
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802.1 YANG Project Progression
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3. Define YANG Structure and Relationships

— Understanding relationship of existing [foundational] YANG
models (e.g., IETF Interface) to 802.1Q and 802.1X

— For example, the following hi-level YANG structure and
relationships were defined
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802.1 YANG Project Progression

4.
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YANG Modeling and Module definitions

— Focusing on YANG module structure and relationships

* Analyzing the merits of augmenting an Interface versus referencing an
Interface

* We have many protocol entities (i.e., service shims) that can be
stacked/inserted/etc that our IEEE 802.1 Bridge port model supports. Our
YANG model needs to gracefully accommodate this flexibility

» Performing analysis of how YANG model can accommodate future [complex]
features such as CFM, LAG, MAC Secuirity, etc.
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Generic IEEE 802.1Q Bridge Model

®
* bridge
string name; /1 (12.4) r-w
macAddress  address; 11 (12.4) r-w
enum type; I 'r-w
int ports; 11 (12.4)r
counter32 up-time; I1(12.4)r
int components; // r
% name q q
The list of Bridge Ports
component
string name; 1w
int id; I1(12.3) r-w
enum type; 11 (12.3) r-w
macAddress address; 11(8.13.8, 13.24) r-w
bool traffic-class-enabled; // (12.4.1.5.1) r-w
bool mmrp-enabled-status; // (12.4.1.5.1)r-w
int ports; 11(12.41.1.3)r
| ifref *bridge-port e {
| struct capabilities 11(12.4.1.5.2) r |
0.1
filtering-database
int aging-time; /1(12.7, 8.8.3) r-w
int  size; IN@2.7)r
int  static-entries; /1(12.7,8.8.1)r
int  dynamic-entries; /1 (12.7,8.8.1) r permanent-database
int  static-vlan-registration-entries;  // (12.7,8.8.2) r int size; 1(12.7.6)r
int dynamic-vlan-registration-entries; // (12.7, 8.8.5) r int static-entries; 11(12.7.6) r
int  mac-address-registration-entries; // (12.7, 8.8.4) r int  static-vlan-registration-entries; // (12.7.6) r
& database-id, vid i* database-id, address, vid + database-id, address, vid
vlan-registration-entries filtering-entries filtering-entries
int database-id; // (12.7.7) r-w || int database-id; // (12.7.7) r-w int database-id; // (12.7.7) r-w
int vid; /1 (12.7.7) r-w || macAddress address; 11(12.7.7) r-w macAddress  address; I1(12.7.7) r-w
enum entry-type; // (12.7.7) r-w || int vid; 11(12.7.7) r-w int vid; 11(12.7.7) r-w
enum entry-type; // (12.7.7) r-w enum status; Ir
 port-number enum status; I
+ port-number
% port-number
port-map port-map port-map
if-ref  port-number; // (8.8.1) r-w if-ref port-number; // (8.8.1) r-w if-ref port-number; // (8.8.1) r-w
struct  map; /1(8.8.1) r-w struct map; 11(8.8.1) r-w struct map; /1(8.8.1) r-w
bridge-vlan
int version; /1(12.10.1.3) r
int max-vids; /1 (12.10.1.3) r

bool override-default-pvid; //(12.10.1.3) r
stuct  protocol-template; /1(12.10.1.7) r
int max-msti; /1(12.10.1.7) r

% vids ? +* vid

|

protocol-group-database vid-to-fid-allocation vlan-id

string frame-format-type; //(12.10.1.7) r-w int *vids; /1 (12.10.3) r-w int vid; /1(12.10.2) r-w

struct frame-format; //(12.10.1.7) r-w int fid; /1 (12.10.3) r-w string  name; /1 (12.10.2) r-w

int protocol-group-id;  // (6.12.2) r-w enum allocation-type; //(12.10.3)r if-ref  *untagged-ports;  //(8.8.2,12.10.2.1.3) r
if-ref  *egress-ports; //(8.8.10,12.10.2.1.3) r
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Generic IEEE 802.1Q Bridge Port Model

a
d
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| ietf-interfaces

o Interface stack leaf

nodes
% name % hame
interfaces interfaces-state
string  name; I r-w string name; It
string  description; I r-w if-type type; I
if-type type; I r-w enum admin-status; I'r
bool enabled; I r-w enum oper-status; I
enum link-up-down-trap-enable; I r-w date-time last-change; I
bridge-port e e iirace i
string  component-name; Ir-w if-ref * higher-layer-if; i
!f—ref semce—ﬁ Irr-w if-ref * lower-layer-if; i
!nt pvid; o // (12.10.1) r-w guage64 speed: I
int default-priority; /1 (12.6.2) r-w -
struct  priority-regeneration-table; /1 (12.6.2, 6.9.4) r-w bridge-port
enum  pcp-selection; /1 (12.6.2, 6.9.3) r-w bool protocol-based-vlan-classification;// (5.4.1.2) r
struct  pcp-decoding-table; /1 (12.6.2) r-w int max-vid-set-entries; //(12.10.1.1.3) r
struct  pcp-encoding-table; /1 (12.6.2) r-w int port-number; /1 (13.25, 12.4.2,12.3.i) r
bool use-dei; /1 (12.6.2, 6.9.3) r-w enum port-type; Il (12.4.2.1) r
bool drop-encoding; /1 (12.6.2, 8.6.6) r-w macAddress  address; Il (12.4.2) r
enum  service-access-priority-selection; // (12.6.2, 6.13) r-w int capabilities; /1 (12.4.2,12.10.1.1.3) r
struct  service-access-priority; /1 (12.6.2, 6.13.1) r-w int type-capabilities; 11 (12.4.2) r
struct traffic-class-table; /1 (12.6.3, 8.6.6) r-w bool external; 11(12.4.2) r
enum acceptable-frame; // (12.10.1.3, 6.9) r-w bool oper-point-to-point; I1(12.4.2) r
bool enable-ingress-filtering; // (12.10.1.4, 8.6.2) r-w
bool restricted-vlan-registration; //(12.10.1.6, 11.2.3.2.3) r-w
bool vid-translation-table; /1 (12.10.1.8, 6.9) r-w
bool egress-vid-translation-table; // (12.10.1.9, 6.9) r-w
int protocol-group-id; /1 (6.12.2) r-w
struct  protocol-group-database-contents; // (12.10.1.7) r-w
int admin-point-to-point; //(6.8.2,12.4.2) r-w
'
* local-vid statistics
date-time discontinuity-time; Ir
- - counter64 in-octets, in-unicast-pkts, in-broadcast-pkts, in-multicast-pkts; IIr
vid-translations counter64  in-discards, in-errors, in-unknown-protos, ; IIr
int local-vid; /1 (12.10.1.8, 6.9) r-w counter64 out-octets, out-unicast-pkts, out-broadcast-pkts, out-multicast-pkts; // r
int  relay-vid; // (12.10.1.8, 6.9) r-w counter64 out-discards, out-errors; I
) bridge-port-statistics
% relay-vid - -
counter64 delay-exceeded-discards, mtu-exceeded-discards; /1(12.6.1.1.3) r
egress-vid-translations counter64 frame-rx, octets-rx, frame-tx, octets-tx; //(12.6.1.1.3) r
int relay-vid;  //(12.10.1.9, 6.9) r-w counter64 discard-inbound, forward-outbound, discard-lack-of-buffers; /1(12.6.1.1.3) r
int local-vid; //(12.10.1.9, 6.9) r-w counter64 discard-transit-delay-exceeded, discard-on-error; /1(12.6.1.1.3) r
counter64 discard-on-ingress-filtering, discard-ttl-expired; /1(12.6.1.1.3) r

Data attributes in white are generic Interface (RFC7223)
Data attributes in grey are IEEE 802.1Q Bridge Port specific
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Basic Bridge (Port) Models
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Model-1 Model-2
— Bridge Ports are assigned to an — Bridge Ports are underlying MAC (or
Interface that is independent of the service) share the same Interface
underlying MAC (or service) — Bridge Port and MAC specific data
— Bridge Port data and MAC data attributes associated with same
attributes are associated with Interface
separate Interfaces
BRIDGE COMPONENT BRIDGE COMPONENT
Bridge Bridge
Ports Ports
{A.B} .z

E Bridge [A] E E [B] Bridge E il Ethernet [Y] % i' [Z] Ethernet E
L Er_iii_ge_l_’?_l:t___nj L Er_ifi_g_e_l-:’?_r:t___nj i Bridge Port i i Bridge Port i
__________________________________________ E Ethernet E E Ethernet i
Ethernet [Y Z] Ethernet i i i i
Ethernet Ethernet i\ MAC ,i i\ MAC 'i

--------------------------------------------
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802.1 YANG Project Progression
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4. GitHub as a repository
— Utilized GitHub as a repository to store 802.1 YANG models

» This allowed other interested members to view the IEEE 802.1 YANG
models (which are draft at this time)

* The standardized models will also be deposited in GitHub, in the relevant
directories
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GitHub Structure {Ie_ b 4
I ethernet

Interface VLAN

G.8032

Experimental

ACL
BGP

Interfaces

Open Config
MPLS

VLAN

! YANG ‘—

I
ik

Draft ~lieee-dot| g-bridge

RFC ~| ieee-dotlg-pb

Standard | ieee-dot | q-tpmr

Tools —| ieee-dot | g-types

\

| ieee-dotlqg-vlan-

bridge

Vendor

|
i
| I

TRl

~| ieee-dotlx

— ieee-types
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802.1 YANG Project Progression

5. Comments and Comment Resolution

— Both projects are currently cycling through various rounds of
Task Group balloting

— Current draft version of P802.1Xck is Draft 0.61
— Current draft version of P802.1Qcp is Draft 0.5
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IETF Interface Management Model

 |ETF Interface Management Model (RFC 7223) can be
represented using UML as shown below

ietf-interfaces |

% name % name
, , e Interface stack leaf
interfaces interfaces-state
- , nodes
string  name; /I r-w string name; /'r
string  description; Il r-w if-type type; Il'r
if-type type; Il r-w enum admin-status; //r
bool enabled; Il r-w enum oper-status; It
enum link-up-down-trap-enable; // r-w date-time last-change; Ir
int32 if-index; IIr
address phys-address; //r
if-ref * higher-tayer-if; // r
if-ref * lower-layer-if; //r
| guage64  speed; Ir
Statistics
date-time  discontinuity-time; II'r
counter64 in-octets, in-unicast-pkts, in-broadcast-pkts, in-multicast-pkts; Il'r
counter64 in-discards, in-errors, in-unknown-protos, ; Il'r
counter64 out-octets, out-unicast-pkts, out-broadcast-pkts, out-multicast-pkts; // r
counter64 out-discards, out-errors; /lr
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Interface Stack Diagram Representation
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A SAP is an abstraction and does not necessarily correspond to
any concrete realization within a system

The entities that support a particular SAP compose an interface
stack

Each YANG Interface definition contains an interface stack table

OBIJECT
INTERFACE REFERENCE

Interface e Pointer or Index
{1} I
INTERFACE SERVICE DATA
Y P ' Interface Index (1)
i Interface Ty pe[ I ] i Interface Type Service-1
i Shim/Service-l i Interface Augments {Service-1}
----------------------- ’ Higher Layer ()
INTERFACE Lower Layer (2)
Service Access Point (SAP)
A IO I Interface Index (2)
i Interface Type [ 2] i Interface Type Service-2
i Shim/Service-Z ! Interface Augments {Service-2}
s ! Higher Layer (1)
Lower Layer ()
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Evolution of Bridge Port Model-1
— Link Aggregation
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BRIDGE COMPONENT BRIDGE COMPONENT
Brldge Brldge
Ports Ports
{A,B} {A.B}
B AT E o
i Bridge [A] i i [B] Bridge i i Bridge [A] i i [B] Bridge i
I . - .
| BridgePore i BridgePore | i gridseFor ;i Sreeerort
I Aggregator | Aggregator i
O (Y P \
| Ethernet [Y | z] Ethernet |
: Ethernet il Ethernet i : T S S .
i : i I :I Ethernet [y} E :' """"" Z | Ethernet E
i MAC i i MAC i i Ethernet by Ethernet I
l b i i Agg Port | i Agg Port i
______________________ N o i 1 P! i
1 1 1 1
! 1! I
i MAC ¥ MAC ;
\ M J

____________________________________________
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Evolution of Bridge Port Model-2
— Link Aggregation

BRIDGE COMPONENT

BRIDGE COMPONENT

Bridge
Ports
{v.Z}
.', """""""""" 5 I,/ """"" | """"" Y A T A R
I Ethernet [Y] i : [Z] Ethernet i [B] Bridge
: Bridge Port i : Bridge Port i Bridge Port
1 1l 1
i Ethernet i i Ethernet i Aggregator
| ¥ |
1 1
! MAC ] MAC i
=S RN e J
:' Ethernet [Y i :' z] Ethernet
i Ethernet ! Ethernet
: Agg Port i Agg Port
1 L
i P
i MAC | MAC
\ A b—
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Evolution of Bridge Port Model
— MAC Security and LAG

BRIDGE COMPONENT
Bridge
Bridge Fosis
Ports {A,B}
| |
___________ I__________ ,__________l__________ Bridge [A]

4
: i [B] Bridge
Bridge [A] i [B] Bridge Bridge Port i
1
1
1

®
IEEE

BRIDGE COMPONENT

__________5
o e e e e e e e

Bridge Port
Bridge Port Bridge Port

T T T p——

g T T e ——"

[ ——
e e e e

Aggregator
Aggregator '

:' Ethernet Y .......... E :, ............ 2\ Ethernet E
i Ethernet I i Ethernet :
i Agg Port || Agg Port i
] I 1 i
] I 1 i
] I 1 i
| MAC ’ MAC |

----------------------

Ethernet [Y

z] Ethernet
Ethernet

Ethernet
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Evolution of Bridge Port Model-1

IEEECI>
HLE Bridge HLE Bridge
B Ports B Ports
RIDGE RIDGE
Bridge {A} Bridge {A}
Ports COMPONENT Ports COMPONENT
{A} {A}
A ) A 5
} {A] Bridge i : {A] MacSecContrplled
1 1
i Bridge Port i i Bridge Port ]
1 ! [ '
: PAE
1
REEEEEEEEES SEEEEEEEEEN . :\ SecY E
] [Z] Ethernet ! D e L E e T et !
i Ethernet N
1 I ’ \l
i MAC i i [Z] Ethernet i
l : i Ethernet i
______________________ 14 1 1
! |
MAC |
= J
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Evolution of Bridge Port Model-2

IEEE
HLE Bridge HLE Bridge
Ports Ports
BRIDGE BRIDGE
Bridge {A} Bridge {B}
Ports COMPONENT Ports COMPONENT
{A} {B}
;ST l ---------- AN S \
g {A] Ethernet i : {B] MacSecConrr}pIIed
1
i Bridge Port i i Bridge Port |
o HE o HE
. l : :
1 1
i Ethernet i i PAE i
I
: ! i SecY :
: MAC I e — .
[ i
\\ /,
———————————————————— Ilz--------- ---------~\l
: [A] Ethernet |
' i
i Ethernet :
1 1
! i
i MAC :
L |
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Recommendation

Model-1
BRIDGE COMPONENT
Bridge
Ports
{A,B}
Bridge [A] i i
Bridge Port ||  Bridge Port
E, Ethernet [Y \I E, [Z] Ethernet
: Ethernet il Ethernet
i MAC ¥ MAC
| JN

-
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Both models (Model-1 and Model-2) have pros and cons, and can

work

— Itis a matter of perspective and the device that the model may be realized on

The Bridge Port YANG model (used by the 802.1Q Bridge) will be
developed to accommodate both Model-1 and Model-2

_______

_______________
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Bridge Port i i Bridge Port i
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MAC i MAC i
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Evolution of Bridge Port Model-1
— Internal LAN

®
IEEE

BRIDGE COMPONENT BRIDGE COMPONENT
Bridge Bridge
Ports Ports
{A,B} {C,D}
v T | ___________ T | ___________ I T T T, T | ___________ I
i Bridge [A] ! i [B] Bridge ! i Bridge [C] ! i [D] Bridge '
i Bridge Port i i Bridge Port i i Bridge Port i i Bridge Port i

_____________________

Ethernet [X] [ :’- ----- I-LZT\I - ; --\ __________ | [
1

i : , i Z) Ethernet i
: Ethernet i Y} : : Ethernet i
1 1 - 1 1
i ! ! i
| MAC : | MAC !

1 1
\ / ( /

____________________________________________

09 Sept 2016 mholness-802 | -YANG-Summary Marc Holness ( )-23



