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Progress summary

e APN Side Meetings @IETF105 & IETF108

e APN Hackathons @IETF108 & IETF109 & IETF110
e APN Demos @INFOCOM2020 & 2021

e APN Mailing List:

e APN Wiki:

e The use cases have been discussed extensively in previous IETF meetings
o SD-WAN, FBB, MBB, etc.

e RTG people would like to start working on the solutions of APN.


mailto:apn@ietf.org
https://datatracker.ietf.org/wg/apn/about/

Scope & Scenario of APN

e APN works within a service operator’s network domain.
o Typically, an APN domain is defined as a service provider’s network domain where MPLS, SR/SRv6, VXLAN and other tunnel
technologies are adopted.
o APN attribute is tagged/removed at the edge of the network domain.

e APN is not about identifying a particular application or user within the network.

e APNis about telling the network what policies to apply to traffic.
O APN attribute is constructed based on the existing information such as 5-tuple presented in the packet header.

O According to the APN attribute, various policies can be flexibly applied to the traffic flow on various nodes along
the network path, without the need of resolving the 5-tuple at every policy enforcement point in the network.
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Updates

o Changes we have made to the drafts according to feedback received from the presentations @IETF110
o Removed the application-side solution, only keep the network-side solution
o The APN attribute is acquired based on the existing information in the packet header such as 5-tuple and QinQ (S-VLAN and C-VLAN) at the
edge devices of the APN domain, added to the data packets along with the tunnel encapsulation.
o When the packets leave the APN domain, the attribute will be removed together with the tunnel encapsulation header.
o APN aims to apply various policies in different nodes along a network path onto a traffic flow altogether, for example, at the headend to

steer into corresponding path, at the midpoint to collect corresponding performance measurement data, and at the service function to

execute particular policies.

o Drafts have been updated accordingly to reflect the presented contents and concepts
o Framework
= https://tools.ietf.org/html/draft-li-apn-framework
o Problem Statement
= https://tools.ietf.org/html/draft-li-apn-problem-statement-usecases
o Scope & Gap analysis
= https://tools.ietf.org/html/draft-peng-apn-scope-gap-analysis
o Security & Privacy consideration

= https://tools.ietf.org/html/draft-peng-apn-security-privacy-consideration



Supporters would like to form a working group

The potential work items as below,
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Solutions that need to look into

1. Design of the APN attribute

2. Encapsulation of the APN attribute on the various data planes

5. Delivery of the APN attribute through the control plane protocols

2. Management of the APN attribute via NETCONF/YANG



Design of the APN attribute |

o APN header design
o Do we need a dedicated header for APN?

Example of the APN attribute structure
o How about the encapsulations of different types of tunnels?

APN attribute structure design, In which format? — hardware friendly
o TLV?

APN attribute design, including
o APN ID
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The identifier of the user type/group
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APN Parameters, including network performance parameters

o Bandwidth, Latency, Jitter, Packet loss?

o Length design

Figure 9. Delay Sub-TLY

o APN ID: Flexible/Fixed?
[m]

APN Parameters: Flexible/Fixed?
o Total length: Flexible/Fixed?


https://tools.ietf.org/html/draft-li-6man-app-aware-ipv6-network-03

Encapsulation of the APN attribute on the various data planes

MPLS
o Anything from the ongoing DT?
IPv6/SRv6
o Location? - Extension header
= HBH,DOH, SRH

o Fixed location or multiple choices?
Overlay tunnels

o VXLAN-GPE

o GENEVE
GTP-u
Priority?

o |Pv6-based

o MPLS-based

O

Example of the encapsulation of the APN
attribute on the IPv6 data plane
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https://tools.ietf.org/html/draft-li-6man-app-aware-ipv6-network-03

Delivery of the APN attribute through the control plane protocols

e BGP

o Betweenthe Controller and network devices including
= APN-Edge: existing informationin the packet header and the APN attribute
= APN-Headend:the APN attribute and the policies (for traffic steering)
= APN-Midpoint/APN-Endpoint

e PCEP
o Betweenthe Controller and network devices, for policy enforcement, etc.
= APN-Edge/APN-Headend/APN-Midpoint/APN-Endpoint
e BGP-LS / Controller N

o Isitneeded?

¢BGP/PCEP\
. IGP? W o

o Isitneeded?
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Management of the APN attribute via NETCONF/YANG

o Configurations for

[m]

[m]

the existing information in the packet
header to the APN Attribute
the APN attribute to the policies

e YANG model for the NBI of the controller

[m]

o

Service models defined
Refer to the SD-WAN draft

e YANG model for the SBI of the controller

[m

o

[m]

Device models

Refer to the FlowSpec draft

e Other key YANG models to consider?
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o

[m]

Global configuration

For particular device such as APN-
Edge/APN-Headend/APN-Midpoint/APN-
Endpoint

+—-rw application* [app-id]
+—1rw app-id syc-id
+-—rw ac¥ [name] =application criteria

+--rw ipvd-srcprefiz?  inet:
+--rw ipvd-dst-prefiz?  inet:
r1 +—-rw ld-src-port? inet:

+—-rw ld-dst-port? inet:
+—-rw ipvb-sroc-prefiz?  inet:
+--rw ipv6-dst-prefiz? inet:

Matc

+=-IW name string
+=-rw (match-type) ?
+—J: (match—f Low)
+=—rw match-flow
+--rw ethertype? uintl6
+--rw cylan? uintf

ipvd-prefiz
ipvd-prefiz
port-number
port-number
ipv6-prefiz
ipv6-prefiz

+--rw protocol-field? union

=1 lmatch-applicaticn)
+--rw match-application?

identityref

+r-rw application-group* [app-group—1d]
+——1rW app-group-id syvc-id
+-—rw app-idk -» ../.. /application/app-id
+r-rw pollcy#* [policy-id]
+=-rw policy-id syc—id
+-—rw policy-package
+—-rw encryption? enumeration
+--rw public-private? enumeration
+--rw local-breakout? hoolean
+--rw billing-method?  enumeration
+=-rw backup-path? enumeration
+—-rw bandwidth
+--rw commit? uint32 .
+=-rW maz? uint32 POI ICy

+=IW endpolnis® [endpolnt 1d]
+--rw endpoint-id
+--rw site-role?
+—-rw site-attachment
t—-rw site-1d?
+——rw _endpoint-policy-map

svc-id
identityref

-» /sdwan-svc/sites/site/site-id

+—-rw app-group-policy* [app-sroup-id]
| +——1rW app-group-id leafref
+——rw policy-id? leafref
+--rw app-policy* [app-id]
+——rw app-id leafref

+--rw policy-id?  leafref POIle

+--rw flowspec—cfg

+=-rw

Matc

ACt|On | +-—-rw route-target?

flowspec—policy* [policvy-name]
+--rw policy—name string
+=-rw vrf-name? string
+--rw address-family? identityref

+=—rw flowspec-rulex [rule-name]

+--rw rule-name string

+——rw flowspec-component* [component-type]
+—-rw component-type component—enum
+——rw_(component)?

+-—: (destinationprefiz)

| +—rw destination—prefiz?
+-—: (source-prefix)

| +--rw source-prefix?

+-—: (ip—protocol)

+--rw ip-protocol#* [op value]

+=-rwW op rumeric-operator
+--rw value uint16
+=—: (port)
+--rw port* [op value]
+=-rwW op rumeric-operator

+--rw values uint16

+-——: (destination-—port)

+--rw destination-port* [op value]
+=-rwW op rumer ic-operator
+--rw values uint16

+-—: (source-port)

+--rw source-port* [op value]
+=-rw op niumer 1c-operator
+--rw value uintlé

+——: (icmp-type)

+--rw icmp-type* [op value]

1 +=-rw op numer ic-operator

+--rw value uint8

+——: (icmp-code)

+——1rw icmp-code* [op valuel
+=——1rwW op rumeric—operator
+--rw value uintd

+——: (tep-flags)

+——rw tcp-flagk [op valuel
+——rW op bitmask—-operator
+=-rw value uintlé

+-—: (packet-length)

+--rw packet-length* [op value]

+——1rw op rumeric—operator
+--rw value uintlé
+-=: (dscp)
+——1rw dscp* [op valuel
+——1rwW op numeric—operator

+--rw value
+-—: (fragment)
+——rw fragment* [op wvalue]
+——rw op rumeric—operator
+-—rw value frasment-—type

d=cp—type

inet:ip-address

inet:ip—address

+——1rw flowspec—action® [action—typel]
+——rw action-tvype action—type
+——1rw (action)?

+-—: (traffic-rate)

| +--rw rate? float

+—: (redirect)

string

+——: (traffic-marking)
+--rw remark-dscn?

dsco—tvoe



https://datatracker.ietf.org/doc/html/draft-sun-opsawg-sdwan-service-model-04
https://tools.ietf.org/html/draft-wu-idr-flowspec-yang-cfg-01
https://datatracker.ietf.org/doc/html/draft-sun-opsawg-sdwan-service-model-04
https://tools.ietf.org/html/draft-wu-idr-flowspec-yang-cfg-01

Security Consideration

Inthe APN work, in order to reduce the privacy and security issues, the following specifications are defined:

[S1]. The APN attribute MUST be conveyed along with the tunnel informationin the APN domain. The APN attribute is encapsulated and
removed at the APN-Edge.

[S2]. The APNID (including the Application Group ID and the User Group ID) MUST be acquired from the existing available informationin the
packet header without interference into the payload.

According to the above specifications, the APN attribute is only produced and used locally within the APN domain without the involvement of

the host/application side.

In order to prevent the malicious attack through the APN attribute, the following policies can be configured at the network devices of the APN
domain:

[P1]. If the APN attribute is conveyed without the tunnel information, the packet MUST be dropped.

[P2]. If the APN attribute is not known to the APN domain, it should trigger the alarm information. The packet can be forwarded without
being processed or dropped depending on the local policy.

[P3]. If the network service requirements exceed the specification for the specific Application Group ID and/or User Group ID, it should trigger
the alarm information. The packet should be discarded to prevent abusing of the resources.

[P4]. There should be rate-limiting policy at the APN-Edge to prevent the traffic belonging to a specific Application Group ID and/ or User
Group ID from exceeding the preset limit.

11



Next step

e Work on the Charter of the APN working group, who wants to get involved?

e Work on the drafts on solutions, who wants to get involved?

12
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Thank you!



APN Activities

e Side Meetings @IETF105 & IETF108
* Hackathons @IETF108 & IETF109 & IETF110
* Demos @INFOCOM2020 & 2021
* APN Mailing List Discussions - apn@ietf.org

IETF108

v Participants (65)
Q

o Shuping Peng

sanitn
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Google
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IETF109 \

Application-aware G-SRv6 network

s Champions

o Jianwei Mao (maojianwei@...)

o Cheng Li (c.l@...)

o Shuping Peng (pengshuping@...)
» Projects

o Develop functions of Generalized SRv6 (G-SRvE

o Combine G-SRv6 with APNG, to achieve Applica
s Specifications

o Erdraft-lc-éman-generalized-srh
draft-cl-spring-generalized-srv6-np
draft-cl-spring-generalized-srve-for-crmpr
draft-li-6man-app-aware-ipvé-network

o
o
o
o = draft-li-apn-framework
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o Application-aware traffic control.

— Make use of the IPv6 extensions header to convey the service
requirements, in the form of APN6 options and optional Sub-TLV.

— Determine the SRv6 SID List based on the encapsulated options and

Sub-TLV
e An Instance

/ ETF110
Birds of a Feather at IETF 110

IPv6 Header

[ 1Pv6 Header |

SID List

AFP Info

|

IPv6 Header

Packet Los Ratio

Bandvidth .
Delay -
Detsy Vet [ Service Para

Tnsert APNE 7

Options

APP Info

Tnsert SRvé

SID List

User pkts
—>

Edge

—>

Head End [—— >

SRvG Domain

Rernove

Options

Demo Abstract:
APNG6: Application-aware [Pv6 Networking

Head End

—>

Implemented Functions

Application-aware G-SRv6 network enabling 5G services

Chens L, Tienwei Mao, Shuping Peng, Yang Xia, Zhibo Hu, Zhenbin Li
Huswei Techaologies, Beijing, Chins
{c1, maojiamwei, pengshping, yolands xia, hzhibo, lizhenbin} @huawei com

Abstrac—This demo showeased how application-aware G-
SRYS metwork provides fine-grained traffic steering with more
conomical IPvé source rowing encapeulation, effectively
supperting SG eMEBB, mMTC and uRLLC services. G-SRv6, a

than SRvé and i fully compatible with SRv6. Up o 75 percent
averlead of an SRv6 SID List can be reduced by wsing 32-bit

nth G-SRYS, 2 ©
suppert wp to 10 SIDs processing witt
recirculation, significantly miigating {
‘ardware processing overhead and facil
deploymeats. Furthermore, for the first {
Application-aware TPv6 mefworking (AP?
imgress node is able to steer a particular
appropriate G-SRv6 TE policy fo guaran
and save the transmission overhead in thi

Eeywords—SRy6 Compression, G-SEv
L

recireulation. This has become 2 big obstacle for SRv6
deployment m practice.

We proposed Generalized Sezment Routing over IPv6 (G-
SRv6) IH]L5] to address the challenges of SRS overhead.
Whil SRv6, G-SRvb
encode Generalized SID (G-SID) m the Generalized SKH (G-
SRE), where 2 G-SID _can be 3 128-bit SRv6 SID. a 32t

5 5G and industry verticals evol
‘services with diverse but demanding re
Tateney and high relisbility are aces
Different applications have differentiater
Agreement (SLA). For instanes, anb
demanding requirement: on Latency, b
‘high requirements on both latency and b
traffic maily requires more bandwidih
latency. However, in cortent network: e
wnaware of the traffic type raversing th

network infiastructure essentially do
application performance optimization A
this issue, Application-aware IPvé netwonxng(ArNG) (1) 15
‘proposed, which takes advantage of the programmable space in
the IPvé/SRv6 packet encapsulations to comvey apphcation-
aware information into the network layer, s network
aware of applications and their requirements n order to provide
fine- gramed application-aware services.

SRY6 [2], s the undardying network protocol supporting
APN6. enables the ingres: node to exphatly progam the
forwarding path of packets by encapsulating/inserting ordered
Segment ID (SID) kit into the Segment Routing Header (SRH)
at the mgress node, where each SID i: 128 bit long. The SLA
can be safisfied by steering the application packets into an
explicit SRv6 programmzble forwarding path. However, in
some scenanios such s strict Traffic Engineenng(TE). many
SIDs will bave to be incerted in the SRH, resulting in 2 lengthy
SRH ‘iz challenges on th
and affects the transu=sion eficiency especially for the mmall
size packets in 5G uRLLC or mMTC scenarios. For instance,
the size of an SRv6 encapsulation with 10 SIDs is 208 bytes,
which exceeds the parser window of most merchant silicon
chipsets (eg. Jenchod) md camses expemsive packet

* We've implemented the demo based on P4, and conducted some

simulations based on BMv2.
* Functions in Demo
— APN6:

1. The encapsulation of APNE Options and Serice-Para Sub-TLV, support 2 types

of APN6 Options and 4 types of Sub-TLV

2. The encapsulation of the SRv6 SID List according to IPv6 DA and APNE options

3. Basic SRv6 END SID processing

* Result
— Send 50,000 packets in each experiment.
— The interval between 2 packets is 1ms.
— All results are in nanoseconds

* Processing Latency

Experiment 1:
* Switching based on IPv6 DA
= Without processing of APN&

Experiment Mean STDEV MAX MIN Range
1(IPvé) 364.07436 0.56514087 366 363 3
2 (IPvB & APNG) 370.63256 0611774343 373 389 4
DIFF 6.5582 0.046633473 7 6

comeponding G-SRr6 tumnal baced on e
pocn

Il DEMNSTRATION
Wo bave splemnted APNG
sepport adding APNG ID to packees Nere

S Byse:) over the 9-bep

funcson in Lisux kamal to
e enkanced

ATION-AWARE G-SRVE

Normally, SRv6 STDs are allocated from an address block

‘within an SRv6 domain, 5o the SIDs share the common prefix

(CP) of the address block[5]. An SRv6 SID has the format
shown in Fig.

- |
—
=
Fig. 1. Fonmat of thel28-bit SR SID and 32-bit G-SID

In most cases, onty Node ID znd Function ID are different
“mong the SIDs in a SID kst while the common prefix aud

=== i

par of
the SID list can reduce the overhead. Generalized SRv6 (G-
SRv8) realizes dhis idea. It only camies the compressed SID
consisting of pode ID and Function ID. in the SRH. so that the
=78 of the SRH i: compressad Theorstically, wp to 75%
overbead of the SRv6 SID list can be reduced. The SID size
comparison between SRv6 and G-SRv with 32-bit C-SIDs is
showm in Fig. 2

Performance Evaluation
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—mq jan
__Inwmr'an APP aware 1D option
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Getting fgress timestamp

B3 Applicasom aware G-SRv6 demo setsp
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https://github.com/APN-Community
https://trac.ietf.org/trac/ietf/meeting/wiki/110hackathon
https://trac.ietf.org/trac/ietf/meeting/wiki/109hackathon
https://trac.ietf.org/trac/ietf/meeting/wiki/108hackathon
https://ieeexplore.ieee.org/abstract/document/9162934
https://www.youtube.com/watch?v=ONqwxKVmPp0
https://www.ietf.org/blog/ietf109-bofs/
https://www.ietf.org/blog/ietf110-bofs/

References — Drafts have been updated

Please find the APN BoF proposal in the IETF wiki for more information.

The archived discussions in this APN mailing list can be found here.

To subscribe the APN Mailing list,

Here are some relevant drafts and materials for your reference.
Scope & Gap analysis
o
Problem statement & Use cases
o
o
o
o
Framework
o
Security & Privacy
o
APN Community
15
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https://trac.tools.ietf.org/bof/trac/wiki/WikiStart
https://mailarchive.ietf.org/arch/browse/apn/
https://www.ietf.org/mailman/listinfo/apn
https://tools.ietf.org/html/draft-peng-apn-scope-gap-analysis
https://tools.ietf.org/html/draft-li-apn-problem-statement-usecases
https://tools.ietf.org/html/draft-liu-apn-edge-usecase
https://tools.ietf.org/html/draft-zhang-apn-acceleration-usecase
https://tools.ietf.org/html/draft-yang-apn-sd-wan-usecase
https://datatracker.ietf.org/doc/draft-li-apn-framework/
https://datatracker.ietf.org/doc/draft-peng-apn-security-privacy-consideration
https://github.com/APN-Community

