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Updates to the document

* The focus has been put back on CoAP
« A section on MQTT still exists

 The document has been updated to meet groupcomm reguirements

« KDC interface added: resources hosted, operations permitted for different roles
» Group operations expanded

* Querying for group information

« Updating authentication credentials

« Removal from the group

* Rekeying a group

« Scope AlF-Format introduced - AIF-PUBSUB-GROUPCOMM



To Do

« Token transfer method to include other methods described for the DTLS profile?
* need to define the method for KDCchallenge

« Currently not hosting policies-related resource at KDC? Include?

+ Clarify the following (the write-up was based on older documents, that are
replaced with RFC 9052/53

 Signature algorithms:

« 'sign_alg’ MUST take value from the "Value" column of one of the Recommended algorithms in the
"COSE Algorithms"

Acceptable Authentication credentials
* Previously COSE_Key

» Updated to CBOR Web Tokens (CWTs) and CWT Claims Sets (CCSs) [RFC8392], X.509 certificates
[RFC7925] and C509 certificates [I-D.ietf-cose-cbor-encoded-cert]

Group key returned in Join Response
Pub-sub protected communication — COSE Object construction (Base IV/Partial 1V use)
Group Rekeying? — default point-to-point

« KDC publishing new key to a group rekeying topic

« Update Groupcomm Requirements List (30 items)
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