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Application

HASH-THEN-SIGN TODAY – RSA / ECDSA
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Crypto module

Hash( )
9ecb36561341d18eb65484e833efea61edc74b84cf5e6ae1b81c63533e25fc8f

Sign( 9ecb36561… )

<sig octet string>

Examples:

• Application -> Network HSM

• Golang x509/x509.go -> crypto/ecdsa.go

• Smartcard reader -> smartcard

• etc



PROBLEM 1

SPHINCS+, Dilithium, Falcon all have a first step of hashing the message with a 

nonce – either random, or deterministic from the pub key:
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SPHINCS+ Dilithium

Falcon



PROBLEM 2

Naïvely doing .Sign( HASH(m) ) instead of .Sign( m ) does not impact the non-deterministic 

signature properties, but introduces a dependence on the collision resistance property of HASH.

Question 1: Do we care?

Question 2: If yes, can we safely externalize the hash step of SPHINCS+, Dilithium, Falcon 

outside the crypto module?

◦ For deterministic Dilithium & SPHINCS+ (where pre-hash is with pubkey) the answer seems to be 

“maybe”.

◦ For SPHINCS+, randomized Dilithium, Falcon, the answer seems to be “probably not” b/c of its 

reliance on an RNG.

Question 3: Can we pre-hash with a randomized hash such as .Sign( r || HASH( r || m ) ) ?
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