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— edhoc-18
— Final wrap up from WGLC 

— edhoc-19
—Directorate reviews (secdir, intdir, tsvart, genart)
— Shepherd review and Stephen’s pre-last call review

As always, details in https://github.com/lake-wg/edhoc

Since IETF 115
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https://github.com/lake-wg/edhoc


— Padding realised as EAD, with ead_label=0, PAD field removed
— EAD syntax revised, ead_value is now optional
— Clarifications:

— Identifier representation, authentication credential, RPL, 
encoding of ID_CRED with key, representation of public keys,

— y-coordination of ephemeral key and validation
— Processing after completed protocol
— Making verifications available to the application
— Relation between EDHOC and OSCORE identifiers

— Terminology alignment: session / protocol; discontinue / terminate
— Updated CDDL
— Additional unicode encodings in the document
— Large number of nits from WGLC

Summary: edhoc-17 à edhoc-18
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example, if SHA-256 is the application hash algorithm of the

selected cipher suite, HKDF SHA-256 is used as HKDF Algorithm in

the OSCORE Security Context. 

The relationship between identifiers in OSCORE and EDHOC is

specified in Section 3.3.3. The OSCORE Sender ID and Recipient ID

SHALL be determined by the EDHOC connection identifiers C_R and

C_I for the EDHOC session as shown in Figure 17. 

EDHOC \ OSCORE Sender ID Recipient ID

Initiator C_R C_I

Responder C_I C_R

Figure 17: Usage of connection identifiers in OSCORE 

Client and Server SHALL use the parameters above to establish an

OSCORE Security Context, as per Section 3.2.1 of [RFC8613].

From then on, Client and Server retrieve the OSCORE protocol state

using the Recipient ID, and optionally other transport information

such as the 5-tuple.

A.2. Transferring EDHOC over CoAP 

This section specifies how EDHOC can be transferred as an exchange

of CoAP [RFC7252] messages. CoAP provides a reliable transport that

can preserve packet ordering, flow control, and handle message

duplication. CoAP can also perform fragmentation and protect against

denial-of-service attacks. The underlying CoAP transport should be

used in reliable mode, in particular when fragmentation is used, to

avoid, e.g., situations with hanging endpoints waiting for each

other.

EDHOC may run with the Initiator either being CoAP client or CoAP

server. We denote the former by the "forward message flow" (see 

Appendix A.2.1) and the latter by the "reverse message flow" (see 

Appendix A.2.2). By default we assume the forward message flow, but

the roles SHOULD be chosen to protect the most sensitive identity,

see Section 8.

According to this specification, EDHOC is transferred in POST

requests to the Uri-Path: "/.well-known/edhoc" (see Section 9.7),

and 2.04 (Changed) responses. An application may define its own path

that can be discovered, e.g., using a resource directory [RFC9176].

Client applications can use the resource type "core.edhoc" to

discover a server's EDHOC resource, i.e., where to send a request

for executing the EDHOC protocol, see Section 9.10. An alternative

transfer of the forward message flow is specified in 

[I-D.ietf-core-oscore-edhoc].

In order for the server to correlate a message received from a

client to a message previously sent in the same EDHOC session over

*

3.8. External Authorization Data (EAD) 

In order to reduce round trips and the number of messages, or to

simplify processing, external security applications may be

integrated into EDHOC by transporting authorization related data in

the messages.

EDHOC allows processing of external authorization data (EAD) to be

defined in a separate specification, and sent in dedicated fields of

the four EDHOC messages (EAD_1, EAD_2, EAD_3, EAD_4). EAD is opaque

data to EDHOC.

Each EAD field, EAD_x for x = 1, 2, 3 or 4, is a CBOR sequence (see 

Appendix C.1) consisting of one or more EAD items. An EAD item ead

is a CBOR sequence of an ead_label and an optional ead_value, see 

Figure 7 and Appendix C.2 for the CDDL definitions.

Figure 7: EAD item. 

A security application may register one or more EAD labels, see 

Section 9.5, and specify the associated processing and security

considerations. The IANA registry contains the absolute value of the

ead_label, |ead_label|; the same ead_value applies independently of

sign of ead_label.

An EAD item can be either critical or non-critical, determined by

the sign of the ead_label in the EAD item transported in the EAD

field. A negative value indicates that the EAD item is critical and

a non-negative value indicates that the EAD item is non-critical.

If an endpoint receives a critical EAD item it does not recognize,

or a critical EAD item that contains information that it cannot

process, then the endpoint MUST send an EDHOC error message back as

defined in Section 6, and the protocol MUST be discontinued. The EAD

item specification defines the error processing. A non-critical EAD

item can be ignored.

The security application registering a new EAD item needs to

describe under what conditions the EAD item is critical or non-

critical, and thus whether the ead_label is used with negative or

positive sign. ead_label = 0 is used for padding, see Section 3.8.1.

The security application may define multiple uses of certain EAD

items, e.g., the same EAD item may be used in different EDHOC

messages. Multiple occurrences of an EAD item in one EAD field may

also be specified, but the criticality of the repeated EAD item is

expected to be the same.

The EAD fields of EDHOC MUST NOT be used for generic application

data. Examples of the use of EAD are provided in Appendix E.

ead = (

  ead_label : int,

  ? ead_value : bstr,

)



Summary: edhoc-18 à edhoc-19
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— No impact on wire format
— Clarifications:

— Relation to SIGMA, role of Static DH, Initiator and Responder roles, 
construction of SUITES_I, cipher suite negotiation example, message processing, 
padding, ead processing, long PLAINTEXT_2 processing 
— Message correlation in new subsection, appendix H removed
— Transport properties
— Terminology, notation, captions, language, acknowledgements, etc. 
— Updated IANA section with registration procedures

— Clarifying normative text in Appendix A
— Normative text in OSCORE processing
— Naming the two EDHOC over CoAP cases as “forward”/”reverse” message flow

— Updated list of security analysis papers
— New appendix with example state machine
— New and updated references



New Appendix: State Machine Example

Responder State MachineInitiator State Machine



“The use of CoAP or OSCORE with EDHOC is optional, but if
you are using CoAP or OSCORE, then certain normative requirements
apply as detailed in the subsections.”

Appendix A.2 EDHOC over CoAP



IANA considerations

These registration procedures apply for:
• Methods 
• Error Codes 
• EAD (should be only non-negative integers)
• Cipher suites (-21, -22, -23, -24 for private use)

23 is reserved in all registers

9.3. EDHOC Method Type Registry 

IANA is requested to create a new registry under the new registry

group "Ephemeral Diffie-Hellman Over COSE (EDHOC)" as follows:

Registry Name: EDHOC Method Type

Reference: [[this document]]

The columns of the registry are Value, Initiator Authentication Key,

and Responder Authentication Key, and Reference, where Value is an

integer and the key columns are text strings describing the

authentication keys.

The initial contents of the registry are shown in Figure 4. Method

23 is Reserved.

9.4. EDHOC Error Codes Registry 

IANA is requested to create a new registry under the new registry

group "Ephemeral Diffie-Hellman Over COSE (EDHOC)" as follows:

Registry Name: EDHOC Error Codes

Reference: [[this document]]

The columns of the registry are ERR_CODE, ERR_INFO Type,

Description, and Reference, where ERR_CODE is an integer, ERR_INFO

Value: 24

Array: 3, -43, 16, 2, -35, 3, -43

Description: A256GCM, SHA-384, 16, P-384, ES384,

      A256GCM, SHA-384

Reference: [[this document]]

Value: 25

Array: 24, -45, 16, 5, -8, 24, -45

Description: ChaCha20/Poly1305, SHAKE256, 16, X448, EdDSA,

      ChaCha20/Poly1305, SHAKE256

Reference: [[this document]]

+----------------+-------------------------------------+

| Range          | Registration Procedures             |

+================+=====================================+

| -65536 to -25  | Specification Required              |

+----------------+-------------------------------------+

| -20 to 23      | Standards Action with Expert Review |

+----------------+-------------------------------------+

| 24 to 65535    | Specification Required              |

+----------------+-------------------------------------+

+----------------+-------------------------------------+

| Range          | Registration Procedures             |

+================+=====================================+

| -65536 to -25  | Specification Required              |

+----------------+-------------------------------------+

| -24 to 23      | Standards Action with Expert Review |

+----------------+-------------------------------------+

| 24 to 65535    | Specification Required              |

+----------------+-------------------------------------+

¶

When parsing a received EDHOC message, implementations MUST

discontinue the protocol if the message does not comply with the

CDDL for that message. Discontinuing the protocol if the received

EDHOC message is not deterministic CBOR is RECOMMENDED.

9. IANA Considerations 

This Section gives IANA Considerations and, unless otherwise noted,

conforms with [RFC8126].

9.1. EDHOC Exporter Label Registry 

IANA is requested to create a new registry under the new registry

group "Ephemeral Diffie-Hellman Over COSE (EDHOC)" as follows:

Registry Name: EDHOC Exporter Label

Reference: [[this document]]

Label Description Reference

0 Derived OSCORE Master Secret [[this document]]

1 Derived OSCORE Master Salt [[this document]]

2-22 Unassigned

23 Reserved [[this document]]

24-32767 Unassigned

32768-65535 Private Use

Figure 13: EDHOC Exporter Label 

9.2. EDHOC Cipher Suites Registry 

IANA is requested to create a new registry under the new registry

group "Ephemeral Diffie-Hellman Over COSE (EDHOC)" as follows:

Registry Name: EDHOC Cipher Suites

Reference: [[this document]]

¶

+-------------+-------------------------------------+

| Range       | Registration Procedures             |

+=============+=====================================+

| 0-23        | Standards Action                    |

+-------------+-------------------------------------+

| 24-32767    | Expert Review                       |

+-------------+-------------------------------------+

¶

EDHOC_Exporter label registration



Next steps

—AD review
— IETF Last Call

— Submit updated version of -traces
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