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Current status

» Adoption call completed
» Currently only 6614bis document

» No spec regarding DTLS, no specs for TCP usage
- ,Downref" to RFC6613 (experimental)
- Separate document RFC7360bis for RADIUS/DTLS

22.05.23 draft-rieckers-radext-rfc6614bis



Why merge RFC6613 and RFC6614

» RFC6614 is based on RFC6613, both experimental, downref neccessary

» RFC6613 includes specs for RADIUS/TLS
- i.e. watchdog mechanism (Section 2.4)

» Merging RFC6613 and RFC6614 means: only ONE document, implementors

have to read
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Why merge RFC6614 and RFC7360

» RFC7360 is basically ,RFC6614 + these diffs/patches”
» A lot of TLS-related spec is identical

» Merging RFC6614 and RFC7360 would result in

- Truely identical spec for TLS specs
* Esp. behaviour for certificate checks

- No need to open two documents and apply the diff
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Ccons

» Maybe not a lot of things that need to be updated in RFC6613
- Downref to experimental RFC should not be a problem

» Merging RFC6614 and RFC7360 would need some additional spec

- Can an implementation be called compliant if it implements only one of
( RADIUS/TLS | RADIUS/DTLS )

- Spec would be longer

- RADIUS/TLS with TCP and RADIUS/DTLS with UDP have a few differences
regarding Implementation and Security Considerations.
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Decision for a way forward

» Leave rfc6614bis as-is
- Downref to experimental RFC6613, update RFC6613 where needed

» Include RFC6613 in rfc6614bis
- No downref, but longer spec

» Leave RFC6613 out, but include RFC7360

- Downref, one combined document for RADIUS/(D)TLS, update RFC6613
where needed

» Merge all three into one document
- No downrefs, combined document, may be longer
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Discussion/Questions?

» Contact

> Jan-Frederik Rieckers

Mail: rieckers@dfn.de
Phone: 0049 30 884299-339
Fax: 0049 30 884299-370

Address:
DFN-Verein, Geschaftsstelle

Alexanderplatz1l
10178 Berlin
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