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ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TI

FTC Staff Report Finds Many Internet Service Providers
Collect Troves of Personal Data, Users Have Few
Options to Restrict Use

October 21, 2021

The uploader has not made this video

available in your country.

THE WALL STREET JOURNAL.

NSA's Domestic Spying Grows As
Agency Sweeps Up Data

Terror Fight Blurs Line Over Domain; Tracking Email

FTC investigates whether ISPs sell your
browsing history and location data

ATST, Comcast, Verizon, T-Mobile, Google face probe into privacy and targeted ads.

Internet traffic

Is increasingly being
disrupted, tampered
with, and monitored by
ISPs, advertisers, and
other threat actors



Demand for VPNs

Users are turning to Virtual

Private Networks (VPNs) as a
panacea for security, privacy,
and information restrictions.

VPNs are now a multi-billion
dollar industry

Research / VPN Demand Statistics

ges Around the

10/

VPN Demand Sur
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\giN searches skyrocket after
ongl:ess killed your right to
Internet Privacy

Bloomberg

Kong
sﬁxlﬁéwnloads Surge in Response o Hong

Securitv Law . ntrols from Beijing
i advocates warn of more internet co legislature

- PeraCVed law from China would bypass Hong Kong

= Propos!

= DIGIDAY

SUBSCRIBE | LOGIN

Net neutrality and Privacy scandals are increasing VPN use
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In this talk...

|
User-centric study =, VPNalyzer Tool
and VPN provider x&)’ Development and
interview, and results Results
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Fundamental Questions
Still Unanswered

Why do users to turn to VPNs?
= Dwindling trust in ISPs?
What are the perceived benefits?

Companies use various marketing

tactics around discounts:

= Whatisthe impact on users?

= What are the incentivesin
sustaining such practices?

We must study both the VPN
users and the VPN providers
to gain a clear understanding
of such a large consumer
ecosystem



We surveyed 1,252 VPN users in
the U.S. and interviewed
nine popular, VPN providers

We are the first to conduct such a multi-perspective study of the VPN ecosystem



The Study

-

VPN Provider
Interviews

User Survey
(U.S. users)

VPN User Survey Qualitative study
of VPN providers



What did we find?

We systematize our various lines of inquiry into six
research questions
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Research Question 1:

Why do users use VPNs?

Security and privacy are the top reasons

82.1% Protection from Threats

58.4% Make Public Networks Safer to Use

Circumvention, torrenting among the least popular reasons
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Research Question 2:

What are users’ needs and considerations?

|
B Rank1 Il 2 Il 3 Il 4 Hl 5 Il 6 l 7
Change location[763] IR
Top requirements ina VPN: Variety of servers[865 ] I
e Speed(72.6%) Well-documented[1000] B N —_
e Price(55.4%) Exp. of logging[1002 ] M
e FEasytouseapp Easy to use GUI[101 1]
or GUI (44.1%) Price[1048] N = I
Speed[ 1067 ]/
Price is a big criteria for o Q = 3 S S

limited-to-moderate expertise users
— exploited by malicious marketing
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Research Question 2:

Resources to Find VPNs

e Actively researching on the Internet (61.1%)

e Recommendation websites(56.5%)

e Readingthe VPN providers' websites (48.1%)

= Rather than traditional methods like word of
mouth (5.7%)

Users rate search engines and recommendation
websites trustworthy; 93.9% rate them
moderately/extremely trustworthy
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Research Question 3:

Threat Models

83.9% Hackers or Eavesdroppers
65.4%% Advertising Companies

46.9% ISPs(Internet Service Providers)

Possible Shifting attitudes:
Governments [gd 54 Hackers/Ads
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Research Question 4:

Mental Models

Almost 40% of users have a
flawed mental model,
including users of all
different expertise levels

Focus Area for improvement:
Effective user education campaigns

At least 40% users indicate they are
unsure what data VPN providers can
collect about them

13% of the remaining users think
unreasonable kinds of data are collected
by VPNs
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Themes from the VPN Provider Interviews

Key Efforts High-level Understanding
from Providers Challenges the User Base
Pricing and VPN Review Dark Patterns

Marketing Ecosystem in the Industry
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Research Question 6:

Misalignments between VPN users and providers

18



Research Question 6:

Misalignments between VPN users and providers

Reliance on
Recommendation Sites

Users strongly rely on them and
believe them to be trustworthy

6 of 9 VPN providers claim
recommendation ecosystem is
largely money-motivated
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Research Question 6:

Misalignments between VPN users and providers

Reliance on
Recommendation Sites

Users strongly rely on them and
believe them to be trustworthy

6 of 9 VPN providers claim
recommendation ecosystem is
largely money-motivated

One provider said:

“You honestly cannot find
even one ranking site that
is honest...just tell people
that...so that people know”
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Research Question 6:

Misalignments between VPN users and providers

|
Reliance on View on
Recommendation Sites Data Collection
Users strongly rely on them and Over 40% users unsure what data
believe them to be trustworthy is being collected about them
6 of 9 VPN providers claim VPN providers claim clear
recommendation ecosystem is communication on logging and

largely money-motivated data audit practices
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VPNalyzer: Systematic
Investigation of the VPN

Ecosystem
R. Ramesh, L. Evdokimov, D. Xue, R. Ensafi

Network and Distributed Systems Security Symposium, NDSS 2022
‘2 Won First Place at the CSAW 22 Applied Research Competition
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| This multi-billion dollar
| .ndustry is laxly reqgulated
rife with hyperbolic claims'
and remains severely |
understudied

W susaoe (S

FTIC must scrutinize Hotspot S
alleged traffic interception, group says

-4 redirect HTTP requests 0P

artner Websites.“

Who rs
Y Behind the y
Orld rs
MOst

Po
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Home > News > Security > VPN

NordVPN A
Threat of Pu

d Banned for Exaggerating

blic Wi-Fi

) Sevacy
VPNs are Lying About LOgS
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In this talk...

|
}K}. VPNalyzer
SUMMARY
User-centric study ~=_VPNalyzer Tool T pue sz

and VPN provider 1 Development and o "
. . 192.0.2.1
interview, and results Results
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United States of America




Building VPNalyzer to Address Key Challenges

|
Modular, extensible test suite Facilitate Crowdsourced Data
Repeated VPN evaluations over time Increasing number of VPN providers
should not require starting from scratch
Evolve alongside the VPN ecosystem: Users have varied threat models and
Validating VPN fixes for issues reported use cases; they may prefer different
as disclosures requires an updatable test VPN products

suite
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;: ) VPNalyzer System Design

[
@ @Analyze results

Create results
VR record G N

@ ) Upload results to = S|
Download Display fesults to Liser Google Cloud @@ég@ P . * ©
, g0 -

VPNalyzer tool K3 VPNalyzer

% EAMPLE-ISP-NZ2 : s 9 @
PTTT T L T -

O 192021
Collect data

A
Custom Authoritative DNS

DNS used by users

Ripe Atlas Anchors

D @ * [

Custom Backend
(Port Scan, Geolocation, TLS Fingerprint,
TLS Interception, UDP Server)

ISP
]

@ Run Test @
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VPNalyzer Findings: Misconfiguration and Leakages

We found evidence of many traffic leaks, which seriously risk exposing sensitive user data

IPv6
Traffic

Only 14% support IPv6

Five VPNs leak IPv6
traffic to the ISP by
default

UMich VPN is among
them

27



VPNalyzer Findings: Misconfiguration and Leakages

We found evidence of many traffic leaks, which seriously risk exposing sensitive user data

IPv6 During Tunnel
Traffic Failure

Only 14% support IPv6 In default configuration,
33% of providers leak

Five VPNs leak IPv6 traffic to the user's ISP

traffic to the ISP by

default Even in the most secure
setting, 10 providers leak

UMich VPN is among traffic to the user's ISP, 6

them even with a “kill switch”
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We found evidence of many traffic leaks, which seriously risk exposing sensitive user data

IPv6
Traffic

Only 14% support IPv6

Five VPNs leak IPv6
traffic to the ISP by
default

UMich VPN is among
them

During Tunnel
Failure

In default configuration,
33% of providers leak
traffic to the user's ISP

Evenin the most secure
setting, 10 providers leak
traffic to the user’s ISP, 6
even with a “kill switch”

Insecure Default
Configuration

Misleading default
configuration caused
(non-browser) traffic to
be exposed to the ISP

Astrill VPN and Psiphon

tunneled only browser
traffic by default
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Consumer

Reports

Security and Privacy of
VPNs Running on Windows 10

Congresswoman Anna G. Eshoo

California’s 16th Congressional District

Home » Newsroom » Press Releases

Rep. Eshoo and Senator Wyden Urge FTC to Address
Deceptive Data Practices by VPN Providers

Should You Use a VPN?

Virtual private networks can provide a layer of privacy and
security, but many people don't need them

By Yael Grauer
b

VPN Testing Revedls Poor
Privacy and Security Practices,
Hyperbolic Claims

CR evaluated the privacy and security of 16 virtual private
networks. Here's where most of them fell short.

By Yael Grauer
Published December 7, 2021 | Updated September 30, 2022

Collaboration with
Consumer Reports

e Used our testing methodology
and the VPNalyzer tool was as
the firstin a line of systematic
investigation to evaluate a set
of popular VPNs

e Report cited by elected
officials calling on the FTC to
requlate the VPN ecosystem
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VPNalyzer

& VPNalyzer

VPNalyzer

Wed Jan 06 2021 6:43:48 PM

Download Upload Ping V P N a Iyz e r

-40 -075  +6.7

76.9: ISP 44 :ISP 90: ISP
72.9:VPN 3.6: VPN 96 : VPN .
5 ¥ . Our studies show that users have a
EXAMPLE-ISP-ASN Overview
o wort reliance and security and privacy
@ VPN Name EXAMPLE-VPN-ASN . 8 .
i e W i expectations from their VPN providers
LOCATION ISP Country United States of America . .
. Jei T Comprehensive Rests Link (Not all of them live up to their
2:;51:k/)g\;;;{]sa;yhzse;bzr%;ssu|t?uuid=286d4c98—93b6- p ro m i S e S )

High-level Results

— Speed tests indicates a loss of 4.0 Mbit/s while using VPN for

el However, identifying and

= Your ISP has IPv6 connectivity.

. _ - = nNS:ganrgusp.dwhilpm:r;nnﬁnnvIaVPNdnnntglidam |nvest|gating these inadequacies |S

Home Settings {ome

e B non-trivial for users

31



VPNalyzer

[} vpnalyzer.org

ton ool s out now. Read More

About FAO Report VPNalyzer StayInformed

Crowdsourced Investigation into
Commercial VPNs

delivering on

Information on our other e

LearnMore  Read our NEW Report!

related projects can be found GG | CREET (i

on our website

Download and use the VPNalyzer tool!

Weare in our publc bt phase.
Click the button below to access and downioad the too

Downioad the Tool

What is VPNalyzer?

ps: o ety o
‘o)
%, VPNalyzer

Crowdsourced Investigationinto
‘Commercial VPN

aurced data nd hep users ovalate the actual () o i1

a by

+ Ouantitative and quaitative user studies to understand the needs of VPN users and
howthey make choices.

+ The VPNalyzer Tool o obtain cro
performance of their VPN prov

+ Oualtative VPN provid
made by commercial prviders.

dies 1o understand the de decisions e

Publications
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