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Censorwatch
● Compiled list of potentially blocked websites

○ Court orders
○ Leaked and public government orders
○ User reports

● Developed mobile application: DNS, HTTP and TLS tests

● 10,372 websites contributed by 331 users from 25 states in India, across 71 ASes 
(~9 million measurements)



Censorwatch - Results
● HTTP-based blocking in 64 out of 71 ASes

● SNI-based blocking is used by 16 ASes out of the 64 ASes

● 10 out of the 64 ASes measured displayed signs of DNS blocking



Censorwatch - Results
● Significant variation in blocklists between networks, with most ranging from 5000 

to 7000 websites blocked

● smaller ASes were found blocking fewer websites in the range of 3000 to 5000 
each



Censorwatch - Contextualisation with legal orders
● A temporary injunction to stop piracy

● An ‘unblocking’ of awaaz.org

● Arbitrary blocking



Comparative study for India, Pakistan and 
Indonesia



Objectives
● Map laws, techniques and infrastructure used for online censorship in South Asia 

(India, Pakistan, Indonesia)

● Understand role of ISPs in exacerbating or minimising the effects of censorship 
(using OONI network measurement data)



India: Overview (1)
● There are both private and public internet service providers.

○ The Government of India and the courts can order internet service providers 
to block websites and online content.

● There are both private and public internet exchanges.
○ There is no evidence of an internet exchange being used for traffic filtering.

● The Government does not mandate any particular method of blocking, and ISPs 
are free to decide what method to use. There is also evidence of inconsistencies in 
the block-lists of different ISPs.



India: Overview (2)
● Legal background: IT Act allows blocking powers, notice sent to ISPs

● The complete official list of blocked websites is NOT available for India: all orders 
passed by the Government are secret because of regulations.

● Court orders are publicly available, and the Government has provided a list of such 
orders in response to Right to Information (RTI) requests.

● List of other potentially blocked websites have been compiled by some 
researchers.



Pakistan: Overview (1)
● The complete official list of blocked websites is NOT available for Pakistan.

● There are both private and public internet service providers.
○ The Government can order internet service providers to block websites and 

online content. ISPs are implementing filtering at this level.

● There is a state-supported/backed internet exchange. There does not seem to be 
any information about a private/non-state cooperative internet exchange.
○ There is evidence (from 2013) that the internet exchange may be involved in 

censoring traffic. But the work (from 2016) does not make reference to this 
mechanism.



Pakistan: Overview (2)
● Centralization trend

○ Web monitoring system (tender)
○ Centralized DNS server

● Web Monitoring System: government acknowledged operationalisation in 2020

● Lines of international connectivity controlled by PTCL and Transworld



Pakistan



Indonesia: Overview (1)
● There are both private and public internet service providers.

○ Diverse interconnection and international connectivity, there does not seem to 
be any centralized infrastructure.

● There are examples of private internet exchanges. Currently, there is no evidence 
that IXPs are being used for censorship.

● Blocking orders seem to have been passed to internet service providers by 
multiple state authorities, including the Ministry of Communications and 
Information Technology (MCIT) and the Election Oversight Body.



Indonesia: Overview (2)
● There were regulations that offered technical guidance to ISPs, including following 

a blocklist maintained by the MCIT.

● Total number of websites blocked is available, but no details one what is blocked 
and why. However, the TRUST+ Positif (which ISPs were mandated to follow as per 
the 2014 regulations) is publicly available.

● Regulation was updated replaced in 2020: allows Indonesian ISPs to block 
websites on their own discretion.



Indonesia: Overview (3)
● Popular services like Vimeo and Reddit have been found to be blocked only by a 

chunk of Indonesian ISPs

● 2022 proposal in Indonesia Network Operators’ Group (IGNOG) and Indonesia 
Internet Service Provider Association (APJII) presentation:
○ centralise DNS queries
○ no evidence that it has been implemented yet



Discussion (1): There are levels to it
● Censorship occurs at:

○ ISPs
○ Internet exchange points
○ Lines and chokepoints of international connectivity

● All of these can be public (state-controlled) or private infrastructure



Discussion (2): Private infrastructure
● Many ISPs are overzealous (in different ways) when it comes to blocking

● ISPs need to be pushed for adopting human rights considerations
○ (Framework)

● Measurements can uncover unlawful practices

https://github.com/gurshabad/gurshabad.github.io/blob/master/writing/isp-assessment.md


Discussion (3): Centralized vs. decentralized
● There is no ‘great firewall’ in most cases – not even in China and Iran. 

● Decentralized controls does not mean better outcomes in terms of access

● Conversely, centralized infrastructure may not necessarily mean worse outcomes



Future questions
● IETF already working in many ways (DoT, DoH, QUIC, ECH) to plug privacy-gaps

● Target of censorship orders may change
○ What happened when HTTPS was getting popular?
○ Geoblocking at open DNS resolvers?
○ Blocking of specific protocols and VPNs?


