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BGP SAVNET

O Extend BGP protocols to advertise SAV-specific information between edge/border routers
of one or multiple ASes

& Follow draft-li-savnet-intra-domain-architecture and draft-wu-savnet-inter-domain-architecture

O SAV-specific information examples
€ Asymmetrically advertised routes
@ Prefixes tagged as internal ones
@ Target source prefixes with expected incoming directions

O Assist edge/border routers on the network boundary to generate SAV rules

| SAV rules
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Comments and Responses (IETF 118)

Tracked in Github Repo: https://github.com/XiaoTianCan/BGP-SAVNET/issues

O Comment 1 David Lamparter: Disagree with the security considerations in the draft, need
to have more text there for eBGP. The presented mechanism on slide 6 is not clear to me.

€ Response: Have updated the security consideration section by discussing from two perspectives:
communication security and content security. Will refine this part continuously.

O Comment 2 Antoin Verschuren: How to validate the prefixes which are not routed? It
needs more clarification.

€ Response: Have added more description in sec. 3.3 of “Inter-domain BGP SAVNET" . A Source AS can
advertise a specific set of source prefixes that MUST be validated by ROV at the Validation AS. Validation AS
can also obtain the target source prefixes directly from RPKI ROAs or other RPKI objects, if the Source AS want
to protect all its prefixes authorized by RPKI objects.

O Comment 3 Keyur Patel: As WG chair, most of this work belongs to SAVNET WG. As WG
member, you may need to consider more complex cases, such as when fast convergence is
enabled.

@ Response 1: Will present the work in SAVNET WG and bring the feedback to IDR WG.

€ Response 2: Have added a new section to discuss convergence problems. Will add more details with the
improvement of the solution design.



Main Updates

The document was updated to draft-geng-idr-bgp-savnet-03
O Sec. 1 Introduction: Add some descriptions and a figure for illustrating the main idea
O Sec. 1.1 Terminology: Add 8 more terms with explanations
O Sec. 3.1 Goals: Update the whole subsection
O Sec. 3.2 Intra-domain BGP SAVNET: Update the figure and refine the descriptions

OSec. 3.3 Inter-domain BGP SAVNET: Add a new figure for illustrating the design, and add descriptions
on security (response to Antoin’ s comments)

O Sec. 5 BGP SAVNET Protocol Extension: Update the BGP extension designs and descriptions

O Sec. 8 Convergence Considerations: Add a new section to discuss convergence problems (response
to Keyur’ s comments)

O Sec. 9 Deployment Considerations: Add a new section to discuss deployment considerations

O Sec. 10 Security Considerations: Discuss from the perspectives of communication security and
content security

O Sec. 11 IANA Considerations: Request allocations to BGP SAVNET SAFIs



Thanks!



BGP SAVNET for Protecting Internal Prefixes
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Features:

Border routers can automatically collect
internal prefixes and simplifies operations
compared to manually configuring ACL rules.
Edge routers can exchange asymmetrically
advertised routes and avoids improper block
of strict uRPF.

Good deployability, i.e., upgrading part of
routers can also work well

Good convergence, i.e., 1) similar
propagation speed to route and 2) support
independent and incremental update (no
need to wait for complete information)



BGP SAVNET for Protecting Remote Prefixes

ROV
enabled

Only permit target source
prefixes (P1) at interfaces
\of AS2 and AS3

Choose AS_PATHs of [AS4,
AS2, AS1] and [AS4, AS3,
AS1] in RIB for target source
prefixes (P1) to reach AS4
and remote ASes

@ 5GP savNET-deployed AS

s BGP SAVNET advertisement

Features:

Source AS (AS1) can notify target source
prefixes that need to be specially protected.
Source AS (AS1) can notify the legitimate
incoming directions of target source prefixes.
Validation AS (AS4) can provide services like
1) proactive SAV, 2) reactive source address
filtering for mitigating DDoS, 3) key source
address forwarding path protection

Good deployability, i.e., any pair of
upgraded ASes can work well

Good convergence, i.e., 1) similar
propagation speed to route and 2) support
independent and incremental update (no
need to wait for complete information)
Simple trust model



