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Basic Model

1. Search: What’s the value of this LABEL?
. Update: Here’s a new value for this LABEL!
3. Monitor: What’s new with my LABELS?

- Looks like a key-value database

- Transparency Log enforces access control
rules by simply rejecting queries that aren’t
allowed

- User (generally) only needs direct
communication with the Transparency Log

User

Search / Update / Monitor

~ Query response

Transparency
Log



Tree Construction



“Log Tree” - Store information in chronological order

Left-Balanced Binary Tree: Every left - Easy to append new data
subtree is the largest possible balanced - Easy to provide consistency proofs
binary tree
X
X




“Prefix Tree” - Store key-value pairs

Trie: Every node represents a prefix that all strings stored below it share. The node’s left
child contains all strings that share the same prefix plus a ‘0’ bit; the right, plus a ‘1’
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Key: 00010 00101 10001 10111 11011 00010 00101 01101 10001 10111 11011

Value: A B C D E A B F C D E



Combined Tree

- A prefix tree contains every label->value mapping stored in the Transparency Log
- Alog tree contains the history of every version of the prefix tree

Log Tree
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Why is this
different from
last time?

Previous construction only allowed
updating one label’s value at a time;
now changing multiple is possible.

Strictly speaking, this makes
proofs larger, but:

Allows efficient “preloading”
with fake (or real) data

Batching changes is better for
constrained use-cases:
- PQ signatures can be
expensive / limited
- Smaller proofs (if batches
are large)



Searching the Tree
(Simple)



Combined Tree
1. Look up the most

recent prefix tree root

Log Tree

2. Look up the label
you want in that
prefix tree

Prefix
Trees:

3. That’sit



Searching the Tree
(More Secure but Less Simple)



Tool #1: “Full” Binary Ladder

What?

A series of lookups in a single version of the
prefix tree

Why?

Every time a new version of a label is
created, a new entry is added to the
prefix tree

We need some way to find the most
recent version of the label such that
everyone agrees on what it is

Step #1: Try greater and greater powers of 2

- Does 1 exist? Yes
- Does 2 exist? Yes
- Does 4 exist? Yes
-  Does 8 exist? No!

Step #2: Binary search to get an exact version

- Does 6 exist? Yes

- Does 7 exist? No!
- Must be 6!
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Tool #2: Binary Search in Log Tree

What? Why?
Checking several different versions of the - Looking at only a single version of the
prefix tree to see that they’re consistent prefix tree makes it very easy for the

log to hide misbehavior

- We need to make sure any value we
accept is where the label’s owner
would know to look for it

First instance of
label/version(?)

logTreeleaves: [ | [ | [ [ [ [ [ [ [ 1T /P T PP T ]1]]

Should not Should
exist here exist here



Putting them Together

Log Tree leaves: 1| 2| 3| 4| s |6 | 7|8
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1. Does version exist yet? Yes




Putting them Together

Log Tree leaves:
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2. Does version exist yet? No




Putting them Together

Log Tree leaves: 1| 2| 3| 4| s |6 | 7|8
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3. Does version exist yet? No




Putting them Together

Log Tree leaves: 1| 2| 3| 4| s |6 | 7|8
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4. Does version exist yet? Yes




Putting them Together

Log Tree leaves: 1| 2| 3| 4| s |6 | 7|8
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5. Does version exist yet? No




Putting them Together

Log Tree leaves:

Binary Search proves that #14 is

the first time the label/version
ever existed
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proves that it hasn’t changed

H_/

Checking that the label’s value is
the same at #16 as it was at #14

since the label owner inserted it




Monitoring

- As the log grows: check that search paths do not change unexpectedly

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 32

T

6. Does the version exist yet?
BETTER BE YES




Planned Future Work



Prefix Tree - Replace with self-balancing tree

- There’s some interest in using KT for non-privacy-sensitive applications
=> Using a VRF would be wasteful

- Problem: The prefix tree is a simple trie, so balanced probabilistically

- Likely solution: Replace trie with LLRB tree, but opinions welcome



Explicit support for “Proxy Mode”

- Current document is hand-wavy on how to proxy, but this is a

surprisingly common / powerful pattern:

- Enables anonymous communication
- Free, highly-effective gossip

Search(Alice)

Credential{ Alice } Response{ Alice }

Bob Alice Transparency
Log



Various

- Stronger enforcement of time
=> more efficient searching and monitoring
- Switching struct definitions to COSE
- Discussing recovery from user state loss
- Discussing recovery from log “misbehavior”



