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About Felix & Agenda

* My work: protocol verification in the symbolic model
* Example: Formal verification of iMessage PQ3" with Tamarin
* WIP: New induction scheme for Tamarin

Felix is a protocol Goal: Protocol verification

verification guy tools are the wrong tool

Teprint.iacr.org/2024/1395

Felix Linker, Dept. of Computer Science, ETH Zurich



Goal

* Prove security
e Security = Theorem
* Proof = Reduction to set of assumptions

* Theorem + assumptions should be as clear as possible

Felix Linker, Dept. of Computer Science, ETH Zurich



Related Work
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Parakeet: Practical Key Transparency for
End-to-End Encrypted Messaging

Harjasleen Malvai*t, Lefteris Kokoris—Kogias¢§, Alberto Sonnino!¥, Esha Ghosh”,
Ercan Oztiirk**, Kevin Lewi**, and Sean Lawlor**
*UIUC, T1C3, fMysten Labs, $IST Austria, YUniversity College London (UCL), |[Microsoft Research, **Meta

 Contains ~1 page of natural language proofs
* |donotunderstand the security definition
* Thisis subjective (but still a problem)
* Probably, the design is secure
* Proofs not machine-checked

o /

Felix Linker, Dept. of Computer Science, ETH Zurich



Related Work

/

Parakee
End

Harjasleen M

*UIUC, f1C3, fMysten ]

* Contains A
e |donotun

* Thisis
* Probably, t
* Proofs not

N

-

Automatic verification of transparency protocols (extended version)

Vincent Cheval José Moreira Mark Ryan
INRIA Paris Valory AG University of Birmingham
France Switzerland United Kingdom
vincent.cheval @inria.fr Jjose.moreira.sanchez@valory.xyz m.d.ryan@cs.bham.ac.uk

Proofs are machine-checked!
In symbolic model using ProVerif
But technique does not scale to our design
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Authenticated Data Structures, Generically

Andrew Miller, Michael Hicks, Jonathan Katz, and Elaine Shi
University of Maryland, College Park, USA

Very cool paper

DSL that generates server and client code

Type system gives guarantees

But: No custom proof-formats possible

But: Technique does not scale to all security properties
| don’t understand the exact guarantees

Felix Linker, Dept. of Computer Science, ETH Zurich 6



ProVerif Approach

* Background on symbolic model

’ Encryptlon: encr/Z  Encryptionis a binary function
* Decryption: decr(k, encr(pk(k),m)) =m « Semantics from equation

* You cannot model relations onterms
* Impossible: “Hash x is lexicographically smaller than hash y”

e You cannot* model tree construction

* How do the authors do it?
* Only consider blockchains + CT + transparent decryption

* Only order of transactions matters
* Concrete values irrelevant

* Adversary provides the tree and instructions for construction

Felix Linker, Dept. of Computer Science, ETH Zurich



Type System Approach

* Values are either:
* Authenticated (root-hash)
* Unauthenticated (commitment)

* Write one implementation and compiler generates:
* Server code (additionally generates proof for unauthenticated values)
* Client code (additionally consumes proof for unauthenticated values)

* Proofs are stacks of hashes (match function calls)

e Security guarantees...

* Are for free* 3
e Do notconsider time
* Do notconsider interaction of different functions

Felix Linker, Dept. of Computer Science, ETH Zurich



The Good

ProVerif Approach Type System Approach

* Adversary constructs proofs * Algorithm details matter

* Matches threat model * Message exchange is irrelevant

* Implicit universal quantifier
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ldea

* Use a high-level language tailored to code verification

* Provide a reference implementation
* Express all security properties on that reference implementation

* Possible target languages
* Dafny
* Viper
 Cogqg/lsabelle

* Assumption: Hash functions are a bijection
* |deal: Reduce any attack to collision in hash function

Felix Linker, Dept. of Computer Science, ETH Zurich
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Example

* Assume a CT-like transparency systems

verifyInclusion ::

RootHash -— User 1dnput
—-> Pseudonym -— User 1input
-> Int -— User 1nput; key version
-> [CoPathNode] -- Proof of inclusion

-> Either Error (Maybe PublicKey)

Theorem
ALl L pi 1' pi'. verifyInclusion(h, p, 1, pi) == verifyInclusion(h, p, 1', pi')

Felix Linker, Dept. of Computer Science, ETH Zurich 11



Example

* Assume a CT-like transparency systems

verifyInclusion ::

RootHash -— User 1dnput
—-> Pseudonym -— User 1input
-> Int -— User 1nput; key version
-> [CoPathNode] -- Proof of inclusion

-> Either Error (Maybe PublicKey)

Think: Serverinput

“isirrelevant”

Theorem

ALL 1L pi 1' pi'. verifyInclusion(h, p,=: verifyInclusion(h, p,)

Felix Linker, Dept. of Computer Science, ETH Zurich 12



ldea

* You just saw a security theorem for one algorithm

* More general A: Develop over time
* Running an audit now should give us provable guarantees of the past

* More general B: Connect different algorithms
* The presence of a trusted, third-party auditor should allow us to provably
reduce load of clients

Felix Linker, Dept. of Computer Science, ETH Zurich
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Summary

* Use high-level, verification-aware programming language
* Prove key transparency secure

* ...considering how the log develops over time
* ...considering interplay of different algorithms

* Message exchange is irrelevant

* Bonus: Reference implementation!
* Chose generally intelligible programming language

* Cory Myers and Felix Linker will do the verification
* Questions?

Felix Linker, Dept. of Computer Science, ETH Zurich
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