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Evolution of KT deployments

Out of band vs Third Party (Why third party?)
Monitoring, Auditing, Witnessing

Proposal: Withess with guarantees

Questions
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Key Transparency components - 0
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Key Transparency components - 1
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Architecture draft 01 - Out of Band
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Architecture draft 01 - Third Party Auditing
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Architecture draft 01 - Still Third Party Auditing
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Addition to the Architecture: Withess

Monitor Auditor Withess

Validation of one’s label

Usually done on the client for
privacy reason

Authenticated

Tied to a Log protocol

Validation of a Log structure
Usually done by a third party
|deally on public data

Tied to a Log protocol, can be
costly

Third party guarantee

Guarantee can be
timestamping, auditing,
backup, compliance, public
API, rate limit

Flexibility on the Log protocol

One witness for multiple Logs:
prefix/namespace

Threshold with a public
network

Coined on
10


https://github.com/C2SP/C2SP/blob/main/tlog-witness.md

Third-Party landscape
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KT Protocol draft 01

Tlog witness

Plexi

Reference draft-keytrans-mcmillion | C2SP/tlog-withess cloudflare/plexi
-protocol-01

Role Auditor Witness Auditor + Witness

Split-view resistance Yes Yes Yes

Signature format

H(config, tree head)

H(timestamp,
H(timestamp,
tree head,

log signature))

H (namespace,
timestamp, tree head)

HTTP API

N/A

Yes

Yes

Ciphersuite agility

Yes

No

Yes
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https://www.ietf.org/archive/id/draft-keytrans-mcmillion-protocol-01.html
https://www.ietf.org/archive/id/draft-keytrans-mcmillion-protocol-01.html
https://github.com/C2SP/C2SP/blob/main/tlog-witness.md
https://developers.cloudflare.com/key-transparency/
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Thank you

Blog post:
https://blog.cloudflare.com/key-transparency/

Documentation:

https://developers.cloudflare.com/key-transparency/

Dashboard:

https://dash.key-transparency.cloudflare.com/ (‘
GitHub: “
https://github.com/cloudflare/plexi/
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