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Agenda

1. Recap: Identity and Authorization Chaining across Trust Domains
2. Topic for Discussion - Sender constraining tokens
3. Working Group Wisdom Requests
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Preserve Authorization and 
Identity Context from Trust 
Domain A when accessing 

resources in Trust Doman B
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RFC 8693 and RFC 7523 gives us the protocol mechanics
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Client in Domain A exchanges a token with the AS in Trust 
Domain A to get an authorization grant for the AS in Trust 
Domain B

Client use the authorization grant with the AS in 
Trust Domain B to get an access token

Client present the access token to the 
resource server in Trust Domain B

Token Exchange 
(RFC 8693)

JSON
   Web Token 

(JWT) Profile for 
OAuth 2.0 Client 
Authentication 

and
   Authorization 

Grants
 (RFC 7523)
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Client in Domain A exchanges a token with the AS in Trust 
Domain A to get an authorization grant for the AS in Trust 
Domain B

Client use the authorization grant with the AS in 
Trust Domain B to get an access token

Client present the access token to the 
resource server in Trust Domain B

Token Exchange 
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AS in Trust Domain A 
transcribe claims into 
the Assertion

AS in Trust Domain B 
transcribe claims into 
the Access Token

Authorization Servers can transcribe claims to preserve context
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Cross Domain Identity Chaining

Transcribe relevant 
claims to Access Token

Token Exchange: Client Obtains 
Assertion Grant (RFC 8693)

Client Presents Token

Present 
Authorization 

Grant 
(RFC 7523)
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Use Case 1: Resource Server As Client

Token Exchange: Foo acting as Client 
obtains Assertion Grant (RFC 8693)

Foo acting as Client 
Presents Token

Foo acting as client 
Present 

Authorization Grant 
(RFC 7523)Tr
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Use Case 2: Authorization Server As Client
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Foo acting as Client to Authorization Server A 
requests a token for Domain B (e.g. using 

Token Exchange)

AS in Domain A issues an 
Assertion to itself 

(internal Token Exchange)

AS in Domain A acts as Client to AS 
in Domain B and presents Assertion 

to request Access Token

Foo acting as Client 
presents Access Token
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What’s in the Draft?

Identity Chaining: Main Document (Normative) Use Cases: Appendix (Non-Normative)

Authorization Server as Client

Resource Server as Client



Open Question: Sender Constraining Tokens
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Cross Domain Identity Chaining
1. Client requesting Access Token interact with AS in Domain B
2. Use MTLS or DPoP to constrain tokens



Cross Domain Identity Chaining
1. Client requesting Access Token interact with AS in Domain B
2. Use MTLS or DPoP to constrain tokens

Open Question: Sender Constraining Tokens

RS 
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AS  
Domain B

Client 
Domain A

AS  
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Acting as Client to AS 
in Domain B

Use Case 1: Resource Server as Client
1. Resource Server requesting Access Token while acting as client 

interacts with AS in Domain B
2. Use MTLS or DPoP to constrain tokens



Open Question: Sender Constraining Tokens

Use Case 2: Authorization Server as a Client
1. Resource Server requesting an Access Token does not interact directly with AS in Domain B.
2. Authorization Server in Domain A acts as client and requests an Access Token on-behalf-of the Resource Server in Domain A.
3. Not supported by MTLS or DPoP -> A new “Delegated Key Binding Mechanism”?
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Acting as Client to 
AS in Domain A

AS in Domain B cannot 
verify proof of possession of 

key under control of RS 
acting as client in Domain A

Cross Domain Identity Chaining
1. Client requesting Access Token interact with AS in Domain B
2. Use MTLS or DPoP to constrain tokens
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Use Case 1: Resource Server as Client
1. Resource Server requesting Access Token while acting as client 

interacts with AS in Domain B
2. Use MTLS or DPoP to constrain tokens



The Client cannot access the Authorization Server
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Why?
● The Client may not have knowledge of the AS
● The Client may not have network access to the AS
● Strict access control on resources is required and enforced 

by the AS
● The AS requires authentication, but the Client cannot

Authorization 
Server

Client Resource 
Server

X Not possible



A proxy can access the Authorization Server
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Proxy does have Access!
Client Resource 

Server

Authorization 
ServerProxy

X Not possible



Delegated sender constraining of tokens (Key Binding)

● Proxy, AS seem as one entity to the Client
● Proxy has trust relationship with AS
● Proxy verifies PoP from Client

Client Resource 
Server

Proxy Authorization 
Server

(A) Request Access Token

(B) Request “cnf” of Client in Token

(C) Token w/”cnf” of Client

(D) Token
(pass through Proxy)

(E) Access

● Proxy forwards Client’s “cnf” claim to AS
● AS includes Client’s “cnf” claim in access token

Appear as one to the Client



Use Case #2 (in Identity Chaining draft)

● AS in domain A acts as the Proxy
● Trust Relationship between AS in Domain A and AS in Domain B

Client Resource 
Server B

Authorization 
Server A

Authorization 
Server B

(A) Request Access Token (D) Token

(B) Request
Token

(C) Token
“aud”: RSB
“cnf”: [Client]

(E) Access

Domain A Domain B

Specify in draft or
leave as implementation details?



Other Applications Emerging

Workload 1

Platform ProxyWorkload 2

Workload N

Identity 
Provider

Proxy manages all 
interactions with IdP for 

efficiency (e.g. Istio 
Ambient Mode)

IdP provisions credentials, but 
does not directly interact with 
workloads (cannot verify PoP)



Questions for Working Group

Sender Constraining tokens:

1. Should all use cases be supported (including the “AS as Client Proxy”)
2. Should sender constraining be described for the Identity Chaining flow and “RS as Client” use case (using 

MTLS and DPoP)?
3. Should sender constraining tokens be omitted from this draft and left for profiles or future drafts?

Delegated Key Binding

4. Should Delegated Key Binding be left as an implementation detail?
5. Should Delegated Key Binding be defined in this draft?
6. Should Delegated Key Binding be defined in another draft?


