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Challenge

• Closed-source and Un(der)specified

• Context: Confidential Computing
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• Closed-source and Unspecified: Functionality of SCONE QE?

• Unspecified: Structure of SCONE Quote?
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DCAP-based SCONE Attestation
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Closed-source

• App + SCONE Runtime in one enclave

• Unspecified: Bootstrapping of CAS
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Generation of Remote Evidence (Stage iii)
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• How can app owner be sure that SCONE Runtime is not malicious?

• Unspecified: Conveyance of Evidence
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Report Data for Stage iii
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• Protocol for agreement of versions unspecified

• SPKI is not cert!

• EKM should not be used as nonce in the general case!

• Claim: several properties, such as state at rest, are attested.
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Appraisal of Remote Evidence (Stage iii)
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• App Owner may not really be the RVP!
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Summary

• Closed-source
• SCONE QE
• SCONE Runtime
• CAS
• SCONE CLI

• Unspecified
• Functionality of SCONE QE (vs. DCAP QE)
• Structure of SCONE Quote
• Protocol for agreement of versions
• Conveyance of Evidence
• KDF for RK in stage ii
• Report data for stage ii
• Certificate chain for CAS
• Bootstrapping of CAS
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