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Note Well
This is a reminder of IETF policies in effect on various topics such as patents or code of conduct. It is only meant to point you in the 
right direction. Exceptions may apply. The IETF's patent policy and the definition of an IETF "contribution" and "participation" are set 
forth in BCP 79; please read it carefully.

As a reminder:

● By participating in the IETF, you agree to follow IETF processes and policies.
● If you are aware that any IETF contribution is covered by patents or patent applications that are owned or controlled by you 

or your sponsor, you must disclose that fact, or not participate in the discussion.
● As a participant in or attendee to any IETF activity you acknowledge that written, audio, video, and photographic records of 

meetings may be made public.
● Personal information that you provide to IETF will be handled in accordance with the IETF Privacy Statement.
● As a participant or attendee, you agree to work respectfully with other participants; please contact the ombudsteam 

(https://www.ietf.org/contact/ombudsteam/) if you have questions or concerns about this.

Definitive information is in the documents listed below and other IETF BCPs. For advice, please talk to WG chairs or ADs:

● BCP 9 (Internet Standards Process)
● BCP 25 (Working Group processes)
● BCP 25 (Anti-Harassment Procedures) 
● BCP 54 (Code of Conduct)
● BCP 78 (Copyright)
● BCP 79 (Patents, Participation)
● https://www.ietf.org/privacy-policy/(Privacy Policy)

https://www7.ietf.org/contact/ombudsteam/
https://www.rfc-editor.org/info/bcp9
https://www.rfc-editor.org/info/bcp25
https://www.rfc-editor.org/info/bcp25
https://www.rfc-editor.org/info/bcp54
https://www.rfc-editor.org/info/bcp78
https://www.rfc-editor.org/info/bcp79
https://www.ietf.org/privacy-policy/


Note Really Well

● IETF meetings, virtual meetings, and mailing lists are intended for professional collaboration and 
networking, as defined in the IETF Guidelines for Conduct (RFC 7154), the IETF Anti-Harassment 
Policy, and the IETF Anti-Harassment Procedures (RFC 7776). If you have any concerns about 
observed behavior, please talk to the Ombudsteam, who are available if you need confidentiality to 
raise concerns confident about harassment or other conduct in the IETF.

● The IETF strives to create and maintain an environment in which people of many different 
backgrounds and identities are treated with dignity, decency, and respect. Those who participate in 
the IETF are expected to behave according to professional standards and demonstrate appropriate 
workplace behavior.

● IETF participants must not engage in harassment while at IETF meetings, virtual meetings, social 
events, or on mailing lists. Harassment is unwelcome hostile or intimidating behavior—in particular, 
speech or behavior that is aggressive or intimidates.

● If you believe you have been harassed, notice that someone else is being harassed, or have any 
other concerns, you are encouraged to raise your concern in confidence with one of the 
Ombudspersons.



Welcome Aris as ROLL co-chair!! :-)
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BIG Thanks Dominique for the AMAZING job!! :-)



Resources - Remote Participation 

○ Meetecho: 
https://meetings.conf.meetecho.com/interim/?group=0d39da70-fd41-40fd-a10e-b6
40b5e6f26b
■ Make sure your audio and video are off unless you are chairing or presenting 

during a session
■ Use of a headset is strongly recommended

○ Note taking: https://notes.ietf.org/notes-ietf-interim-2024-roll-03-roll

■ Minute takers:  Please volunteer, thank you :)

○ Zulip: https://zulip.ietf.org/#narrow/stream/roll

○ All material: 
https://datatracker.ietf.org/meeting/interim-2024-roll-03/session/roll

This session is being recorded

https://meetings.conf.meetecho.com/interim/?group=0d39da70-fd41-40fd-a10e-b640b5e6f26b
https://meetings.conf.meetecho.com/interim/?group=0d39da70-fd41-40fd-a10e-b640b5e6f26b
https://notes.ietf.org/notes-ietf-interim-2024-roll-03-roll
https://zulip.ietf.org/#narrow/stream/roll
https://datatracker.ietf.org/meeting/interim-2024-roll-03/session/roll


ROLL Agenda - interim-2024-roll-03 

Time (UTC)  Duration  Draft/Topic             Presenter

14:00 - 14:05 5 min WG Introduction Chairs

14:05 - 14:30 25 min Status: draft-ietf-roll-rnfd-03 Chairs/Authors

14:30 - 14:40 10 min Status: draft-ietf-roll-enrollment-priority-11 Chairs/Authors

14:40 -14:48     8 min Status: draft-ietf-roll-mopex-07 Chairs/Authors

14:48 -14:58 10 min Status: draft-ietf-roll-nsa-extension-12 Chairs/Authors

14:58 -15:00 2 min Open Floor Everyone

https://datatracker.ietf.org/doc/draft-ietf-roll-rnfd/
https://datatracker.ietf.org/doc/draft-ietf-roll-enrollment-priority/
https://datatracker.ietf.org/doc/draft-ietf-roll-mopex/
https://datatracker.ietf.org/doc/draft-ietf-roll-nsa-extension/


Draft status

Supporting Asymmetric Links in Low Power Networks: AODV-RPL 
draft-ietf-roll-aodv-rpl-18

AD Evaluation 

Root initiated routing state in RPL draft-ietf-roll-dao-projection-34 Submitted to the IESG  for publication 

Common Ancestor Objective Function and Parent Set DAG Metric Container 
Extension
draft-ietf-roll-nsa-extension-12

Issues being addressed, in progress

Controlling Secure Network Enrollment in RPL Networks 
draft-ietf-roll-enrollment-priority-11

New version today

Mode of Operation extension draft-ietf-roll-mopex-07 Addressing Open Issues

RNFD: Fast border router crash detection in RPL draft-ietf-roll-rnfd-03 WGLC?

RPL Capabilities draft-ietf-roll-capabilities-09 waiting for attention

RPL Storing Root-ACK draft-jadhav-roll-storing-rootack-03 waiting for attention

https://datatracker.ietf.org/doc/draft-ietf-roll-aodv-rpl/
https://datatracker.ietf.org/doc/draft-ietf-roll-dao-projection/
https://datatracker.ietf.org/doc/draft-ietf-roll-nsa-extension/
https://datatracker.ietf.org/doc/draft-ietf-roll-enrollment-priority/
https://datatracker.ietf.org/doc/draft-ietf-roll-mopex/
http://datatracker.ietf.org/doc/draft-ietf-roll-rnfd/
https://datatracker.ietf.org/doc/draft-ietf-roll-capabilities/
https://datatracker.ietf.org/doc/draft-jadhav-roll-storing-rootack/


Milestones



Open Issues in Github - https://github.com/roll-wg/

MOPEX: 2 Tickets
● #11: Alvaro Review - Major and Minor Issues
● #12: Old values in new Tables - how to address them

RNFD: 4 Tickets
● #1: Routing Directorate Review -- Addressed in v03
● #2: Security Directorate Review - small nits --Addressed in v03
● #3: Anand Review -- Addressed in v03
● #4: Carlels Review -- Addressed in v03

Nsa-extension: 2 Ticket
● #28: "SHOULD be set to MAX_PATH_COST...MUST NOT select" 
● #59: clarification needed on select the candidate neighbor - MRHOF

enrollment-priority: 2 Ticket
● #18: Security Directorate Review-- Addressed in v11
● #19: Routing Directorate Review-- Addressed in v11
● #20: Review of Dave Thaler-- Addressed in v11

https://github.com/roll-wg/mopex/issues/11
https://github.com/roll-wg/mopex/issues/12
https://github.com/roll-wg/draft-rnfd/issues/1
https://github.com/roll-wg/draft-rnfd/issues/2
https://github.com/roll-wg/draft-rnfd/issues/3
https://github.com/roll-wg/draft-rnfd/issues/4
https://github.com/roll-wg/draft-ietf-roll-nsa-extension/issues/28
https://github.com/roll-wg/draft-ietf-roll-nsa-extension/issues/59
https://github.com/roll-wg/draft-ietf-roll-enrollment-priority/issues/18
https://datatracker.ietf.org/doc/review-ietf-roll-enrollment-priority-10-rtgdir-early-bonica-2024-01-31/
https://github.com/roll-wg/draft-ietf-roll-enrollment-priority/issues/20


 REGULAR Meetings

Regular Interim Meetings: every two months

○ Next Interim Meeting: June, September ? - Doodle to follow

○ IETF 120 ?



  

RNFD: Fast border router
crash detection in RPL

Konrad Iwanicki ROLL Interim, May 22nd, 2024

draft-ietf-roll-rnfd-03

Published March 20, 2024



  

Why consider LBR crashes?

An LBR:
● plays a central role in an LLN 

(DODAG root),
● is typically more involved than a 

constrained node,
● usually requires a tethered power 

supply (hard to back up in many 
deployments).



  

What happens in RPL under an 
LBR crash?

● All links to the dead LBR have to be detected as down by the 
LBR's neighbors.

● Otherwise, the LBR's neighbor with such a link may incorrectly 
advertise a valid path.

● Link crash detection is typically reactive:

● In low-data-rate applications, it may take a while.

● Learning by all nodes that none of their links may contribute to 
a path to the LBR is slow and requires traffic:

● repeated parent changes due to local repair attempts,

● routing loops due to inconsistencies between nodes,
● Trickle timer resets upon parent changes and loop detection.



  

RNFD Design Principles

● Explicitly coordinating LBR monitoring 
between nodes.

● Avoiding probing all links to the dead LBR.
● Proactive checking for a possible LBR crash 

when some nodes suspect such a failure may 
have taken place.

● Maximizing independence of RPL.



  

Node Roles in RNFD

● Sentinel – DODAG root's neighbor that 
monitors the DODAG root's status.
● There are typically multiple of them.
● Not every neighbor of the root has to be Sentinel.

● Acceptor – any node that is not Sentinel and 
only accepts their observations.
● The DODAG root itself is also Acceptor.



  

Principal Ideas behind RNFD

● Individual sentinels detect crashes of their 
links to the DODAG root.

● This information is exchanged in a new option 
in link-local RPL messages (DIOs and DISs).

● Based on the number of sentinels having their 
links with the DODAG root down, all nodes 
consent that the DODAG root has crashed.



  

Reviews of version 02

Version 02 of the draft received reviews from:
● S.V.R. Anand (16/11/2023)
● Carles Gomez Montenegro (27/11/2023)
● Victoria Pritchard, RtgDir (27/11/2023)
● Chris Lonvick, Secdir (02/12/2023)



  

Reviews of version 02

Version 02 of the draft received reviews from:
● S.V.R. Anand (16/11/2023)
● Carles Gomez Montenegro (27/11/2023)
● Victoria Pritchard, RtgDir (27/11/2023)
● Chris Lonvick, Secdir (02/12/2023)

Thank you!



  

Addressing the comments

● Done in replies to the reviews (mailing list, all 
on 20/03/2024).

● Resulted in changes to the draft (Version 02 → 
Version 03):

https://author-tools.ietf.org/diff?doc_1=draft-
ietf-roll-rnfd-02&doc_2=draft-ietf-roll-rnfd-03



  

Addressing the comments



  

Addressing the comments



  

Addressing the comments



  

Addressing the comments



  

Status of the draft

● Got back confirmation from S.V.R. Anand and Carles 
(both on 14/05/2024).

– One small remark from Carles to address.
– Will do that in a subsequent version.

● Next steps?



Controlling Secure Network Enrollment in RPL networks

12

draft-ietf-roll-enrollment-priority



Enrollment-priority -
Controlling Secure Network Enrollment in RPL Networks

● Today v 11.

● Security Directorate Review: Has Issues, Ticket #18 :

○ Addressed in v11

● Routing Directorate Reviews: Ready with nits. Ticket #19: 

○ Addressed in v11

● Review of Dave Thaler: Ticket #20

○ Addressed in v11

● Next Steps: 

○ Chairs to call WGLC

○ Shepherd to publish write-up

○ Comments/Suggestions?



MOPEX: Mode of Operation extension
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draft-ietf-roll-mopex



MOPEX
Mode of Operation extension

● Work in Progress:
○ Open Issues: https://github.com/roll-wg/mopex/issues

● We need contributors
○ Dominique provided some text on MOPEX values 0..6
○ Pascal suggested a better use of bits, essentially using MOPEX as a 

version number for existing MOP values
○ thoughts? what next?

● Next Steps, when new version is ready:
○ chairs to ask for WG Internal Review: at least 2 reviews
○ chairs to ask for Routing and Security Directorate Reviews
○ chairs to issue WGLC
○ shepherd to publish write-up
○ Additional Comments/Suggestions?

https://github.com/roll-wg/mopex/issues


Common Ancestor Objective Function and Parent Set 
DAG Metric Container Extension
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draft-ietf-roll-nsa-extension



NSA-extension
Common Ancestor Objective Function and Parent Set DAG Metric Container Extension 

● -12 was published right before IETF118 ROLL session
● 6 comments (2 IANA, 4 Alvaro) were addressed in last version.
● At IETF118, ticket #28: https://github.com/roll-wg/draft-ietf-roll-nsa-extension/issues/28

prompted suggestion to rewrite this draft and remove 
dependency on RFC6719 or on any specific metric

● Aris to look at it, to suggest text in new branch on GitHub.
● No progress yet

https://github.com/roll-wg/draft-ietf-roll-nsa-extension/issues/28


Open Floor

● Additional Comments or Questions?
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