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Goals and scenarios

Keeping a low header overhead
* Main motivation to introduce SCHC (HC) over IEEE 802.15.4 networks

SCHC Header defined in draft-ietf-schc-architecture
e For 6lo: fully compressed (if possible) or contributing low header overhead

Main problem in SCHC HC over IEEE 802.15.4: multihop communication
* Route-Over: Straightforward (SRO), Tunnel-based (TRO), Pointer-based (PRO)
* Mesh-Under

Two possible network types

* Single-instance networks
* All devices in the network use a single SCHC Packet Instance
 SCHC Header MUST be fully compressed
* Multiple-instance networks
* Some devices in the network use more than one SCHC Packet Instance
* SCHC Header cannot be fully compressed



Multiple-instance networks

* Example:
* TRO (tunnels from/to the 6LBR or RPL Root)

* Two SCHC Packet instances: black and blue
* Two corresponding SoRs

Host E
(RulelD 2, AC) /
(RulelD 2, AD) fmmm e +- Host F
(RuleID 3, AE) --- |Internet|
(RulelD 3, BF) [ tommme-- +
6LBR ---------~-
/ \
/ \
6LR 6LR == -mmmmmmmm - +
(no Rules)/| | (no Rules) | RuleID 1:
/| I | RuleID 2:
/| I | RuleID 2:
/] I | RuleID 3:
Host D Host A Host B Host C RulelD 3:

(RuleID 2) (RuleID 1) (RulelID 1) (RuleID 2) RulelD 2:
(RulelD 2) (RuleID 2) (RuleID 2)

(RuleID 3) (RulelD 3)
(RulelD 2)

In TRO:
- SCHC Header needed (i.e., not
compressed) for both UL and DL
- Otherwise, 6LBR or
endpoints do not know
which Rule needs to be used
for decompression

- The SCHC Header comprises a
parameter to determine the
SoR to be used

Pair of endpoints

E ]

]

-

™~

J>UUEI-‘=-D)-‘=-J='

O  T"mwmo m



Multiple-instance networks

* Example:
* PRO (pointer tells how to find the IPv6 dest address compression residue)

e Two SCHC Packet instances: black and blue
e Two corresponding SoRs

Host E
/
Fommmmma- +- Host F In PRO:
(RuleID 3, AE) --- |Internet]| - SCHC Header needed (i.e., not
(RulelD 3, BF) [/  #-------- + compressed)
y 6LBR ; """"""" - Otherwise, 6LBR or
/ \ endpoints do not know
6LR 6LR ------=------ + Pair of endpoints which Rule needs to be used
(no Rules)/| | (no Rules) | RuleID 1: A, B for decompression
/| I | RuleID 2 A, C _
/| | | RuleID 2: D, B - The SCHC Header comprises a
/] | | RuleID 3: A, E parameter to determine the
Host D Host A Host B Host C RulelD 3: B, F SoR to be used
(RuleID 2) (RuleID 1) (RulelID 1) (RuleID 2) RulelD 2 A, D

(RulelD 2) (RuleID 2) (RulelD 2)

(RuleID 3) (RulelD 3) 4
(RulelD 2)



Multiple-instance networks

* Example

e SRO (straightforward: all routers store all the Rules used in the network)

 Two SCHC Packet instances: black and blue
* Two corresponding SoRs

Host E
(RulelD 2) /
(RulelID 1) +--mm o - +
(RuleID 2) --- |Internet| .
(RuleID 3) /  +-----=-- + In SRO:
6LBR --------- - SCHC Header needed (i.e., not
/ \ compressed)
/ \ : : - Otherwise, nodes do not
6LR 6LR ---==--==---- + Pair of endpoints )
(RuleID 1) | | (RuleiD 1) | RuleID 1: A, B know which Rule needs to
(RuleID 2) | | (RuleID 2) | RuleID 2: A, C be used for decompression
(RuleID 3) | | (RuleID 3) | RuleID 3: A, E
(RuleiD 2) | | (RulelD 2) | RulelD  2: A, B - ASCHCH r parameter woul
Host A Host B Host C SCHC eade- paramete O.Ud
(RuleID 1) (RuleID 1) (RuleID 2) need to be unique network-wide
(RuleID 2) (RulelD 2)
(RuleID 3) .

(RulelD 2)



Multiple-instance networks

* Example:
e Mesh-Under

e Two SCHC Packet instances: black and blue
e Two corresponding SoRs

(RuleID 3, AE)
(RulelD 3, BF) /[

Host E
/
+-------- +- Host F
--- |Internet]|
-------- +
6LBR -----------
/ \
/ \
6LR BLR --========-=- +
(no Rules)/| | (no Rules) | RuleID
/| | | RuleID
/| | I RuleID
/| | | RuleID
Host D Host A Host B Host C RulelD
(RuleID 2) (RuleID 1) (RulelID 1) (RuleID 2) RulelD
(RulelD 2) (RuleID 2) (RulelD 2)
(RuleID 3) (RulelD 3)

(RulelD 2)

Pair of endpoints
A, B
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In Mesh Under:

- SCHC Header could be fully
compressed

- The 6LBR or an endpoint can
know which rule to be used
for decompression based on
the source MAC address
(which is carried in the
Mesh-Under header)

- But SCHC Header not fully
compressed if multiple SCHC
Packet instances for a given pair
of endpoints (i.e., if the source
MAC address is not enough)!



Frame formats with SCHC Header

* TRO, downward, source is not the root

OLD:
S L L L IEEE 802.15.4 frame payload --------------c-co---- >
<- SCHC pkt -»>
o2 coo0 THTS gog TOOTF oo TWETD goo OTNSOSD oo STPOSSSS Toos=oos + - - +
|11110001 | SRH-6LoRH| RPI- | IP-in-IP | 1000100 |Cmprd|payload| pad |
|Page 1 | | 6LoRH | 6LoRH  |SCHCDsptch| Hdr | | |
SE== L Lo =EEEE L. =EEsm L. =EsES= L =eEs=ss= L SAss==ss +------- + - - +
(Page 1)
<----- This specification ----- >
NEW:
e IEEE 802.15.4 frame payload --------------------------- >
<- SCHC pkt -»
e e T R o= = 4
|11110001 |SRH-6LoRH| RPI- | IP-in-IP | ©1000100| |SCHC|{mprd|payload| pad |
|Page 1 | | 6LoRH | 6LoRH  |SCHCDsptch| Hdr| | | |
== L. mEERS L. SSAsE L. TEESSE L, SSEsSSS5 L FeEsssansossss=sss=ss + - - +
(Page 1)
{ ________



Frame formats with SCHC Header

* PRO header

OLD:

NEW:

©123456701234567012345670123

fmmmmmmmmmmmmaa- 4-4 = = = Fmmmmmmmmmeea- fofmmmmmmmmmmmae +
| SCHC |C| | |H]| |
| Pointer |I| DCI | Bit Pointer |L| Address |
| Dispatch |D]| | [M| Length |
fmmmmmmmmmmmmaa- 4-4 = = = Fmmmmmmmmmeea- fofmmmmmmmmmmmae +
1234567061234 ....5670123456700123
fmmmmmmmmmmeeaas R T T T +
| SCHC |C| | | |H] |
| Pointer |I| DCI ||SCHC||Bit Pointer |L| Address |
| Dispatch  |D] | Hdr| [M]| Length |
fmmmmmmmmmmeeaas R T T T +




Frame formats with SCHC Header

* SRO header

OLD:

NEW:

e IEEE 802.15.4 frame payload ---------- >
e SCHC Packet ----- >
T S S T NSRS RS + - - - -3
| SCHC Dispatch | Cmprd Header | Payload | Padding |
fmmmmmmm——— e fmmmmmm - mmmm - + - - - - +
f===s=s=s======= IEEE 802.15.4 frame payload --------------- >
{=====- SCHC Packet ----- >

fmmmmmmm——— e PR — - fmmmmm - + - - - - +
| SCHC Dispatch ||SCHC Hdr|| Cmprd Header | Payload | Padding |
Ty IR T T e fommmmmm - + - - - - +




SCHC architecture concepts for SCHC HC over 15.4

¢ Single-insta nce networks: From draft-ietf-schc-architecture-02:
Fommmm e e Fommmm e +
* SCHC Header | SCHC Packet | SCHC Packet | SCHC Packet | S
* Fully compressed | Instance ___ | Instance ___ | Instance ___ | C
| [SoR] | [SoR] | [SoR] | H
| [ 1] 1| [ 1]c
* SCHC Header Instance I I I I L
* One SoR +----inst_idl---+----inst_id2---+----inst_id3---+ A
* The SoR contains a single implicit Rule : SCHC Header Instance SR - ‘IIE’
. o] .
. [ ] .R
e SCHC Packet Instance e e e e e e e e +
* Only one, thus only one SoR y
/
e Discriminator +-- Discriminator: (SCHC HEADER)(SCHC PACKET)

e SCHC Dispatch (or SCHC Pointer Dispatch)?

* From draft-ietf-schc-architecture, Discriminator is used to:

» “determine the SCHC Instance that is used to decompress the SCHC
header, called a SCHC Header Instance” 10



SCHC architecture concepts for SCHC HC over 15.4

* Multiple-instance networks:

From draft-ietf-schc-architecture-02:

* SCHC Header REEEEEETEEEEEE ReEEEEEEELTEEE Fommmmmmmomo o +
. | SCHC Packet | SCHC Packet | SCHC Packet | S
Compressed (not fully) | Instance _ | Instance _ | Instance __ | C
| [SoR] | [SoR] | [SoR] | H
« SCHC Header Instance I [] I ] I ] I C
* One SoR, may comprise several Rules | | | | L
+----inst_idl---+----inst_id2---+----inst_1id3---+ A
. SCHC Header Instance Y
* SCHC Packet Instance ' [SoR] . E
* There are several . (] -R
. Each one Wlth ItS Corresponding SORS e ; ................... +
/
. .. /
* Discriminator +-- Discriminator: (SCHC HEADER)(SCHC PACKET)

e SCHC Dispatch (or SCHC Pointer Dispatch)?

* From draft-ietf-schc-architecture, Discriminator is used to:

« “determine the SCHC Instance that is used to decompress the SCHC header,
called a SCHC Header Instance”



(Device) (NGW) (App)

$-mmm - + Fmmmm - +
. . AS | coap | | CoAP |
Transition protocol stack :; Lo
p H Fmmmmm——— + +-------- +
.C | scHC | | SCHC |
| inner | cryptographical boundary | inner |
-A_é-._.I._(.:;'é\F.-i .-._.-._.-._.-._.-._.—._.-._.-.._.-._.-i_.(-:(;zl;-.T
pC | outer | | outer |
* 6LoOWPAN HC for IPv6 Pe Vs ) s
| outer | 1layer / functional boundary | outer |
* SCHC for UDP/CoAP i e T
B L iesssasrs aasmssasssassaamass aaaaaasaas
t IPV6 IPV6 IPVE
* SCHC Header ve L T LT
* To identify CoAP Dn s s
k C LPWAN LPWAN
R T S
{=====-mmmmmm— - IEEE 802.15.4 frame payload ------------------ >
T T Fmmmm e + - - +
| RFC6282-compressed | | | |
| IPv6 header | SCHC-compressed | CoAP Payload | Pad |
| (NH=0,Next Header=SCHC)| UDP/CoAP headers | | |
Frmmmmmmmmm e —— - LT Frmmmmmmm e m +- - -+

12



How to identity upper protocols: UDP and CoAP

{===mmmmmmmmm - - IEEE 802.15.4 frame payload ------------------ >
e +----———————————— F+-=-=-—————————— + - - +
OLD | RFC6282-compressed | | | |
| IPv6 header | SCHC-compressed | CoAP Payload | Pad |
| (NH=0,Next Header=SCHC)| UDP/CoAP headers | | |
i e +---—— e = el +- - -+
e IEEE 802.15.4 frame payload -—-——-—-————-———————————————————— >
o - o - o +—————— +- - +
| RFC6282 - compressed| SCHC- | SCHC-compressed | SCHC- |SCHC-compressed|CoAP | |
hJEVV | IPv6 header | Header | UDP Header | Header| CoAP header | Payload| Pad]
| (NH=0, Nxt Hdr= SCHC) | | | | | | |
o - o o +—————— +- - +
/ | \_ \
e / | \ \_
| | | |
v v v v
Fo—————————- to——————- + <-- Non-Compressed Fo——————- +
| Session ID | UDP Next-| SCHC Header--> | UDP Port |
| | Header | | for CoAP |
o F—m———— + e +
Rule Rule
o —— -ttt - o ——— + o —— -ttt +————— o +
| FID |FL|POS|DI| TV | MO | CDA | | FID |FL|POS|DI| TV | MO | CDA |
o —— -ttt - o + o -ttt +————— o +
| SCHC.sesid | 8] 1 |B1|0x00 |MSB(7)| LSB | | SCHC.CoAP-Port|16] 1 |Bi|5683 |equal | not-sent |
| SCHC.UDP-NxtHdr|16| 1 |Bi|5683 |equal | not-sent | Fomm B e e Fo————- to—————————- +
o —— -ttt - o +

13



Thanks!
Questions?
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