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NIPC status

• NIPC repo:
 

https://github.com/ietf-wg-asdf/asdf-nipc

➢ OpenAPI model updated
➢ Sample sdf models 
➢ Draft04 PR available for review
➢ A few more updates before publishing draft04

• Open-Source project: 

https://github.com/iot-onboarding/tiedie

➢ Contributions & comments welcome!
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NIPC Architecture
NIPC operations leverage SCIM objects {id} (device or group 
id) in the path.

1) Registering NIPC properties, actions & events: declare an 
sdf model with protocol mapping
• NIPC registration API’s: register an sdf model for a device-id or 

group-id
• Include  a reference in the SCIM object for a group or device 

2) NIPC operations: properties, actions & events:
• Operations leverage sdf affordances defined in a registration 
• Optionally protocol mappings can be used directly in NIPC APIs

3) NIPC event publishing
• Operations leverage sdf affordances defined in a registration 
• Optionally protocol mappings can be used directly in NIPC APIs
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NIPC registrations
1. Sdf model registration

• To perform operations on NIPC properties, actions or events, these 
must be declared and mapped to a protocol-specific attributes.

• There are no longer individual properties or event registration APIs, 
there is now an SDF model registration API.

• Registrations are for a SCIM object {id} (device or group id)
• Top level sdfThing or sdfObject 
• NIPC APIs leverage SDF affordances (sdfProperties, sdfActions 

and sdfEvents)
• SDF affordances contain protocol mapping 

2. Data app registration
• Allows a NIPC control app (ability to perform NIPC operations on 

am {id} to register a data app that will be authorized to receive 
specific events

• Registrations are for a SCIM object {id} (device or group id)
• Can also be declared in the device/group SCIM obj
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POST /{id}/registration/model
 -> create a model for {id}
GET /{id}/registration/model
 -> get all models for {id}

PUT GET DELETE /{id}/registration/model/{sdfRef}
 -> manage a model {sdfRef}

POST PUT GET DELETE
/{id}/registration/data-app/{data-app}
 -> manage a data-app
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Protocol Mapping
• Protocol mapping is extensible to new 

protocols (IANA registration required)
• Available Protocol mappings:

• Property
• Event
• Broadcast
• Service discovery
• Protocol specific error codes

• Protocol mapping can be leveraged in SDF, 
or in a NIPC API.
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"sdfProperty": {

   "heartrate": {

      "description": "The current measured heart rate",

      "type": "number",

      "unit": "beat/min",

      "observable": false,

      "writable": false,

      "protocolMap": {

         "ble": {

            "serviceID": "12345678-1234-5678-1234-56789abcdef4",

       "characteristicID": "12345678-1234-5678-1234-56789abcdef4"

        }

                            }
         }
}
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NIPC property APIs
APIs that allow apps to get and update device properties. If the underlying protocol requires connection management, it 
will be performed as part of the API call.
• Operations on sdfProperties with protocol mappings, as defined in the sdf model registration associated with the {id}
• GET (read) & PUT (write) properties
• sdfProperty can be referenced using a fragment identifier or global name
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NIPC event APIs
APIs that allow apps to enable or disable event reporting on devices. If the underlying protocol requires connection 
management, it will be performed as part of the API call.
• Operations on sdfEvents with protocol mappings, as defined in the sdf model registration associated with the {id}
• POST (enable) & DELETE (disable) an event
• GET event status
• sdfEvent can be referenced using a fragment identifier or global name
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NIPC action APIs
APIs that perform actions on devices.
• Operations on sdfActions with protocol mappings, as defined in the sdf model registration associated with the {id}
• PUT performs an action on a device
• sdfProperty can be referenced using a fragment identifier or global name
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NIPC action APIs with embedded protocol mapping
APIs that perform actions on devices, but do not use registered properties, events or actions. These APIs have 
embedded protocol mappings
• Can be executed without registering an sdf model
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NIPC extensions
• Extension API’s are compound APIs that leverage the basic NIPC APIs
• They combine multiple NIPC APIs into 1 API call in order to facilitate complex operations
• New extensions can be created and can be IANA registered
• Vendor-specific extensions can be created (not IANA registered)
• Currently defined extensions:

• Extension-Bulk: Bulk API, allows the execution of NIPC operations in bulk
• Extension-File: Bulk API to allow the transfer of a file to a device across multiple NIPC operations
• Extension-Blob: Bulk API to allow the transfer of a binary blob to a device across multiple NIPC 

operations
• Extension-Firmware: Bulk API to perform firmware upgrade of a device across multiple NIPC 

operations
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NIPC repo

/nipc-sdf-example   -> sdf model examples with protocol mapping

/nipc-openapi    -> NIPC openapi definition

/nipc-openapi/protocolmaps  -> NIPC openapi protocol mapping definitions

/nipc-openapi/extensions  -> NIPC openapi definitions for extensions

/nipc-openapi/extensions/vendor-specific  

     -> NIPC openapi definitions for vendor-specific  

      extensions

/cddl     -> CDDL definition for data subscriptions
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Discussion
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