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Recap

Presented draft-parecki-oauth-client-id-metadata-document at IETF 121



https://datatracker.ietf.org/doc/draft-parecki-oauth-client-id-metadata-document/

Client ID Metadata Document

e The client publishes their metadata (Dynamic Client Registration vocabulary)
ata URL

O  https:/www.iana.org /assignments /oauth-parameters /oauth-parameters.xhtml#client-metadata
o Doesn’t have to be at a predefined path, but it should be a “stable URL”, and may be
displayed to the end user
e This URL is used as the Client ID in the authorization request

o ...&client _id=https://example-app.com/client.json&scope-=...



https://www.iana.org/assignments/oauth-parameters/oauth-parameters.xhtml#client-metadata

Client ID Metadata Document / These MUST match

(like in Protected Resource Metadata)

...&client_id=https://webmention.io/id&...

"client _id": "https://webmention.io/id",
"client _name": "Webmention.io",
"client _uri": "https://webmention.io",
"logo uri": "https://webmention.io/img/webmention-logo-380.png",
"redirect_uris": [
"https://webmention.io/auth/callback”
]
}



Applicability

Pre-registration of clients is not possible when the client developer has
no prior relationship with the authorization server, for example:

e Open source chat app connecting to self-hosted chat server
e Apps that connect to self-hosted services, such as Mastodon or
WordPress, where there is no single central server to register the

OAuth client



Recap

Presented draft-parecki-oauth-client-id-metadata-document at IETF 121

Much of the discussion was about the use of the URL as a client ID rather than
about the metadata document itself



Problem

Root problem is overlap of the https namespace

x509 san_uri, redirect_uri, OpenlD Federation, Client Metadata Document all use https
URLSs as the Client ID value

The resulting problems are:

e AS doesn’t know how to resolve metadata, and client can’t indicate how
e Security issues as discovered in OpenlD for VP

There are existing deployments that use these https URLs



Client ID Scheme defined by OpenlID for Verifiable Presentations

https://openid.net/specs/openid-4-verifiable-presentations-1 0.html#section-5.10

Introduces a namespace for Client IDs
<client _id scheme>:<client _id value>

e Defines several schemes: redirect _uri, did, verifier_attestation,

X509 san_dns, x509 san_uri
o e.g. ..&client_id=did:example:1234%&...

scheme value

e Defines the https scheme for use by OpenlD Federation
o e.g. ..&client_id=https://example.com/&...

scheme value

e And fallback for pre-registered clients


https://openid.net/specs/openid-4-verifiable-presentations-1_0.html#section-5.10

Proposal

Define Client ID Scheme as an IETF draft
https://datatracker.ietf.org/doc/draft-parecki-oauth-client-id-scheme/

With support for https URLs for ecosystems that use only one scheme

e OpenlD Federation

o  https://openid.net/specs/openid-federation-1_0.html
e Client Metadata Documents
o https://datatracker.ietf.org/doc/draft-parecki-oauth-client-id-metadata-document/

If you use https Client ID Scheme, you MUST have only one way to retrieve client metadata. If
conflicting uses of https URLs are expected, you MUST either prefix them or use a different
issuer for each.

Update OpenlID for VP and Client Metadata Documents to reference
Client ID Scheme draft.


https://datatracker.ietf.org/doc/draft-parecki-oauth-client-id-scheme/
https://openid.net/specs/openid-federation-1_0.html
https://datatracker.ietf.org/doc/draft-parecki-oauth-client-id-metadata-document/

Unique issuer

An AS can avoid conflicting interpretations of https client metadata by using a
unique issuer, AS metadata, and authorization endpoint for each use, e.g.

OpenlD Federation

.../authorize/federation?client _id=https://example.com/client.json&...

Client ID Metadata Document
.../authorize/client?client_id=https://example.com/client.jsonk&...

Note: This is only necessary if you expect to need to support multiple uses of https
URLs as client IDs.


https://example.com/client.json&
https://example.com/client.json&
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OAuth 2.0 Client ID Scheme

Abstract

This specification defines the concept of a Client Identifier Scheme to
enable Authorization Servers and Clients to use more than one
mechanism to obtain and validate Client metadata.

https://datatracker.ietf.org/doc/draft-parecki-oauth-client-id-scheme/
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