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Security setup of loT devices

* Overview of terms used when discussing the initial security setup
of loT devices:
* Bootstrapping
* Onboarding
* Provisioning
Enrollment
Commissioning
Initialization
Discovery
Registration



Security setup of loT devices

* |Initial assumptions about the device
* E.g.: SZTP expects x.509 certificates in the form of IDevID certificates

* Beliefs imparted to the device after protocol execution

* E.g.. SZTP imparts ownership voucher, the owner certificate, and
onboarding information

* Players: E.g..: SZTP requires
* Device manufacturer: installing certificates and enrolling owners

* Device owners: managing owner certificates, maintaining network
iInfrastructure to authenticate the device serial number



Security setup of loT devices

* |llustrative list of protocols covered
Provocols |
Bluetooth mesh
DPP
Enrollment over security transport (EST)
OMA LwM2M
EAP-NOOB
OCF
FIDO
BRSKI
SZTP
LPWAN
Thread



Security setup of loT devices - Changes

* Terms: Bootstrapping, provisioning, onboarding, enrollment,
configuration, discovery.

- _Onboarding : used to refer to the information that the device
needs to join the owner's network. In particular, the
onboarding information includes the boot image the device must
run, an initial configuration the device must use, and scripts
that the device must successfully execute. Note that in SZTP,
onboarding information is not the entire set of information
that the device needs for bootstrapping. Prior to obtaining
the onboarding information, the device also needs the owner
certificate and ownership voucher to verify the onboarding
information received later.

- _Enrollment_: describes the process by which the device owner
registers with the device manufacturer, ensuring that the
manufacturer recognizes the owner and issues the necessary
ownership vouchers. This crucial association is later used by
the manufacturer to provide the owner with the serial numbers
of the devices based on the order. The owner then uses these
serial numbers during the bootstrapping process to verify the
devices as their own.

- _Discovery_: used for describing the process by which devices

- - -



Security setup of loT devices - Changes

* Players: Administrator, Bootstrap Server, Client, Device,

Manufacturer, Onboarding Server, Owner, Redirect Server, Bootstrap
Server, User, Owner

*  *Players*: SZTP requires significant involvement of the device
manufacturer. The manufacturer is responsible for installing the
client identity certificate and trust anchors for verifying
botstrapping server certificates and ownership vouchers during the
manufacturing process. Additionally, the device manufacturer must
support the enrollment of the owner by verifying the owner
certificate and issuing an ownership voucher. After receiving an
order for devices from an enrolled owner, the manufacturer needs
to inform the owner of the serial numbers corresponding to the
ordered devices. This naturally necessitates robust asset
tracking systems. Lastly, the manufacturer may also need to
operate well-known bootstrapping servers that the device contacts
to retrieve the owner certificate and ownership voucher. At the
same time, the device owner also carries substantial
responsibility, including enrolling in the manufacturer’s SZTP
program, managing the keys associated with the owner certificate,
and maintaining the network infrastructure to authenticate the
device's serial number and confirm its association with the order
placed with the manufacturer. Once authenticated, the owner is
responsible for sending signed and/or encrypted onboarding
information to the device.



Security setup of loT devices — Review needed

* |llustrative list of protocols covered
Bluetooth mesh
DPP
Enrollment over security transport (EST)
OMA LwM2M
EAP-NOOB
OCF
FIDO
BRSKI
SZTP v
LPWAN X
Thread X

BN Kl

X X

X



Security setup of loT devices — Review needed

* Comparison section on
* Terminology
Initial assumptions about device
* Processes
* Players
Beliefs imparted to device

* To follow once individual protocol descriptions are complete
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