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Security setup of IoT devices

• Overview of terms used when discussing the initial security setup 
of IoT devices:
• Bootstrapping
• Onboarding
• Provisioning
• Enrollment
• Commissioning
• Initialization
• Discovery
• Registration
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Security setup of IoT devices

• Initial assumptions about the device
• E.g.: SZTP expects x.509 certificates in the form of IDevID certificates

• Beliefs imparted to the device after protocol execution
• E.g.: SZTP imparts ownership voucher, the owner certificate, and 

onboarding information

• Players: E.g..: SZTP requires 
• Device manufacturer: installing certificates and enrolling owners
• Device owners: managing owner certificates, maintaining network 

infrastructure to authenticate the device serial number
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Security setup of IoT devices

• Illustrative list of protocols covered
Protocols

Bluetooth mesh

DPP

Enrollment over security transport (EST)

OMA LwM2M

EAP-NOOB

OCF

FIDO

BRSKI

SZTP

LPWAN
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Security setup of IoT devices - Changes

5



Security setup of IoT devices - Changes
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Security setup of IoT devices – Review needed

• Illustrative list of protocols covered
Protocols Ready to Review

Bluetooth mesh x

DPP x

Enrollment over security transport (EST) ✓

OMA LwM2M ✓

EAP-NOOB ✓

OCF x

FIDO x

BRSKI x

SZTP ✓

LPWAN x
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Security setup of IoT devices – Review needed

• Comparison section on
• Terminology
• Initial assumptions about device
• Processes
• Players
• Beliefs imparted to device

• To follow once individual protocol descriptions are complete
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