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Today’s Agenda

• Recent updates
• Recap X509 and WIT, WPT and HTTP 

Message Signatures
• Rehash the great WPT vs. HTTP 

Message Signatures debate



Changes Since Last IETF (Madrid)

Draft Six or Seven
• Rework the WPT's oth claim
• update the [media]typ[e] values 
• miscellaneous and editorial fixes
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WIMSE IDENTITY 
CERTIFICATE

Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number:
            38:b7:15:ef:41:60:ee:e4:c2:45:7f:bb:67:b2:2f:57
        Signature Algorithm: sha256WithRSAEncryption
        Issuer: C=US, O=IETF, CN=ks_31H9aUx4MmHWsyCrinSxo0SMjHE
        Validity
            Not Before: Sep  8 10:17:35 2025 GMT
            Not After : Sep  9 10:17:45 2025 GMT
        Subject: C=US, O=IETF, 
x500UniqueIdentifier=7edc9bc778e29b06dc9021755baf627e
        Subject Public Key Info: 
        X509v3 extensions:
            X509v3 Key Usage: critical
                Digital Signature
            X509v3 Extended Key Usage:
                TLS Web Server Authentication, TLS Web Client Authentication
            X509v3 Basic Constraints: critical
                CA:FALSE
            X509v3 Subject Key Identifier:
                28:3D:15:DB:85:23:AA:0F:B0:59:37:98:DF:0A:F2:46:55:C9:F8:3C
            X509v3 Authority Key Identifier:
                4F:4C:F7:80:E3:F6:03:04:E4:01:C6:36:CB:6A:1E:49:D6:4F:B1:B2
            X509v3 Subject Alternative Name:
                URI: wimse://example.org/my-workload

      (DNS: my-workload.example.org)



WIMSE IDENTITY 
TOKEN (WIT)

{
    "alg": "ES256",
    "typ": "wimse-id+jwt",
    "kid": "July 4"
}
.
{
    "iss": "https://example.com/trusted-central-authority",
    "sub": "wimse://example.com/specific-workload",
    "exp": 1717612470,
    "jti": "x-_1CTL2cca3CSE4cwb__",
    "cnf": {
        "jwk": {
            "kty": "OKP",
            "alg": "EdDSA",
            "crv": "Ed25519",
            "x": "1CXXvflN_LVVsIsYXsUvB03JmlGWeCHqQVuouCF92bg"
        }
    }
}
.
[Signature]

• iss, sub, exp, jti and cnf claims are required (except where that’s changed in recent 
drafts)

• HTTP-Header “Workload-Identity-Token”. 

• Key binding via RFC 7800. (Self-contained via JWK in the confirmation claim)

• Not a Bearer token! 

• No audience

• Differs from JWT-SVID: added iss and cnf claims, removed aud claim



WIMSE PROOF TOKEN 
(WPT, pronounced whippet 

or whip it) 

{
    "alg": "EdDSA",
    "typ": "wimse-proof+jwt"
}
.
{

   "iss": "wimse://example.com/specific-workload",
   "aud": "https://service.example.com/path",
   "exp": 1717612820,
   "jti": "__bwc4ESC3acc2LTC1-_x",
   "tth": "l8_Ffsx-34tV3hRI...lpBhF42UQUfWVAW",
   "wth": "Ji8TlMNFk3qmzmWe...uFAFFSV1RgFOr3b"
}
.
[Signature]

• Signature corresponds to key in ‘cnf’ of Workload Identity 
Token.

• A proof of possession for the WIT cnf key that authenticates 
the calling workload

• ‘ath’, ‘tth’ claims bind access token or transaction token via hash 
for user and authorization context.
•  ‘oth’ for hash(es) of other token(s) 

• ‘wth’ claim binds back to WIT with a hash
• HTTP-Header “Workload-Proof-Token”



MESSAGE SIGNATURES

GET /gimme-ice-cream?flavor=vanilla HTTP/1.1 
Host: example.com 
Signature: wimse=:…dkqa2WfCQ==: 
Signature-Input: wimse=("@method" "@request-target" 
"workload-identity-token");created=1718291357;
expires=1718291657;nonce="abcd1111";
tag="wimse-service-to-service" 
Workload-Identity-Token: aGVhZGVyCg.VGh…Lgo.c2l…JlCg

• The draft defines which headers must be signed

• Easy to extend for different context headers (assuming both sides 
agree)

• Optionally: sign the response





Discussion (again for the very first time)

IETF 120 Vancouver, July 2024



Workload Proof TokenHTTP Message Signatures 
(RFC9421)

Proof of key possession

Integrity protection of HTTP 
message

Protocol

“Technology” required

Response signing

Specialised & feature-rich, but 
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Integrity Protection

• Workload-to-workload communication sometimes includes a 
middleware proxy that is able to read & potentially modify the 
message.

• HTTP Message Signatures includes certain aspects of the HTTP 
message (headers, content) by default to be included into the 
signature, effectively protecting the integrity of it.

• WPT does not protect the message and is merely a way to 
demonstrate proof of key possession.

• HTTP Message Signatures is unlikely to allow a replay, while the 
WPT can be replayed within the audience (e.g. the endpoint).

When integrity protection is desired HTTP Message Signatures 
provides a standardized way to achieve that. 
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No shortage of work ahead…
See you in Madrid Montreal this coming July November!



BACKUP



Integrity Protection

• Some deployments include a proxy (a.k.a. API Gateway) that 
sees unencrypted traffic

• With HTTP Message Sigs, the proxy is unable to modify any 
semantically-significant part of the traffic without validation 
failing

• Coverage of DPoP is limited: the URL, body and other parts of 
the message can be modified by a malicious proxy

• Extending DPoP to protect against such changes would easily 
make it as powerful (and complicated) as HTTP Message Sigs

• OTOH, leaving the choice to deployers is arguably wrong


