Alg 18iIn1.1.1.1



Deadlines aren’t that far away

US Federal Government: PQ authentication by for
high-value assets and high-impact systems.
EU roadmap (not binding): by . fully PQ for high-risk

use cases and critical infrastructure.
Similar national guidance from UK, , .

Following quantum advances earlier in the year, ,
, and target to be fully PQ by


https://www.federalregister.gov/documents/2026/06/25/2026-12909/securing-the-nation-against-advanced-cryptographic-attacks
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://www.ncsc.gov.uk/guidance/pqc-migration-timelines
https://www.cyber.gov.au/business-government/secure-design/quantum/planning-for-post-quantum-cryptography
https://cyber.gouv.fr/enjeux-technologiques/cryptographie-post-quantique/
https://blog.google/innovation-and-ai/technology/safety-security/cryptography-migration-timeline/
https://blog.cloudflare.com/post-quantum-roadmap
https://www.microsoft.com/en-us/security/blog/2026/06/30/microsoft-advances-quantum-safe-security-as-the-risk-timeline-shifts/

We need a PQ DNSSEC story



| don't care much what the story is

DNSSEC isn't a high value system.

DNS doesn’t believe in quantum computers.
ML-DSA-44 in DNSSEC will work just fine.

We need better post-quantum signature schemes.
We need to rework DNSSEC drastically.



| do care about having more clarity soon.

That allows everyone that depends on DNSSEC to plan accordingly.



Which one is easiest to check?
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00 B-

bas@MXCXF2JM70 dig +dnssec @1.1.1.1 valid.mldsa44.dnstest.dev
;i Truncated, retrying in TCP mode.

; <«<> Di6 9.10.6 <<>> +dnssec ©1.1.1.1 valid.mldsa44.dnstest.dev
; (1 server found)
;i global options: +cmd
Got answer:
—»HEADER «— opcode: QUERY, status: NOERROR, id: 54218
flags: qr rd ra ad; QUERY: 1, ANSWER: 3, AUTHORITY: ©, ADDITIONAL:

;i OPT PSEUDOSECTION:
; EDNS: version: 0, flags: do; udp:
;i QUESTION SECTION:
;valid.mldsa44.dnstest.dev. IN

;i ANSWER SECTION:

valid.mldsa44.dnstest.dev. O IN A 188.114.96.0

valid.mldsa44.dnstest.dev. 0 IN A 188.114.97.0

valid.mldsa44.dnstest.dev. 0 IN RRSIG A 18 4 0 20261002205839 20261001195839 23176 valid.mldsa44.dnstest.dev. 3CYyvugmaN8jQtulLNb0OOGO/ucsyPoNk9S90igHS4irCAVSByaZprIL
/ LoyiVQ9v5/u88a9waCNObHQEQV6U+i0fNO376D3Uy3WNIESBmtTdDUHp /yLnCqsg5+XjioQzDW519H+31u2rF70PPCVzwdsZko2ZQcIxsu9gul2t Vh26ZJ1kiWhSOUQMBUMF663S50KVbTo4kZxhJyH/cOR1xZQp7hwYSvIC BD
B71avRVM2azoKQ3eS+79rqPCVw3jBb+i86EEKMsJYNewGsHKC+zmSX 5szjnD4y9ZukLZTcTCjPSF3tBYCL+d4P6QyHrhjgNbAan7KoErwEMAoI mQdTJFNDRaHb0/4BcDzJp4jqaWMisON+UFTLKmfcPC4H2Fgi2yzZXhhx jfp4VM
K/UWS5fzVEOIsC2vsfl8azfal+uQzPfFmgom78MEcé1hozrDbnb sPJclEqbH/TLdOOFZoAK+gov4o4mk9mcz9KAN25vhijrTmVMjvmcINSh 4bbllpwgPOnfmpdeSUAwGoxpVHJKknnfegsUbURpcTHxgCvIEHaMFwu7K BWZTTXZ/Pu

vlqCx +fmROs8a0BVIMtsFX/gbYD6505HFUbqAgKZNVif® /9tINJCc4TL3WUpWi915EW0rqsAgx6Z9DCEtha/096BXdJhNEGIYJ842z1 eRAVJISUEZPO26TnHNLaXPUhICLzeFJVTK925QD4WhtUS/S/WBGSZcWI o/+CYDW1PXpppd
TpKkCvphWBk62cLONBx80jk+x+RHeySVNEFBT1jYE8F h2LWQM2hil+YepTYPe+HTsTp0qXQJ/JIOfanEKlm4kha+rIHvZPaUwzr nBvP1QNcUVFpOScJKOEUKI1AZTU9WX+BHWVZqdrSEkggAahC3959y2c7 n/AsBOjQU/7k7YyH23
dVUtzjRq28XsRLY4sSUDW68FYeMIWFirA76Vf+2 KjSueo7Aeg+kyqylOChwoMidBH373KAm8I72 //EGinWwQoTpAUeaTQfq bIrg0YsSN6QNDROSUTX6kz1XQospczM/VEI6XCmMAUTVL+QKdbrsDJO/K j3mfAPmM8C6MIVYFF+pb8Vx
3sggGfTGWUHEYtoWKRWyqiD+pAQAETbMhy xkSnmMwnpQmU7863hvSR0oj1QnyZ831Zt9UaUSbC26YVOLQvapfoghawn rfBhqmXWws3TgXBS0YJgxo0iV/nsUW2K1ZXBBmcHN80x90JSdz4q9HWsM 49Z18Sp5SEsBhQGn01i20/yD47X
Ekmq+V1DFtU66QzHfPUqQTVNZMQRK8+ sPYvo4Fhcpn3yW2efJk2XjYc9laryKIpSERmMKPYuoy61bJVnls3xTals Js7RwWDITyn2RmISWé6gmfSm3rkYYzS8T3C1Vn5S6FFYoWvCXRG30mY128Q CRCSG8vilONFMQNXOBUpPBEGIYj2j6+
gWBMOGTRVO3gy6j6AALiEX/qyW d9z9gbnwSmsMfao9UvgGpvlLuzBnsfPZj2696bb3/L55maHKSzjuUFNt IjP/EqIJSKHToPLUXzGbNVrxPxZ+i5aqve9VpIgDrMI+0y/3FVyUq/Nk iMUd9q/S7RAVAN47M41KRV+b1bjWLF7Q31
OMApv2ICeZcxtKQ7FNA+6A DdLhBxaGABSE3DimZO+BUWKS4HGL9I1cq9IEonGUBOKrgLvorTAs86Ww bxRbVWpURDOjBTwXWqe/QsnT+0DZtLFyx1l4nv16a0B/id8dz3ZjebJHY NdktwZ9aBoAdCZUvBXbzQG6zr3fgickhZLh705y
3JVdwsJihX1p4kM/31i 9e3algxgX1gYdsXMdu9LdMNvSzsoQnfSFfTZRSpL74NPPqvvS40YWLVILT bCEwWZ7kmxkXImEXnn6fft2DrLrNIMLSNj1gvxdYZ5bgvLMBkQnD72S7q 9fp6XIgZAIn7ZcA7+j6N4nif00bK6FK/FC0/ApOs+b
mvj722xSyNgQOp 1yX428bqHkkwG0XhhS04uhzT1l1/gsXMx031oM4NMav0QJviIrjmCpbkL 9pleF3gVtbOrWSeMDgjeZnovnclTOFA9RCSWP4LFMPYhUouQLZ1SgcMX QIpgMBC3Z4zWsrTelIAsnDclKhTbhlhruOliLyQhN65Dmhy
UycNiZe0ZS 6QoTlbeI283TJQ/NBBb11Z5NnoCNyaVdyYCe8dIK42JrDZEwVtZQ8kqu 7F53SoYJIUazVMqt/9pvixjLBd3QdcHy9K3HZKXUI/LY1+cYUVASAXU4 35bgazDmZ14ftZdCd39wFssnilN9pPi79+VrVvmucDTKicuib5
e+mCAB ajJnOKtm7Bv+xBc8BAqtwKyGjKBxuaxxb5U8waUsyCJEGi3QcRIOPSéa 4Cvp79VWTO0eIzQyzLX2XH+VLJFUbIGJiaZ+ww35L6CHf+xkBLcdC80Yk tzEsOoivlV+piGJAt95/DIF0idKGm/12JLPpYJPbwrM9jt9YKCAQX6E
Fi @rVn3F+cnFX/9RgS5UEGaslsyb4DP6uIuGS2WLdTB8RTARYPLY97GE7S5TN BCvK6i4xYLN31AabQXHUA3AUBDZAYLZyg4uxYwav3vgNWG/He+S4qNiS UIpMwYdMefHWP8M6cjpeXd34TR1D9VVQDHVF2EyqY9DaSEvCBAcletHG x
swzLTj800fb70vimmIt6LOIW4RTSeVrfyqSC6PFtdXATX/cT9uxT1FU 8Ju7tsWBCmk2fP1+t393TyzBtDisEgcOxJYcTZZ1tPUJcgL1P42rzJfX nFOQ+mafI4FHMMVYTsTwxz500Z50J1Ff6nE1Yhi4kKW9hzv25jSH+AMCX 7nCuK
JLs1EtEs47A4jQx6GKORqrctSVRSxvW8BVi/68P+1VcPObzHa9nH+ UPqIUJ9CqPagFb4nkXFeixf/WgricdwéRlqfcvNaXka8WPlr+irknvFx wmtcgh/gxhSvTiJLRSNESQ4+Q44hf1JzH169M51ZgL8Y+euIIfWvYbJB s3xr4PNjD
/z1TKeuBwdPzy4GcPHHS5tTX+5hd/ndzb2tKHwsyxnULué6NR /uBP71legcg64XbOYeMdHZIgQ8nStm/9bgJmExyoCv+yzFt1QMk0sj61lA d6KpiR9JuSH00Sg+P3bskfakKRIcahvoeQekNFhkS5QEVGSVCGjpaSwtTW 3Q8ab42TpcDDé
erv8/gRIZEyQEyQnMgROXF1d4WMKSyhpd3j7P8AAAAA AAAAAAAAAAAAAAAAAAAAAAAAAAAAABEeJZY=

Query time: 16 msec

SERVER: 1.1.1.1#53(1.1.1.1)

WHEN: Thu Oct 01 22:58:39 CEST 2026
MSG SIZE rcvd: 2563




Testing ML-DSA-44 at scale

IANA alg 18 to ML-DSA-44.

1.1.1.1 support alg 18 with downgrade protection™®.
Added support to authoritative (for now opt-in.)
Test zones, eg.

Please wait...

Starting today (?) we're running probes
From challenges pages (those ),

to gather data on breakage and
performance.

Vicky will results at OARC 47.


https://datatracker.ietf.org/doc/draft-westerbaan-dnssec-mldsa/
https://blog.cloudflare.com/post-quantum-dnssec-1111
https://dnstest.dev/
https://indico.dns-oarc.net/event/58/contributions/1256/

If data looks good, we'll roll out alg 18 signing

That won't be the end of the story: we will still have 2,420
bytes of motivation to do better.



DNSSEC isn't a high value system.
DNS doesn’t believe in quantum computers.
ML-DSA-44 in DNSSEC will work just fine.

We need to rework DNSSEC drastically.



Better PQ signatures

There are promising signature schemes in the NIST on-ramp
(eg. MAYO), but need more time to gain confidence, and wiill

not before 2031. Recent attacks on
HAWK and SQISign underscore this.

| would be surprised to see a final FN-DSA (Falcon) standard in
2029, given its specification complexity and


https://blog.cloudflare.com/ml-dsa-will-have-to-do/#timelines
https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/7z-y5qp-W2Y/m/a11CmUsuBQAJ

Downgrades with dual-signed zone



Response signed with
ML-DSA-44 and ECDSA

Hijack response ——> Forge ECDSA signature
and withhold ML-DSA-44

N

Attacker

Response signed with
only the forged ECDSA

Valid ECDSA path

i

Resolver accepts
answer




Preventing downgrades

Downgrade is easy to prevent by having the validator insist on
a PQ signature if the parent zone advertises it in
authenticated DS record.

This does go against RFC 6840's “validators SHOULD accept
any single valid oath”.



Thank you!

blog.cloudflare.com/post-quantum-dnssec-1111
dnstest.dev/post-quantum
draft-westerbaan-dnssec-mldsa



https://blog.cloudflare.com/post-quantum-dnssec-1111/
https://dnstest.dev/post-quantum/
https://datatracker.ietf.org/doc/draft-westerbaan-dnssec-mldsa/

