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Deadlines aren’t that far away

US Federal Government: PQ authentication by Dec 31, 2031 for 
high-value assets and high-impact systems.

EU roadmap (not binding): by Dec 31, 2030: fully PQ for high-risk 
use cases and critical infrastructure.

Similar national guidance from UK, Australia, France, …

Following quantum advances earlier in the year, Google, 
Cloudflare, and Microsoft target to be fully PQ by 2029.

https://www.federalregister.gov/documents/2026/06/25/2026-12909/securing-the-nation-against-advanced-cryptographic-attacks
https://digital-strategy.ec.europa.eu/en/library/coordinated-implementation-roadmap-transition-post-quantum-cryptography
https://www.ncsc.gov.uk/guidance/pqc-migration-timelines
https://www.cyber.gov.au/business-government/secure-design/quantum/planning-for-post-quantum-cryptography
https://cyber.gouv.fr/enjeux-technologiques/cryptographie-post-quantique/
https://blog.google/innovation-and-ai/technology/safety-security/cryptography-migration-timeline/
https://blog.cloudflare.com/post-quantum-roadmap
https://www.microsoft.com/en-us/security/blog/2026/06/30/microsoft-advances-quantum-safe-security-as-the-risk-timeline-shifts/


We need a PQ DNSSEC story



I don’t care much what the story is

DNSSEC isn’t a high value system.

DNS doesn’t believe in quantum computers.

ML-DSA-44 in DNSSEC will work just fine.

We need better post-quantum signature schemes.

We need to rework DNSSEC drastically.



I do care about having more clarity soon.

That allows everyone that depends on DNSSEC to plan accordingly.
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Testing ML-DSA-44 at scale

IANA assigned alg 18 to ML-DSA-44.

1.1.1.1 support alg 18 by default with downgrade protection*.

Added support to authoritative (for now opt-in.)

Test zones, eg. valid.mldsa44.dnstest.dev

Starting today (?) we’re running probes
From challenges pages (those ➡),
to gather data on breakage and
performance.

Vicky will present results at OARC 47.

https://datatracker.ietf.org/doc/draft-westerbaan-dnssec-mldsa/
https://blog.cloudflare.com/post-quantum-dnssec-1111
https://dnstest.dev/
https://indico.dns-oarc.net/event/58/contributions/1256/


If data looks good, we’ll roll out alg 18 signing

That won’t be the end of the story: we will still have 2,420 
bytes of motivation to do better.
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Better PQ signatures

There are promising signature schemes in the NIST on-ramp 
(eg. MAYO), but need more time to gain confidence, and will 
not be broadly available before 2031. Recent attacks on 
HAWK and SQISign underscore this.

I would be surprised to see a final FN-DSA (Falcon) standard in 
2029, given its specification complexity and planned changes.

https://blog.cloudflare.com/ml-dsa-will-have-to-do/#timelines
https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/7z-y5qp-W2Y/m/a11CmUsuBQAJ


* Downgrades with dual-signed zone





* Preventing downgrades

Downgrade is easy to prevent by having the validator insist on 
a PQ signature if the parent zone advertises it in 
authenticated DS record.

This does go against RFC 6840’s “validators SHOULD accept 
any single valid oath”.



Thank you!
blog.cloudflare.com/post-quantum-dnssec-1111
dnstest.dev/post-quantum
draft-westerbaan-dnssec-mldsa

https://blog.cloudflare.com/post-quantum-dnssec-1111/
https://dnstest.dev/post-quantum/
https://datatracker.ietf.org/doc/draft-westerbaan-dnssec-mldsa/

