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Overview of Changes
Version -01 addresses technical review feedback and working group discussion.

All differences may be viewable through this link:
https://author-tools.ietf.org/iddiff?url2=draft-ietf-ediint-rfc4130bis-01

Three major areas of change:

1. Technical Review Response
      Simplified specifications, added IANA registries, improved clarity around algorithm 

capabilities

2. HTTP Connection Management
     Clarified persistent connections, removed unnecessary requirements
     Examples in Appendix A no longer include “Connection: close”

3. Compression/Signature Ordering
     Documented implementation flexibility and requirements

https://author-tools.ietf.org/iddiff?url2=draft-ietf-ediint-rfc4130bis-01


Technical Review Response
• Algorithm Requirements Simplified

Replaced 24-permutation enumeration with concise capability summary

MIME Type Requirements Clarified
•Distinguished protocol-level vs content-specific requirements

• Algorithm Lifecycle Management
Added guidance with IANA registry references for deprecation tracking

TLS Requirements Updated
Acknowledged TLS 1.3 as current standard (RFC 8446)
•TLS 1.3 MUST be supported,  TLS 1.2 MAY be supported for backward compatibility
HTTPS has been changed from RECOMMENDED to REQUIRED

AS2-Product Header Enhancement
Added support for optional PEN (Private Enterprise Number) prefix



New IANA Registries Created
Two new IANA registries established for AS2:

AS2 HTTP Headers Registry
         Tracks AS2-specific HTTP headers:

  • AS2-Version  
  • AS2-From
  • AS2-To
  • AS2-Product
  • EDIINT-Features

2.  AS2 Disposition Modifier Extensions Registry
      Documents disposition-modifier extensions for MDN processing:

 • unsupported-format 
 • unsupported-mic-algorithm
 • decompression-failed
 • insufficient-security
 • unknown-trading-relationship / unknown-trading-partner usage synonymous



HTTP Connection Management
PREVIOUS (Version -00) UPDATED (Version -01)

   • No explicit guidance on HTTP/1.1 persistent  
       connections

   • Connection: close appeared in message 
examples

   • Implied that HTTP connections should be 
closed 
      after each message

   • Performance implications were not 
discussed

• New subsection explains HTTP/1.1 persistent 
   connections

• Clarified Connection: close is NOT required

• Removed Connection: close from all message 
    examples

• Documented performance benefits of 
connection reuse

• Implementations may use persistent HTTP 
connections 
   for improved throughput

Impact: Better alignment with modern HTTP/1.1 implementations and improved 
performance



Compression/Signature Ordering 
Clarified
Key Clarifications:

1.   Compression Always Before Encryption
       Compression MUST occur before encryption (unchanged requirement)

2.   Flexibility with Signature Placement
       Two valid orderings documented:
           • compress-then-sign (compression inside signature)
           • sign-then-compress (signature inside compression)

3.   Receiver Requirements
       Implementations MUST support decompressing both orderings

4.  MIC Computation
      Clarified that MIC computation includes inner MIME headers
       Critical for proper message integrity validation



Editorial Changes & References
Updated Normative References

• Added RFC 5246 (TLS 1.2)
• Added RFC 8446 (TLS 1.3)
• Added RFC 9110 (HTTP Semantics) – replaces RFC 2616

Terminology Updates
• Replaced "TCP/IP connection" with "HTTP connection" throughout
• Removed dated "Internet EDI" terminology in favor of "EDI/EC“

Fixed Technical Issues
• Corrected typos and formatting issues
• Resolved kramdown-rfc anchor resolution problems
• Fixed hard-coded section references to use proper anchors

Change Log Updated
• Added complete documentation of version -01 changes



Implementation Impact Summary
Changes Requiring Implementation 

Updates: Changes Requiring No Action:

Compression/signature ordering
Must support both orderings on receive

MIC computations
Verify inner headers are included

HTTP Connection management
Can leverage persistent connections

AS2-Product header
Optional PEN prefix support

Algorithm simplification
Editorial clarity only

IANA registries
Administrative only

TLS 1.3 acknowledgment
Already supported by modern stacks

Terminology updates
No functional changes

Overall: Moderate implementation impact, mostly clarifications and optional features



Document Structure Question for WG 
DiscussionBackward Compatibility Structure

Core Issue: Specification defines both modern requirements (SHA-256, TLS 1.3) AND legacy compatibility (SHA-
1, 3DES, TLS 1.2) in the same normative sections, creating ambiguity about conformance.

Three Architectural Approaches:

Option A: Clean v1.3 + Legacy Appendix

Modern requirements only (normative)
Legacy guidance (non-normative 
appendix)

Pro: Clear spec, IESG-friendly
Con: May break legacy implementations

Option B: Mandatory Legacy Support

Both modern AND legacy (normative)
SHA-256 MUST, SHA-1 MAY 
(deprecated)

Pro: True backward compatibility
Con: IESG pushback, 'two-tier' conformance

Option C: Two-Document Approach

RFC4130bis: minimal errata/clarifications
AS2 v2.0: clean modern protocol

Pro: Cleanest separation
Con: More work, adoption challenges

Working Group Perspectives:
• Backward compatibility with SHA-1/3DES is definitional to AS2 v1.3. Removing it creates a different version (v1.4 or v2.0), 

not v1.3.
• New RFC should cover modernized spec without ambiguity. Non-normative section can describe v1.3 interoperability with 

older versions.

Working Group Consensus Needed: Which approach should we pursue? This is a fundamental design decision affecting all 
future revisions.



Next Steps
• Working Group review and feedback

• Address any additional comments or concerns
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