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Updated Filter Component Encoding

« Component Sub-TLV Encoding

« The Filter Family Type is 1000 for IPv4 Basic and 1100 for IPv6 Basic.
« The Packet Content Filter Component Type is 3000.



Problem Statement

« DDoS attack intensity has surged, with a record peak of 31.4 Tbps, far beyond scrubbing
centers’ defense capability

« Some real world attacks captured in operator networks show fixed payload (e.g., ACK
flood, SSDP attack [1])

A packet-content filter enables FlowSpec to match stable, visible payload patterns.

[1] https://nsfocusglobal.com/wp-content/uploads/2023/03/2022-Global-
DDoS-Attack-Landscape-Report.pdf 3



Use Case

Backbone B
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Considerations

« Operational considerations
« Deploy payload filtering only at controlled locations
« Enable only on devices that support content parsing and sufficient rule scale
« Match on the decapsulated inner IP packet to avoid offset ambiguity with MPLS
or tunnels

« Security considerations
« Accept rules only from trusted peers and restrict their propagation scope
« Combine payload filter with other conditions to reduce false positives
« Ignore unsupported rules locally and limit update rates to keep BGP stable
« Apply local policy at each receiving device to authorize rule installation

« Scalability considerations
 Limit rules to a small set of high-value entries
« Use FSv2 rule ordering to limit the scope of traffic inspected
« Restrict propagation scope to avoid inter-domain scale issues



Thanks!

Contact information: gaoyj@zgclab.edu.cn



Current Draft Status

« 2024/3 first proposed packet content filter @IETF 119

« 2024/5 join FSv2 design team work

« 2024/6 conduct software router function development and testbed validation
« 2024/7-2025/10 introduce the latest work @IETF 120/121/124

« 2026/2 update scaling, operational, security considerations @Interm meeting
« 2026/5 Update draft @Interim meeting

« 2026/10 Update draft and adoption call @Interim meeting



Hardware Deployment

« Testbed: Sino SR3600 switch by ASIC

Enter diagnose mode,please input password:
. . . %warning:Executing certain commands may cause abnormal or traffic crash.
h h If you need to execute such kinds of commands,Please contact
SWI C Ing C Ips the technical engineer,and use it carefully under the guidance
of the technical engineer.

SR3600(diagnose)#
SR3600(diagnose)#task she
SR3600(diagnose)#task shell srosdriver
#¥%%% enter srosdriver shell #w¥#w*
use "help"” for help -information

. # show_bgp_flow_acl
trafflc rule_id desc dir group_id entry_id pri valid_flag
F|OWSp€C rOUte bgp_flowspec Ingress 2 2119 500000 valid

' Rule used total: 1

return value = 0xlaa5f98

#
) FlOWSpeC rU|eS are insta“ed as ACL entries SZ?:EEREE%%&;# Shg‘goﬂgl:tgntrymnfg_gggry legﬁipe!é?ﬂ TYPE INDEX  ACTION srzsk
1 2119 2T v so0000 7 Tcam-Flex-100 1280  Discard 320
#Eﬁgznggr:'agAc1Tcam‘2rab]E: :1280
* * * M ::g:?ﬁlgiggr:?ﬁZAchams‘ iggg
« Payload matching is implemented via UDF =&kt
. S
and TCAM |n ha rdwa re ngwps gg?gigz03040500000000000000000000/FFFFFFFFFFFF00000000000000000000
IP-PROTOCOL : 6/0XFF
Action:
. . “prscaro | e Y R
» Rules are implemented in ASIC
25gigaethernet 1/0/44 Down Full/25G 0 0
25gigaethernet 1/0/45 up Full/10G 0 0
. . . . . 25gigaethernet 1/0/46 Down Full/25G 0 0
« Traffic statistics confirm effective packet e R - = -
. 100gigaethernet 1/1/1 Down Full/100G 0.00% 0.00% O 0
dropplng 100gigaethernet 1/1/2 Down Full/100G 0.00% 0.00% O 0
1N0Ainastharnat 1/1/2 Noawn  Full /100G n NN% n 0n% n n



Test Results and Device Features

« Sino SR3600 switch — ASIC-based content « Nokia SR OS — supports payload

matching Forwarding Test matching on supported FP4-based
« 100Gbps attack traffic line cards
« Average store-and-forward latency:

2.145 ps

3cd/ i

t:1/2/0/cb427a3b73c/ FEFEFFFFFFFF

[ } [2] https://documentation.nokia.com/sr/25-10/7x50-
shared/router-configuration/filter-policies-router-
configuration.html
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