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• Component Sub-TLV Encoding

• The Filter Family Type is 1000 for IPv4 Basic and 1100 for IPv6 Basic. 

• The Packet Content Filter Component Type is 3000.
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Updated Filter Component Encoding
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Problem Statement

• DDoS attack intensity has surged, with a record peak of 31.4 Tbps, far beyond scrubbing 

centers’defense capability

• Some real world attacks captured in operator networks show fixed payload (e.g., ACK 

flood, SSDP attack [1])

A packet-content filter enables FlowSpec to match stable, visible payload patterns.

[1] https://nsfocusglobal.com/wp-content/uploads/2023/03/2022-Global-
DDoS-Attack-Landscape-Report.pdf
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Use Case
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• Carpet-bombing DDoS targets changing 

destination IPs, making mitigation 

difficult and congesting access links.

• Traffic analysis finds a stable payload 

pattern in attack packets.

• Upstream routers use a FlowSpec 

content filter to block matching traffic, 

reducing link congestion and scrubbing 

load.



Considerations

• Operational considerations
• Deploy payload filtering only at controlled locations
• Enable only on devices that support content parsing and sufficient rule scale
• Match on the decapsulated inner IP packet to avoid offset ambiguity with MPLS 

or tunnels

• Security  considerations
• Accept rules only from trusted peers and restrict their propagation scope
• Combine payload filter with other conditions to reduce false positives
• Ignore unsupported rules locally and limit update rates to keep BGP stable
• Apply local policy at each receiving device to authorize rule installation

• Scalability considerations
• Limit rules to a small set of high-value entries
• Use FSv2 rule ordering to limit the scope of traffic inspected
• Restrict propagation scope to avoid inter-domain scale issues
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Contact information: gaoyj@zgclab.edu.cn

Thanks！



7

Current Draft Status

• 2024/3 first proposed packet content filter @IETF 119

• 2024/5 join FSv2 design team work

• 2024/6 conduct software router function development and testbed validation

• 2024/7-2025/10 introduce the latest work @IETF 120/121/124 

• 2026/2 update scaling, operational, security considerations @Interm meeting

• 2026/5 Update draft @Interim meeting

• 2026/10 Update draft and adoption call @Interim meeting



Hardware Deployment
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• Testbed：Sino SR3600 switch by ASIC 
switching chips

FlowSpec route

Controller

R1

Tester

traffic

R2

• FlowSpec rules are installed as ACL entries

• Payload matching is implemented via UDF 
and TCAM in hardware

• Rules are implemented in ASIC

• Traffic statistics confirm effective packet 
dropping
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Test Results and Device Features

• Sino SR3600 switch — ASIC-based content 
matching Forwarding Test
• 100Gbps attack traffic
• Average store-and-forward latency: 

2.145 μs

[2] https://documentation.nokia.com/sr/25-10/7x50-
shared/router-configuration/filter-policies-router-
configuration.html

• Nokia SR OS —  supports payload 
matching on supported FP4-based 
line cards


