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Abstract

   The RTCP message format specified in this document enables receivers
   to provide feedback to the senders and thus allows for short-term
   adaptation and feedback-based energy efficient mechanisms to be
   implemented.  The message format has broad applicability in real-time
   video communication services.  Specifically, it can be used for the
   ISO/IEC International Standard 23001-11, known as Energy Efficient
   Media Consumption (Green metadata), developed by the ISO/IEC JTC
   1/SC29/WG3 MPEG Systems.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on 2 January 2027.

Copyright Notice

   Copyright (c) 2026 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents (https://trustee.ietf.org/
   license-info) in effect on the date of publication of this document.
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   Please review these documents carefully, as they describe your rights
   and restrictions with respect to this document.  Code Components
   extracted from this document must include Revised BSD License text as
   described in Section 4.e of the Trust Legal Provisions and are
   provided without warranty as described in the Revised BSD License.
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1.  Introduction

   ISO/IEC 23001-11 specification, Energy Efficient Media Consumption
   (Green Metadata) [GreenMetadata], specifies metadata that may help
   optimize energy usage in the encoding, decoding, and display
   processes.  New metadata and quality metrics have been specified in
   the 3rd edition of green metadata specification to support H.266 and
   ISO/IEC 23090-3 [VVC], and ISO/IEC 23094-1 [EVC] in addition to ITU-T
   Recommendation H.264 and ISO/IEC 14496-10 [AVC], H.265 and ISO/IEC
   23008-5 [HEVC].
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   Two main types of metadata are defined in the document.  The first
   type consists of metadata generated by a video encoder which provides
   information about the decoding complexity of the delivered bitstream
   and about the quality of the decoded content.  This first type of
   metadata is conveyed via the supplemental enhancement information
   (SEI) message mechanism specified in the video coding standard ITU-T
   Recommendation H.264 and ISO/IEC 14496-10 [AVC], H.265 and ISO/IEC
   23008-5 [HEVC], H.266 and ISO/IEC 23090-3 [VVC].

   The second type consists of metadata generated by a decoder as
   feedback conveyed to the encoder to adapt the decoder energy
   consumption.  This document focuses on this second type of metadata
   which is conveyed as extension of RTP Control Protocol (RTCP)
   feedback messages [RFC4585].  The feedback in the second type of
   metadata specified in ISO/IEC 23001-11 [GreenMetadata] includes
   decoder operations reduction request, coding tools configuration
   request and temporal and spatial scaling request.  This document
   defines new RTCP message formats for the temporal and spatial
   resolution request and notification feedback message.

   The carriage of green metadata is specified in ISO/IEC 23001-19
   [GreenMetadataCarriage], including storage and carriage of green
   metadata using the ISO Base Media File Format (ISOBMFF) as specified
   in ISO/IEC 23001-10 [TimedMetadata] and encapsulation, signalling,
   and streaming of green metadata data in a media streaming system,
   e.g., dynamic adaptive streaming over HTTP (DASH) as specified in
   ISO/IEC 23009-1 [DASH].

   The primary use case for RTCP messages for temporal and spatial
   resolution is point-to-point video conferencing.  In such a scenario,
   each endpoint functions as both a transmitter and a receiver, and the
   conferencing session may be scheduled in advance.  When a receiver
   operating on battery power can estimate its power consumption rate
   and, if necessary, request a reduction in pixel rate to ensure
   completion of the scheduled session.  Furthermore, when multiple
   tasks share a processing unit and a software decoder is allocated a
   limited portion of the available resources, the receiver can, when
   applicable, monitor real-time throughput and request a lower
   resolution or frame rate that aligns with the decoder’s processing
   capability.

2.  Conventions

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in BCP
   14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.
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3.  Abbreviations

   AVPF: RTP Audio-Visual Profile with Feedback [RFC5104]

   CCM: Codec Control Messages [RFC5104]

   FCI: Feedback Control Information [RFC4585]

   FMT: Feedback Message Type [RFC4585]

   PSFB: Payload-specific FB message [RFC4585]

   RTP: Real-time Transport Protocol [RFC3550]

   RTCP: RTP Control Protocol [RFC3550]

   TSRN: Temporal-Spatial Resolution Notification

   TSRR: Temporal-Spatial Resolution Request

   Commonly-used RTP terms are defined in [RFC3550]

4.  Format of RTCP Feedback Messages

   This document extends the RTCP feedback messages defined in section
   6.1 of [RFC4585] and [RFC5104] by defining a temporal-spatial
   resolution feedback message.  The message can be used by the receiver
   to inform the sender of the desirable coding temporal resolution
   (frame rate) and spatial resolution of the bitstream delivered, and
   by the sender to indicate the coding temporal and spatial resolution
   it will use henceforth.

   RTCP temporal-spatial resolution feedback message follows a similar
   message format as RTCP Temporal-Spatial Trade-off Request and
   Notification [RFC5104].  The message may be sent in a regular full
   compound RTCP packet or in an early RTCP packet, as per the RTP/AVPF
   rules.

   This document specifies two additional payload-specific feedback
   messages: Temporal-Spatial Resolution Request (TSRR) and Temporal-
   Spatial Resolution Notification (TSRN)

4.1.  Temporal-Spatial Resolution Request

   The TSRR feedback message is identified by RTCP packet type value
   PT=PSFB and FMT=TBD1.
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   - To RFC Editor: please remove this note before publication: These
   TBD1 value are to be confirmed by IANA -

   The FCI field SHALL contain at least one TSRR FCI entries.

4.1.1.  Message format

   The content of the FCI entry for the Temporal-Spatial Resolution
   Request (TSRR) is depicted in Figure 1.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                              SSRC                             |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |   Seq nr.     |            Rsvd           |   Frame Rate      |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |     Picture Width         |   Picture Height          | Rsvd  |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Figure 1: Syntax of an FCI Entry in the TSRR Message

   SSRC (32 bits): The Synchronization Source (SSRC) of the media sender
   that is requested to apply the frame rate and picture resolution.

   Within the common packet header for feedback messages (as defined in
   section 6.1 of [RFC4585]), the "SSRC of packet sender" field
   indicates the source of the request, and the "SSRC of media source"
   is not used and SHALL be set to 0.  The SSRCs of the media senders to
   which the TSRR applies are in the corresponding FCI entries.

   Seq nr. (8 bits): Request sequence number.  The sequence number space
   is unique for pairing of the SSRC of request source and the SSRC of
   the request target.  The sequence number SHALL be increased by 1
   modulo 256 for each new command.  A repetition SHALL NOT increase the
   sequence number.  The initial value is arbitrary.

   Rsvd (14 bits): All reserved bits SHALL be set to 0 by the sender and
   SHALL be ignored on reception.

   Frame Rate (10 bits): The requested frame rate in frames per second.
   This field is equivalent to the frames_per_second as defined in
   clause 6.3 of [GreenMetadata].  An integer value between 1 and 1023
   that indicates the coding frame rate that is requested.  The value of
   Frame Rate equal to 0 MUST NOT be sent.

He, et al.               Expires 2 January 2027                 [Page 5]



Internet-Draft    RTCP for Temporal-Spatial Resolution         July 2026

   Picture Width (14 bits): The requested picture width in the units of
   luma samples.  This field is equivalent to the
   pic_width_in_luma_samples defined in clause 6.3 of [GreenMetadata].
   An integer value between 1 and 16383 that indicates the coding
   picture width in the units of luma samples that is requested.  The
   value of Picture Width equal to 0 MUST NOT be sent.

   Picture Height (14 bits): The requested picture height in the units
   of luma samples.  This field is equivalent to the
   pic_height_in_luma_samples defined in clause 6.3 of [GreenMetadata].
   An integer value between 1 and 16383 that indicates the coding
   picture height in the units of luma samples that is requested.  The
   value of Picture Height equal to 0 MUST NOT be sent.

   Rsvd (4 bits): All reserved bits SHALL be set to 0 by the sender and
   SHALL be ignored on reception.

4.1.2.  Semantics

   A decoder can suggest a temporal-spatial resolution by sending a TSRR
   message to an encoder.  If the encoder is capable of adjusting its
   temporal-spatial resolution, it MAY take into account the received
   TSRR message for future coding of pictures.  The temporal and spatial
   resolutions in a TSRR message SHALL be less than or equal to the
   temporal and spatial resolutions negotiated via SDP.  The frame rate
   may be signaled using the SDP framerate attribute [RFC8866].  The
   picture width and height may be signaled using the SDP imageattr
   attribute [RFC6236], or derived from the SDP codec-specific fmtp
   parameters such as profile-level-id [RFC6184] as the codec profile
   and level specify the maximum luma picture size.

   The selected Frame Rate, Picture Width and Picture Height SHALL be
   communicated to the media receivers by means of the TSRN message (see
   Section 4.2).

   A TSRR message MAY contain requests to multiple media senders, using
   one FCI entry per target media sender.

4.1.3.  Timing Rules

   The timing follows the rules outlined in section 3 of [RFC4585].
   This request message is not time critical and SHOULD be sent using
   regular RTCP timing.  When the user requires quick feedback, the
   message MAY be sent with early or immediate feedback timing.
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4.1.4.  Handling of Message in Mixers and Translators

   A mixer or media translator (see Section 2.3 of [RFC3550]) that
   encodes content sent to the session participant issuing the TSRR
   SHALL consider the request to determine if it can fulfill it by
   changing its own encoding parameters.  A media translator unable to
   fulfill the request MAY forward the request unaltered towards the
   media sender.  A mixer encoding for multiple session participants
   will need to consider the joint needs of these participants before
   generating a TSRR on its own behalf towards the media sender.

4.2.  Temporal-Spatial Resolution Notification (TSRN)

   The TSRN message is identified by RTCP packet type value PT=PSFB and
   FMT=TBD2.

   - To RFC Editor: please remove this note before publication: These
   TBD2 value are to be confirmed by IANA -

   The FCI field SHALL contain at least one TSRN FCI entry.

4.2.1.  Message format

   The content of the FCI entry for the Temporal-Spatial Resolution
   Notification (TSRN) is depicted in Figure 2.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                              SSRC                             |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |   Seq nr.     |            Rsvd           |   Frame Rate      |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |     Picture Width         |     Picture Height        | Rsvd  |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

            Figure 2: Syntax of an FCI Entry in the TSRN Message

   SSRC (32 bits): The Synchronization Source (SSRC) of the source of
   the TSRR that resulted in this notification.

   Within the common packet header for feedback messages (as defined in
   section 6.1 of [RFC4585]), the "SSRC of packet sender" field
   indicates the source of the Notification, and the "SSRC of media
   source" is not used and SHALL be set to 0.  The SSRCs of the
   requesting entities to which the Notification applies are in the
   corresponding FCI entries.
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   Seq nr. (8 bits): The sequence number value from the TSRR that is
   being acknowledged.

   Rsvd (14 bits): All reserved bits SHALL be set to 0 by the sender and
   SHALL be ignored on reception.

   Frame Rate (10 bits): The frame rate in frames per second the media
   sender is using henceforth.  The value of Frame Rate equal to 0 MUST
   NOT be sent.

   Picture Width (14 bits): The coding picture width in the units of
   luma samples the media sender is using henceforth.  The value of
   Picture Width equal to 0 MUST NOT be sent.

   Picture Height (14 bits): The coding picture height in the units of
   luma samples the media sender is using henceforth.  The value of
   Picture Height equal to 0 MUST NOT be sent.

   Rsvd (4 bits): All reserved bits SHALL be set to 0 by the sender and
   SHALL be ignored on reception.

   It is to note that the returned value (Frame Rate, Picture Width,
   Picture Height) may differ from the requested one, for example, in
   cases where a media encoder cannot change its frame rate or picture
   resolution, or when the requested temporal and spatial resolutions
   are larger than the temporal and spatial resolutions negotiated via
   SDP, or when pre-recorded content is used.

4.2.2.  Semantics

   This feedback message is used to acknowledge the reception of a TSRR.
   For each TSRR received targeted at the session participant, a TSRN
   FCI entry SHALL be sent in a TSRN feedback message.  A single TSRN
   message MAY acknowledge multiple requests using multiple FCI entries.
   The Frame Rate, Picture Width and Picture Height value included SHALL
   be the same in all FCI entries of the TSRN message.  Including an FCI
   for each requestor allows each requesting entity to determine that
   the media sender received the request.  The notification SHALL also
   be sent in response to TSRR repetitions received.  If the request
   receiver has received TSRR with several different sequence numbers
   from a single requestor, it SHALL only respond to the request with
   the highest (modulo 256) sequence number.  Note that the highest
   sequence number could be a smaller integer value due to the wrapping
   of the field.  Appendix A.1 of [RFC3550] has an algorithm for keeping
   track of the highest received sequence number for RTP packets; it
   could be adapted for this usage.
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   The TSRN SHALL include the Temporal-Spatial Resolution Frame Rate,
   Picture Width and Picture Height that will be used as a result of the
   request.  This is not necessarily the same Frame Rate, Picture Width
   and Picture Height as requested, as the media sender may need to
   aggregate requests from several requesting session participants.  It
   may also have some other policies or rules that limit the selection.

4.2.3.  Timing Rules

   The timing follows the rules outlined in section 3 of [RFC4585].
   This acknowledgement message is not extremely time critical and
   SHOULD be sent using regular RTCP timing.

4.2.4.  Handling of TSRN in Mixers and Translators

   A mixer or translator (see Section 2.3 of [RFC3550]) that acts upon a
   TSRR SHALL also send the corresponding TSRN.  In cases where it needs
   to forward a TSRR itself, the notification message MAY need to be
   delayed until the TSRR has been responded to.

5.  Security Considerations

   The defined messages have certain properties that have security
   implications.  These must be addressed and taken into account by
   users of this protocol.

   Spoofed or maliciously created feedback messages of the type defined
   in this document can have the following implications:

   *  severely reduced picture resolution due to false TSRR messages
      that sets the picture width and height to a very low value;

   *  severely reduced frame rate due to false TSRR messages that sets
      the frame rate to a very low value.

   *  severely increased picture resolution due to false TSRR messages
      that sets the picture width and height to a value that is larger
      than the value negotiated via SDP;

   *  severely increased frame rate due to false TSRR messages that sets
      the frame rate to a value that is larger than the value negotiated
      via SDP.

   *  severely frequent requests that set the picture width, height and/
      or frame rate.
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   To prevent these attacks, there is a need to apply authentication and
   integrity protection of the feedback messages.  This can be
   accomplished against threats external to the current RTP session
   using the RTP profile that combines Secure RTP [SRTP] and AVPF into
   SAVPF [SAVPF].  In the mixer cases, separate security contexts and
   filtering can be applied between the mixer and the participants, thus
   protecting other users on the mixer from a misbehaving participant.
   The security considerations

   [RFC4585] specifies the timing rules governing the transmission of
   RTCP feedback messages and discusses the security implications of
   violating those rules.  Implementations of TSRR are expected to
   follow the RTCP timing procedures in [RFC4585].  Excessively frequent
   TSRR requests may indicate either a non-compliant implementation or a
   malicious attempt to increase processing or network load, senders and
   receivers SHOULD behave conservatively when observing unusual or
   unexpected reporting behavior.

6.  SDP Definitions

   The capability of handling messages defined in this document MAY be
   exchanged at a higher layer such as SDP.  This document follows all
   the rules defined in AVPF [RFC4585] and CCM [RFC5104] for an "rtcp-
   fb" attribute relating to the payload type in a session description.

6.1.  Extension of the rtcp-fb Attribute

   This document defines a new parameter "tsrr" to the "ccm" feedback
   value defined in CCM [RFC5104] to indicate support of the Temporal-
   Spatial Resolution Request/Notification (TSRR/TSRN).  All the rules
   described in [RFC4585] for rtcp-fb attribute relating to payload type
   and to multiple rtcp-fb attributes in a session description also
   apply to the new feedback messages defined in this document.

   The following ABNF [RFC5234] rule extends the definition of "rtcp-fb-
   ccm-param" in section 7.1 of [RFC5104]:

       rtcp-fb-ccm-param  =/ SP "tsrr"   ; Temporal-Spatial Resolution

6.2.  Examples

6.2.1.  Example 1

   The following SDP describes a point-to-point video call with H.266,
   with the originator of the call declaring its capability to support
   the FIR and TSRR/TSRN codec control messages.  The SDP is carried in
   a high-level signaling protocol like SIP.
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       v=0
       o=alice 3203093520 3203093520 IN IP4 host.example.com
       s=Point-to-Point call
       c=IN IP4 192.0.2.124
       m=audio 49170 RTP/AVP 0
       a=rtpmap:0 PCMU/8000
       m=video 51372 RTP/AVPF 98
       a=rtpmap:98 H266/90000
       a=rtcp-fb:98 ccm tsrr
       a=rtcp-fb:98 ccm fir

                                  Figure 3

   When the sender receives a TSRR message from the remote party, it is
   capable of adjusting the temporal or spatial resolutionas indicated
   in the RTCP TSRN feedback message.

6.2.2.  Example 2

   This example illustrates how support for codec control messages is
   negotiated using the SDP Offer/Answer model.  The offerer includes
   support for "tstr", "fir", and "tsrr".  The answerer accepts only
   "tstr" and "fir", thus rejecting "tsrr".  The purpose of this example
   is to illustrate that support for "tsrr" is not carried forward into
   the answer and is therefore not negotiated for use in the session.

   The offerer wishes to support "tstr", "fir" and "tsrr".  The offered
   SDP is

       -------------> Offer
       v=0
       o=alice 3203093520 3203093520 IN IP4 host.example.com
       s=Offer/Answer
       c=IN IP4 192.0.2.124
       m=audio 49170 RTP/AVP 0
       a=rtpmap:0 PCMU/8000
       m=video 51372 RTP/AVPF 98
       a=rtpmap:98 H266/90000
       a=rtcp-fb:98 ccm tstr
       a=rtcp-fb:98 ccm fir
       a=rtcp-fb:* ccm tsrr

                                  Figure 4

   The answerer wishes to support only the FIR and TSTR/TSTN messages
   and the answerer SDP is
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       ---------------- Answer
       v=0
       o=alice 3203093520 3203093524 IN IP4 otherhost.example.com
       s=Offer/Answer
       c=IN IP4 192.0.2.37
       m=audio 47190 RTP/AVP 0
       a=rtpmap:0 PCMU/8000
       m=video 53273 RTP/AVPF 98
       a=rtpmap:98 H266/90000
       a=rtcp-fb:98 ccm tstr
       a=rtcp-fb:98 ccm fir

                                  Figure 5

   This demonstrates that only the intersection of supported codec
   control messages is retained after negotiation.

7.  Operational Considerations

   *  This is a change that needs to be implemented at both endpoints,
      implementing at only one endpoint will result in no change to the
      RTP service.

   *  Remote support for this RFC is indicated by receiving a TSRR
      message from a remote party using SDP (see Section 6) and
      confirmed by receiving a valid TSRR feedback message.

   *  A mixer or translator needs to be updated to support the TSRR
      message if it wishes to interact with the protocol (see
      Section 4.2.4).

   *  Operational security considerations are provided in the security
      considerations (see Section 5).

   *  The quality of experience may be impacted by honoring inadequate
      suggestions from a receiver (e.g., default values).  Users may
      complain about the quality of service that was lowered because of
      such adjustment queries.  Operators deploying media senders should
      be aware of that risk and may calibrate hints that they can
      accommodate (acceptable ranges).  Tools and procedures for service
      level agreement (SLA) fulfillment and assurance should take this
      into account.

8.  IANA Considerations
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8.1.  FMT values

   IANA is requested to allocate the following two new Values in the
   "FMT Values for PSFB Payload Types" registry in the "Real-Time
   Transport Protocol (RTP) Parameters" registry group
   [IANA-RTCP-FMT-PSFB-PT]:

   Value: TBD1
   Name: TSRR
   Long Name: Temporal-Spatial Resolution Request
   Reference: Section 4.1 of this RFC

   Value: TBD2
   Name: TSRN
   Long Name: Temporal-Spatial Resolution Notification
   Reference: Section 4.2 of this RFC

8.2.  SDP Parameters

   IANA is requested to register the following in the "Codec Control
   Messages" registry in the "Session Description Protocol (SDP)
   Parameters" registry group [IANA-SDP]:

   Value Name: tsrr

   Long Name: Temporal-Spatial Resolution

   Usable with: ccm

   Mux: IDENTICAL-PER-PT

   Reference: Section 6.1 of this RFC
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Abstract

   This document specifies a Real-Time Transport Protocol (RTP) payload
   format for transport of a video signal encoded with JPEG XS (ISO/IEC
   21122).  JPEG XS is a low-latency and low-complexity video coding
   system.  Employing this format allows achieving encoding-decoding
   latencies confined to a fraction of a video frame.

   This document is a necessary revision of RFC 9134 to incorporate
   support for new features introduced in the third edition of JPEG XS.
   Most notably, it contains the necessary provisions to support the TDC
   coding mode.  This document obsoletes RFC 9134; however, the revised
   payload format is designed to ensure that existing compliant
   implementations of RFC 9134 remain valid under the updated
   specification.  Additionally, this document consolidates the errata
   of RFC 9134 and includes improvements and clarifications to its
   implementers and users.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on 4 January 2027.
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1.  Introduction

   This document specifies a payload format for packetization of video
   signals encoded with JPEG XS [ISO21122-1] into the Real-time
   Transport Protocol (RTP) [RFC3550].

   The JPEG XS coding system offers compression and recompression of
   video signals with very moderate computational resources while
   remaining robust under multiple compression and decompression cycles
   as well as mixing of content sources, e.g., embedding of subtitles,
   overlays, or logos.  Typical target compression ratios ensuring
   visually lossless quality are in the range of 2:1 to 18:1 depending
   on the nature of the source material.  The latency that is introduced
   by the encoding-decoding process can be confined to a fraction of a
   video frame, typically expressed in a number of lines.

   Initially, the first and second editions of JPEG XS only supported
   intra coding for video content.  However, the third edition of the
   standard introduced the so-called Temporal Differential Coding (TDC)
   mode that provides a temporal decorrelation step in the wavelet
   domain.  For progressive video content, a single frame buffer is used
   for the decorrelation of successive video frames.  For interlaced
   content, two separate frame buffers are used, one for per video
   field.

   This document is a necessary revision of [RFC9134] to incorporate
   support for new features introduced in the third edition of JPEG XS.
   Most notably, it contains the necessary provisions to support the TDC
   coding mode.  This document obsoletes [RFC9134]; however, the revised
   payload format is designed to ensure that existing compliant
   implementations of [RFC9134] remain valid under the updated
   specification.  Additionally, this document consolidates the errata
   of [RFC9134] and includes improvements and clarifications to its
   implementers and users.  Section 11 provides more details on the
   changes between [RFC9134] and this revision.

2.  Conventions, Definitions, and Abbreviations

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in
   BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

   Application Data Unit (ADU):
      The unit of source data provided as payload to the transport
      layer.  In this RTP payload definition, it corresponds to a single
      JPEG XS video frame.
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   Color Specification (CS) box:
      An ISO Color Specification box defined in [ISO21122-3] that
      includes color-related metadata required to correctly display JPEG
      XS video frames, such as color primaries, transfer
      characteristics, and matrix coefficients.

   End of Codestream (EOC) marker:
      A marker that consists of the two bytes 0xff11 indicating the end
      of a JPEG XS codestream, as defined in [ISO21122-1].

   Frame Buffer Bandwidth (FBB):
      The bandwidth defined in [ISO21122-2] needed to read from and
      write to the internal frame buffer when employing the TDC coding
      mode.  This bandwidth is modeled and capped based on an FBB level
      parameter.

   JPEG XS codestream:
      A sequence of bytes representing a compressed video frame
      (progressive) or field (interlaced), formatted according to
      [ISO21122-1].

   JPEG XS codestream header:
      A sequence of bytes, starting with an SOC marker, at the beginning
      of each JPEG XS codestream encoded in multiple markers and marker
      segments, that does not carry entropy coded data, but only
      metadata such as the video frame dimension and component
      precision.

   JPEG XS frame:
      In the case of progressive video, a single JPEG XS picture
      segment.  In the case of interlaced video, the concatenation of
      two JPEG XS picture segments.

   JPEG XS header segment:
      The concatenation of a Video Support box [ISO21122-3], a Color
      Specification box [ISO21122-3], and a JPEG XS codestream header.

   JPEG XS picture segment:
      The concatenation of a Video Support box [ISO21122-3], a Color
      Specification box [ISO21122-3], and a JPEG XS codestream.

   JPEG XS stream:
      A sequence of JPEG XS frames.

   Marker:
      A two-byte functional sequence that is part of a JPEG XS
      codestream starting with a 0xff byte and a subsequent byte
      defining its function.
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   Marker segment:
      A marker along with a 16-bit marker size and payload data
      following the size.

   Packetization unit:
      A portion of an ADU whose boundaries coincide with boundaries of
      RTP packet payloads (excluding payload header), i.e., the first
      (or respectively, last) byte of a packetization unit is the first
      (or respectively, last) byte of an RTP packet payload (excluding
      its payload header).

   SLH (Slice header) marker:
      A marker that represents a slice header, as defined in
      [ISO21122-1].

   SLI (TDC enabling slice header) marker:
      A marker that represents a TDC enabling slice header, as defined
      in [ISO21122-1].

   Slice:
      The smallest independently decodable unit of a JPEG XS codestream,
      bearing in mind that it decodes to wavelet coefficients, which
      still require inverse wavelet filtering before visualization.

   Start of a Codestream (SOC) marker:
      A marker that consists of the two bytes 0xff10 indicating the
      start of a JPEG XS codestream, as defined in [ISO21122-1].  The
      SOC marker is considered an integral part of the JPEG XS
      codestream header.

   Temporal Differential Coding (TDC):
      An inter-frame coding mode used by certain JPEG XS profiles, as
      defined in [ISO21122-2].

   Video Support (VS) box:
      An ISO Video Support box, as defined in [ISO21122-3], that
      includes metadata required to play back a JPEG XS stream; such
      metadata could include its maximum bit rate, its subsampling
      structure, its buffer model, and its frame rate.

3.  Media Format Description

   This section explains the terminology and concepts used in this memo
   specific to JPEG XS as specified in [ISO21122-1], [ISO21122-2], and
   [ISO21122-3].

Bruylants, et al.        Expires 4 January 2027                 [Page 5]



Internet-Draft       RTP Payload Format for JPEG XS            July 2026

3.1.  Data Structures

   JPEG XS is a low-latency and lightweight coding system for
   compression of digital continuous-tone grayscale and color signals,
   like images and videos.

   This coding system provides an efficient representation of visual
   content through the mathematical tool of wavelet analysis.  The
   wavelet filter process separates each component into multiple bands,
   where each band consists of multiple coefficients describing the
   visual signal of a given component within a frequency domain specific
   to the wavelet filter type, i.e., the particular filter corresponding
   to the band.

   Wavelet coefficients are grouped into precincts, where each precinct
   includes all coefficients over all bands that contribute to a spatial
   region of the picture.

   One or multiple precincts are furthermore combined into slices
   consisting of an integer number of precincts.  Precincts do not cross
   slice boundaries, and wavelet coefficients in precincts that are part
   of different slices can be decoded independently of each other.
   However, note that the wavelet transformation runs across slice
   boundaries.  A slice always extends over the full width of the
   picture segment but may only cover parts of its height.

3.2.  Codestream

   A JPEG XS codestream is formed by (in the given order):

   *  a JPEG XS codestream header, which starts with a Start of
      Codestream (SOC) marker,

   *  one or more slices, each starting with either an SLH or SLI
      marker,

   *  an EOC marker to signal the end of the codestream.

   The JPEG XS codestream format, including the definition of all
   markers, is further provided in [ISO21122-1].  It represents sample
   values of a single picture, without any interpretation relative to a
   color space.

   As defined in [ISO21122-1], slices are represented in the codestream
   as contiguous sequences of bytes, always beginning with a slice
   header followed by one or more precincts, and optionally including
   slice-based extension markers.  The slice header SHALL be either an
   SLH or an SLI marker.  The last byte of a slice in the codestream

Bruylants, et al.        Expires 4 January 2027                 [Page 6]



Internet-Draft       RTP Payload Format for JPEG XS            July 2026

   SHALL immediately precede either an SLH or SLI marker (indicating the
   start of the next slice) or an EOC marker (in the case of the final
   slice).

   A JPEG XS codestream not using the TDC coding mode can be decoded
   independently as a stand-alone picture (a video frame or field).
   However, a codestream that employs the TDC coding mode has a
   potential dependency on the contents stored in a frame buffer as
   described in [ISO21122-1].  This frame buffer holds a quantized
   version of all wavelet coefficients that were reconstructed from
   decoding the previous codestream.  For progressive video streams, a
   single frame buffer is maintained.  For interlaced video streams, two
   separate frame buffers are maintained, one for each video field (i.e.
   video fields are independent of each other).

3.3.  Video Support box and Color Specification box

   While the information defined in the codestream is sufficient to
   reconstruct the sample values of one picture, the interpretation of
   the samples remains undefined by the codestream itself.  The metadata
   that allows such interpretation is for the purpose of this payload
   format signaled in the Video Support box and the Color Specification
   box, which are taken from [ISO21122-3].  These boxes contain the
   necessary information that is otherwise missing in the raw codestream
   and allows for correct interpretation and rendering of the JPEG XS
   stream.  The layout and syntax of these boxes, together with their
   content, are defined in [ISO21122-3].

   The Video Support box provides information on the maximum bit rate,
   the frame rate, the interlaced mode (progressive or interlaced), the
   colour subsampling format, the informative timecode of the current
   JPEG XS frame or field, the profile, the level/sublevel used, and
   optionally the buffer model and the mastering display metadata.

   Note that the profile and level/sublevel/fbblevel, specified
   respectively by the Ppih and Plev fields [ISO21122-2], specify limits
   on the capabilities needed to decode the codestream and handle the
   output.  Profiles represent a limit on the required algorithmic
   features and parameter ranges used in the codestream.  The
   combination of level and sublevel defines a lower bound on the
   required throughput for a decoder in the visual (or decoded) domain
   and the codestream (or coded) domain, respectively.  The frame buffer
   bandwidth (FBB) level defines a lower bound on the required bandwidth
   to read from and write to the frame buffer(s) when using the TDC
   coding mode.  The actual defined profiles and levels/sublevels/
   fbblevel, along with the associated values for the Ppih and Plev
   fields, are defined in [ISO21122-2].
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   The Color Specification box indicates the color primaries, transfer
   characteristics, matrix coefficients, and video full range flag
   needed to specify the color space of the video stream.

3.4.  JPEG XS frame and picture segment

   The concatenation of a Video Support box, a Color Specification box,
   and a JPEG XS codestream forms a JPEG XS picture segment.

   In the case of a progressive video stream, each JPEG XS frame
   consists of one single JPEG XS picture segment.

   In the case of an interlaced video stream, each JPEG XS frame
   consists of two concatenated JPEG XS picture segments.  Each JPEG XS
   picture segment corresponds exclusively to one of the two fields of
   the interlaced frame.

   Note that Section 4.4 further mandates that the Video Support boxes
   and all of the Color Specification boxes in both picture segments of
   each JPEG XS frame SHALL have the same respective layouts.

   Note that the interlaced mode, as signaled by the frat field
   [ISO21122-3] in the Video Support box, indicates either progressive,
   interlaced top-field-first, or interlaced bottom-field-first mode.
   Thus, in the case of interlaced video, its value SHALL also be
   identical in both picture segments.

   Note that the frat field [ISO21122-3] in the Video Support box always
   signals the frame rate, even in the case of interlaced video.  This
   should not be confused with the field rate.

4.  RTP Payload Format

   This section specifies the payload format for JPEG XS streams over
   the Real-time Transport Protocol (RTP) [RFC3550].

   In order to be transported over RTP, each JPEG XS stream is
   transported in a distinct RTP stream, identified by a distinct
   synchronization source (SSRC) [RFC3550].

   A JPEG XS stream is divided into Application Data Units (ADUs), each
   ADU corresponding to a single JPEG XS frame.
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4.1.  RTP Packetization

   An ADU is made of several packetization units.  If a packetization
   unit is bigger than the maximum size of an RTP packet payload, the
   unit is split into multiple RTP packet payloads, as illustrated in
   Figure 1.  As seen there, each packet SHALL contain (part of) one,
   and only one, packetization unit.  A packetization unit may extend
   over multiple packets.  The payload of every packet SHALL have the
   same size (e.g., based on the largest packet size supported by the
   network path) with the possible exception of the last packet of a
   packetization unit.  The boundaries of a packetization unit SHALL
   coincide with the boundaries of the payload of a packet (excluding
   the payload header), i.e., the first (or, respectively, last) byte of
   the packetization unit SHALL be the first (or, respectively, last)
   byte of the payload (excluding its header).  Note that for interlaced
   frames the requirements of the RTP packetization imply that each
   packet will only contain data corresponding to exactly one field.

   RTP        +-----+------------------------+
   Packet #1  | Hdr | Packetization unit #1  |
              +-----+------------------------+
   RTP        +-----+--------------------------------------+
   Packet #2  | Hdr | Packetization unit #2                |
              +-----+--------------------------------------+
   RTP        +-----+--------------------------------------------------+
   Packet #3  | Hdr | Packetization unit #3  (part 1/3)                |
              +-----+--------------------------------------------------+
   RTP        +-----+--------------------------------------------------+
   Packet #4  | Hdr | Packetization unit #3  (part 2/3)                |
              +-----+--------------------------------------------------+
   RTP        +-----+----------------------------------------------+
   Packet #5  | Hdr | Packetization unit #3  (part 3/3)            |
              +-----+----------------------------------------------+
                ...
   RTP        +-----+-----------------------------------------+
   Packet #P  | Hdr | Packetization unit #N  (part q/q)       |
              +-----+-----------------------------------------+

                   Figure 1: Example of ADU Packetization

   There are two different packetization modes defined for this RTP
   payload format.

   Codestream packetization mode:
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      In this mode, the packetization unit SHALL be the entire JPEG XS
      picture segment (i.e., codestream preceded by boxes).  This means
      that a progressive frame will have a single packetization unit,
      while an interlaced frame will have two.  The progressive case is
      illustrated in Figure 2.

   Slice packetization mode:
      In this mode, the packetization unit SHALL be the slice, i.e.,
      there SHALL be data from no more than one slice per RTP packet.
      The first packetization unit of each JPEG XS picture segment SHALL
      contain the JPEG XS header segment (i.e., the concatenation of the
      VS box, the CS box, and the JPEG XS codestream header).  This
      first unit is then followed by successive units, each containing
      one and only one slice.  The packetization unit containing the
      last slice of a JPEG XS picture segment SHALL also contain the EOC
      marker immediately following this last slice.  This is illustrated
      in Figure 3.  In the case of an interlaced frame, the JPEG XS
      header segment of the second field SHALL be in its own
      packetization unit.

   RTP        +-----+--------------------------------------------------+
   Packet #1  | Hdr | VS box + CS box + JPEG XS codestream (part 1/q)  |
              +-----+--------------------------------------------------+
   RTP        +-----+--------------------------------------------------+
   Packet #2  | Hdr | JPEG XS codestream (part 2/q)                    |
              +-----+--------------------------------------------------+
                ...
   RTP        +-----+--------------------------------------+
   Packet #P  | Hdr | JPEG XS codestream (part q/q)        |
              +-----+--------------------------------------+

             Figure 2: Example of Codestream Packetization Mode
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   RTP        +-----+----------------------------+
   Packet #1  | Hdr | JPEG XS header segment     |
              +-----+----------------------------+
   RTP        +-----+--------------------------------------------------+
   Packet #2  | Hdr | Slice #1  (part 1/2)                             |
              +-----+--------------------------------------------------+
   RTP        +-----+-------------------------------------------+
   Packet #3  | Hdr | Slice #1  (part 2/2)                      |
              +-----+-------------------------------------------+
   RTP        +-----+--------------------------------------------------+
   Packet #4  | Hdr | Slice #2  (part 1/3)                             |
              +-----+--------------------------------------------------+
                ...
   RTP        +-----+---------------------------------------+
   Packet #P  | Hdr | Slice #N  (part q/q) + EOC marker     |
              +-----+---------------------------------------+

               Figure 3: Example of Slice Packetization Mode

   In a constant bitrate (CBR) scenario of JPEG XS, the codestream
   packetization mode guarantees that a JPEG XS RTP stream will produce
   both a constant number of bytes per video frame and a constant number
   of RTP packets per video frame.  However, to provide similar
   guarantees with JPEG XS in a variable bitrate (VBR) mode or when
   using the slice packetization mode (for either CBR or VBR),
   additional mechanisms are needed.  This can involve a constraint at
   the rate allocation stage in the JPEG XS encoder to impose a CBR at
   the slice level, the usage of padding data, or the insertion of empty
   RTP packets (i.e., an RTP packet whose payload data is empty).  But,
   management of the amount of produced packets per video frame depends
   on the application and not a strict requirement of this RTP payload
   specification.

4.2.  RTP Header Usage

   The format of the RTP header is specified in [RFC3550] and reprinted
   in Figure 4 for convenience.  This RTP payload format uses the fields
   of the header in a manner consistent with that specification.

   The RTP payload (and the settings for some RTP header bits) for
   packetization units are specified in Section 4.3.
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    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |V=2|P|X|  CC   |M|     PT      |       sequence number         |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                           timestamp                           |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |           synchronization source (SSRC) identifier            |
   +=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+=+
   |            contributing source (CSRC) identifiers             |
   |                             ....                              |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                 Figure 4: RTP Header According to RFC 3550

   The version (V), padding (P), extension (X), CSRC count (CC),
   sequence number, synchronization source (SSRC), and contributing
   source (CSRC) fields follow their respective definitions in
   [RFC3550].

   The remaining RTP header information to be set according to this RTP
   payload format is set as follows:

   Marker (M) [1 bit]:
      If progressive video is being transmitted, the marker bit denotes
      the end of a video frame.  If interlaced video is being
      transmitted, it denotes the end of a field.  The marker bit SHALL
      be set to 1 for the last packet of a JPEG XS picture segment.  It
      SHALL be set to 0 for all other packets.

   Payload Type (PT) [7 bits]:
      The payload type is a dynamically allocated payload type field
      that designates the payload as JPEG XS video.

   Timestamp [32 bits]:
      The RTP timestamp is set to the sampling timestamp of the content
      (see also [RFC3550] and [RFC4175]).  A 90 kHz clock rate SHALL be
      used.  If the sampling instant does not correspond to an integer
      value of the clock, the value SHALL be rounded up to the next
      lowest integer, with no ambiguity.

      For progressive video, the timestamp denotes the sampling instant
      of the frame to which the RTP packet belongs.  Packets SHALL NOT
      include data from multiple frames, and all packets belonging to
      the same frame SHALL have the same timestamp.
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      For interlaced video, the timestamp denotes the sampling instant
      of the field to which the RTP packet belongs.  Packets SHALL NOT
      include data from multiple fields, and all packets belonging to
      the same field SHALL have the same timestamp.  Use of field
      timestamps, rather than a frame timestamp and field indicator bit,
      is needed to support reverse 3-2 pulldown.

      Several successive RTP packets will consequently have equal
      timestamps if they belong to the same video frame for progressive
      content, or the same video field for interlaced content.  That is,
      the time stamp does not change until after the marker bit (M) is
      set to 1, marking the last packet of the video frame or field.
      The timestamp is only increased when a new video frame or field
      begins.

4.3.  Payload Header Usage

   The first four bytes of the payload of an RTP packet in this RTP
   payload format are referred to as the "payload header".  Figure 5
   illustrates the structure of this payload header.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |T|K|L| I |F counter|     SEP counter     |     P counter       |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

                          Figure 5: Payload Header

   The payload header consists of the following fields:

   Transmission mode (T) [1 bit]:
      The T bit SHALL indicate whether the transmitter guarantees
      sequential packet transmission or whether packets may be
      transmitted out of order.  This information allows a receiver to
      dimension its input buffer(s) accordingly.  If T=0, nothing can be
      assumed about the transmission order and the transmitter may send
      out its packets in any order.  If T=1, the transmitter SHALL send
      out the packets as a monotonically increasing sequence according
      to the F, SEP, and P fields.  The T bit value SHALL be identical
      for all packets of the RTP stream.  Note that even with T=1,
      packets may still arrive out of order relative to the sequence in
      which they were sent.

   pacKetization mode (K) [1 bit]:
      The K bit SHALL indicate which packetization mode is used.  K=0
      indicates codestream packetization mode, while K=1 indicates slice
      packetization mode.  In the case that the Transmission mode (T) is
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      set to 0 (arbitrary sending order), then K SHALL be set to 1
      (slice packetization mode).  The K bit value SHALL be identical
      for all packets of the RTP stream.

   Last (L) [1 bit]:
      The L bit SHALL be set to 1 to indicate that a packet is the last
      packet of a packetization unit.  The L bit SHALL be set to 0 for
      all other packets.  As the end of the video frame also ends the
      packet containing the last unit of the video frame, the L bit
      SHALL be set to 1 whenever the M bit is set to 1.  In the
      codestream packetization mode, the L bit and M bit get an
      equivalent meaning, so they SHALL have identical values in each
      packet.

   Interlaced information (I) [2 bits]:
      These two I bits are used to indicate how the JPEG XS frame is
      scanned (progressive or interlaced).  In case of an interlaced
      frame, they also indicate which JPEG XS picture segment the
      payload is part of (first or second).

      00: The payload is progressively scanned.

      01: This value is reserved for future use.

      10: The payload is part of the first JPEG XS picture segment of an
      interlaced video frame.  The height specified in the included JPEG
      XS codestream header is half of the height of the entire displayed
      video frame.

      11: The payload is part of the second JPEG XS picture segment of
      an interlaced video frame.  The height specified in the included
      JPEG XS codestream header is half of the height of the entire
      displayed video frame.

   F counter [5 bits]:
      The Frame (F) counter identifies the video frame number modulo 32
      to which a packet belongs.  Frame numbers SHALL increment by 1 for
      each video frame transmitted.  The frame number, in addition to
      the timestamp, may help the decoder manage its input buffer and
      bring packets back into their natural order.  For interlaced
      frames, both fields SHALL have the same F counter value.

   Slice and Extended Packet (SEP) counter [11 bits]:
      The SEP counter is used differently depending on the packetization
      mode.
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      *  In the case of codestream packetization mode (K=0), this
         counter resets whenever the Packet counter resets (see
         Section 4.4) and increments by 1 whenever the Packet counter
         overruns.

      *  In the case of slice packetization mode (K=1), this counter
         identifies the slice modulo 2047 to which the packet
         contributes.  If the data belongs to the JPEG XS header
         segment, this field SHALL have its maximal value, namely
         2047=0x07ff.  Otherwise, it is the slice index modulo 2047.
         Slice indices are counted from 0 (corresponding to the top of
         the video frame).

   P counter [11 bits]:
      The Packet (P) counter identifies the packet number modulo 2048
      within the current packetization unit.  It is set to 0 at the
      start of the packetization unit and incremented by 1 for every
      subsequent packet (if any) belonging to the same unit.
      Practically, if codestream packetization mode is enabled, this
      field counts the packets within a JPEG XS picture segment and is
      extended by the SEP counter when it overruns.  If slice
      packetization mode is enabled, this field counts the packets
      within a slice or within the JPEG XS header segment.

4.4.  Payload Data

   The payload data of a JPEG XS RTP stream consists of a concatenation
   of multiple JPEG XS frames, each consisting of one (for progressive
   video) or two (for interlaced video) JPEG XS picture segments.
   Within the RTP stream, all of the Video Support boxes and all of the
   Color Specification boxes SHALL retain their respective layouts for
   each JPEG XS picture segment across all JPEG XS frames, for the
   entirety of the JPEG XS RTP stream.  Thus, each Video Support box in
   the RTP stream SHALL define the same sub boxes, in the same order.
   The effective values in the boxes are allowed to change under the
   condition that their relative byte offsets SHALL NOT change.
   Moreover, any changed value in the boxes SHOULD NOT violate any
   restrictions imposed by the application layer.
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   Each JPEG XS frame is represented by one or more packetization
   unit(s), as explained in Section 4.1.  Figure 6 depicts this layout
   for a progressive video frame in the codestream packetization mode,
   Figure 7 depicts this layout for an interlaced video frame in the
   codestream packetization mode, Figure 8 depicts this layout for a
   progressive video frame in the slice packetization mode, and Figure 9
   depicts this layout for an interlaced video frame in the slice
   packetization mode.  The Frame (F) counter value is not indicated
   because the value is constant for all packetization units of a given
   video frame.

   +=====[ Packetization unit (PU) #1 ]====+
   |           Video Support box           |  SEP counter=0
   |  +---------------------------------+  |  P counter=0
   |  :      Sub boxes of the VS box    :  |
   |  +---------------------------------+  |
   +- - - - - - - - - - - - - - - - - - - -+
   |        Color Specification box        |
   |  +---------------------------------+  |
   |  :      Fields of the CS box       :  |
   |  +---------------------------------+  |
   +- - - - - - - - - - - - - - - - - - - -+
   |          JPEG XS codestream           |
   :             (part 1/q)                :  M=0, K=0, L=0, I=00
   +---------------------------------------+
   |          JPEG XS codestream           |  SEP counter=0
   |             (part 2/q)                |  P counter=1
   :                                       :  M=0, K=0, L=0, I=00
   +---------------------------------------+
   |          JPEG XS codestream           |  SEP counter=0
   |             (part 3/q)                |  P counter=2
   :                                       :  M=0, K=0, L=0, I=00
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |          JPEG XS codestream           |  SEP counter=1
   |            (part 2049/q)              |  P counter=0
   :                                       :  M=0, K=0, L=0, I=00
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |          JPEG XS codestream           |  SEP counter=(q-1) div 2048
   |             (part q/q)                |  P counter=(q-1) mod 2048
   :                                       :  M=1, K=0, L=1, I=00
   +=======================================+

         Figure 6: Example of JPEG XS Payload Data using Codestream
              Packetization Mode with Progressive Video Frames
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   +=====[ Packetization unit (PU) #1 ]====+
   |           Video Support box           |  SEP counter=0
   +- - - - - - - - - - - - - - - - - - - -+  P counter=0
   |        Color Specification box        |
   +- - - - - - - - - - - - - - - - - - - -+
   |     JPEG XS codestream (1st field)    |
   :             (part 1/q)                :  M=0, K=0, L=0, I=10
   +---------------------------------------+
   |     JPEG XS codestream (1st field)    |  SEP counter=0
   |             (part 2/q)                |  P counter=1
   :                                       :  M=0, K=0, L=0, I=10
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |     JPEG XS codestream (1st field)    |  SEP counter=1
   |            (part 2049/q)              |  P counter=0
   :                                       :  M=0, K=0, L=0, I=10
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |     JPEG XS codestream (1st field)    |  SEP counter=(q-1) div 2048
   |             (part q/q)                |  P counter=(q-1) mod 2048
   :                                       :  M=1, K=0, L=1, I=10
   +=====[ Packetization unit (PU) #2 ]====+
   |           Video Support box           |  SEP counter=0
   +- - - - - - - - - - - - - - - - - - - -+  P counter=0
   |        Color Specification box        |
   +- - - - - - - - - - - - - - - - - - - -+
   |     JPEG XS codestream (2nd field)    |
   |             (part 1/q)                |
   :                                       :  M=0, K=0, L=0, I=11
   +---------------------------------------+
   |     JPEG XS codestream (2nd field)    |  SEP counter=0
   |             (part 2/q)                |  P counter=1
   :                                       :  M=0, K=0, L=0, I=11
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |     JPEG XS codestream (2nd field)    |  SEP counter=(q-1) div 2048
   |             (part q/q)                |  P counter=(q-1) mod 2048
   :                                       :  M=1, K=0, L=1, I=11
   +=======================================+

         Figure 7: Example of JPEG XS Payload Data using Codestream
              Packetization Mode with Interlaced Video Frames
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   +===[ PU #1: JPEG XS Header segment ]===+
   |           Video Support box           |  SEP counter=0x07FF
   +- - - - - - - - - - - - - - - - - - - -+  P counter=0
   |        Color Specification box        |
   +- - - - - - - - - - - - - - - - - - - -+
   |      JPEG XS codestream header        |
   |  +---------------------------------+  |
   |  :  Markers and marker segments    :  |
   |  +---------------------------------+  |  M=0, T=0, K=1, L=1, I=00
   +==========[ PU #2: Slice #1 ]==========+
   |  +---------------------------------+  |  SEP counter=0
   |  |        SLH or SLI Marker        |  |  P counter=0
   |  +---------------------------------+  |
   |  :       Entropy Coded Data        :  |
   |  +---------------------------------+  |  M=0, T=0, K=1, L=1, I=00
   +==========[ PU #3: Slice #2 ]==========+
   |               Slice #2                |  SEP counter=1
   |              (part 1/q)               |  P counter=0
   :                                       :  M=0, T=0, K=1, L=0, I=00
   +---------------------------------------+
   |               Slice #2                |  SEP counter=1
   |              (part 2/q)               |  P counter=1
   :                                       :  M=0, T=0, K=1, L=0, I=00
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |               Slice #2                |  SEP counter=1
   |              (part q/q)               |  P counter=q-1
   :                                       :  M=0, T=0, K=1, L=1, I=00
   +=======================================+
   :                 ...                   :
   +========[ PU #N: Slice #(N-1) ]========+
   |             Slice #(N-1)              |  SEP counter=N-2
   |              (part 1/r)               |  P counter=0
   :                                       :  M=0, T=0, K=1, L=0, I=00
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |             Slice #(N-1)              |  SEP counter=N-2
   |              (part r/r)               |  P counter=r-1
   :             + EOC marker              :  M=1, T=0, K=1, L=1, I=00
   +=======================================+

           Figure 8: Example of JPEG XS Payload Data using Slice
              Packetization Mode with Progressive Video Frames
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   +==[ PU #1: JPEG XS Header segment 1 ]==+
   |           Video Support box           |  SEP counter=0x07FF
   +- - - - - - - - - - - - - - - - - - - -+  P counter=0
   |        Color Specification box        |
   +- - - - - - - - - - - - - - - - - - - -+
   |      JPEG XS codestream header 1      |
   |  +---------------------------------+  |
   |  :   Markers and marker segments   :  |
   |  +---------------------------------+  |  M=0, T=0, K=1, L=1, I=10
   +====[ PU #2: Slice #1 (1st field) ]====+
   |  +---------------------------------+  |  SEP counter=0
   |  |        SLH or SLI Marker        |  |  P counter=0
   |  +---------------------------------+  |
   |  :       Entropy Coded Data        :  |
   |  +---------------------------------+  |  M=0, T=0, K=1, L=1, I=10
   +====[ PU #3: Slice #2 (1st field) ]====+
   |              Slice #2                 |  SEP counter=1
   |             (part 1/q)                |  P counter=0
   :                                       :  M=0, T=0, K=1, L=0, I=10
   +---------------------------------------+
   |              Slice #2                 |  SEP counter=1
   |             (part 2/q)                |  P counter=1
   :                                       :  M=0, T=0, K=1, L=0, I=10
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |              Slice #2                 |  SEP counter=1
   |             (part q/q)                |  P counter=q-1
   :                                       :  M=0, T=0, K=1, L=1, I=10
   +=======================================+
   :                 ...                   :
   +==[ PU #N: Slice #(N-1) (1st field) ]==+
   |            Slice #(N-1)               |  SEP counter=N-2
   |             (part 1/r)                |  P counter=0
   :                                       :  M=0, T=0, K=1, L=0, I=10
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |            Slice #(N-1)               |  SEP counter=N-2
   |             (part r/r)                |  P counter=r-1
   :            + EOC marker               :  M=1, T=0, K=1, L=1, I=10
   +=======================================+
   +=[ PU #N+1: JPEG XS Header segment 2 ]=+
   |           Video Support box           |  SEP counter=0x07FF
   +- - - - - - - - - - - - - - - - - - - -+  P counter=0
   |        Color Specification box        |
   +- - - - - - - - - - - - - - - - - - - -+
   |       JPEG XS codestream header 2     |
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   |  +---------------------------------+  |
   |  :  Markers and marker segments    :  |
   |  +---------------------------------+  |  M=0, T=0, K=1, L=1, I=11
   +===[ PU #N+2: Slice #1 (2nd field) ]===+
   |  +---------------------------------+  |  SEP counter=0
   |  |        SLH or SLI Marker        |  |  P counter=0
   |  +---------------------------------+  |
   |  :      Entropy Coded Data         :  |
   |  +---------------------------------+  |  M=0, T=0, K=1, L=1, I=11
   +===[ PU #N+3: Slice #2 (2nd field) ]===+
   |               Slice #2                |  SEP counter=1
   |              (part 1/s)               |  P counter=0
   :                                       :  M=0, T=0, K=1, L=0, I=11
   +---------------------------------------+
   |               Slice #2                |  SEP counter=1
   |              (part 2/s)               |  P counter=1
   :                                       :  M=0, T=0, K=1, L=0, I=11
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |               Slice #2                |  SEP counter=1
   |              (part s/s)               |  P counter=s-1
   :                                       :  M=0, T=0, K=1, L=1, I=11
   +=======================================+
   :                 ...                   :
   +==[ PU #2N: Slice #(N-1) (2nd field) ]=+
   |             Slice #(N-1)              |  SEP counter=N-2
   |              (part 1/t)               |  P counter=0
   :                                       :  M=0, T=0, K=1, L=0, I=11
   +---------------------------------------+
   :                 ...                   :
   +---------------------------------------+
   |             Slice #(N-1)              |  SEP counter=N-2
   |              (part t/t)               |  P counter=t-1
   :             + EOC marker              :  M=1, T=0, K=1, L=1, I=11
   +=======================================+

           Figure 9: Example of JPEG XS Payload Data using Slice
              Packetization Mode with Interlaced Video Frames

5.  Traffic Shaping and Delivery Timing

   In order to facilitate proper synchronization between senders and
   receivers, it is RECOMMENDED to implement traffic shaping and
   delivery timing in accordance with the Network Compatibility Model
   compliance definitions specified in [SMPTE2110-21].  In such a case,
   the session description SHOULD signal the compliance with the media
   type parameter TP.  The actual applied traffic shaping and timing
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   delivery mechanism is outside the scope of this memo and does not
   influence the payload packetization.

6.  Congestion Control Considerations

   Congestion control for RTP SHALL be used in accordance with [RFC3550]
   and with any applicable RTP profile, e.g., RTP/AVP [RFC3551] or RTP/
   AVPF [RFC4585].

   While JPEG XS is mainly designed to be used in controlled network
   environments, it can also be employed in best-effort network
   environments, like the Internet.  However, if best-effort service is
   being used, users of this payload format SHALL monitor packet loss to
   ensure that the packet loss rate is within acceptable parameters.
   Packet loss is considered acceptable if a TCP flow across the same
   network path, and experiencing the same network conditions, would
   achieve an average throughput, measured on a reasonable timescale,
   that is not less than the RTP flow is achieving.  This condition can
   be satisfied by implementing congestion control mechanisms, for
   example by means of RTP Control Protocol (RTCP) Feedback for
   Congestion Control [RFC8888], to allow adapting the transmission rate
   (or the number of layers subscribed for a layered multicast session)
   or by arranging for a receiver to leave the session if the loss rate
   is unacceptably high.

   Alternatively, this payload format may also be used in networks that
   provide quality-of-service guarantees.  If enhanced service is being
   used, receivers SHOULD monitor packet loss to ensure that the service
   that was requested is actually being delivered.  If enhanced service
   is not used, then users of this payload SHOULD assume a best-effort
   service and behave accordingly.

   In addition, [RFC8083] is an update to [RFC3550] that defines
   criteria for when one is required to stop sending RTP Packet Streams
   and which can be used for relevant applications.

   Finally, [RFC8085] provides additional information on the best
   practices for applying congestion control to UDP streams.

7.  Payload Format Parameters

   This section specifies the required and optional parameters of the
   payload format and/or the RTP stream.  All parameters are
   declarative, meaning that the information signaled by the parameters
   is also present in the payload data, namely in the payload header
   (see Section 4.3) or in the JPEG XS header segment.  When provided,
   their respective values SHALL be consistent with the payload.
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7.1.  Media Type Registration

   This registration is done using the template defined in [RFC6838] and
   following [RFC4855].

   The receiver SHALL ignore any unrecognized parameter.

   Type name:
      video

   Subtype name:
      jxsv

   Required parameters:
      rate:  The RTP timestamp clock rate.  Applications using this
         payload format SHALL use a value of 90000.

      packetmode:  This parameter specifies the configured packetization
         mode as defined by the pacKetization mode (K) bit in the
         payload header of Section 4.3.  This value SHALL be equal to
         the K-bit value configured in the RTP stream (i.e., 0 for
         codestream or 1 for slice).

   Optional parameters:
      transmode:  This parameter specifies the configured transmission
         mode as defined by the Transmission mode (T) bit in the payload
         header of Section 4.3.  If specified, this value SHALL be equal
         to the T bit value configured in the RTP stream (i.e., 0 for
         out-of-order-allowed or 1 for sequential-only).  If not
         specified, a value 1 (sequential-only) SHALL be assumed and the
         T bit SHALL be set to 1.

      profile:  The JPEG XS profile [ISO21122-2] in use.  Any white
         space Unicode character in the profile name SHALL be omitted.
         Examples of valid profile names are ’Main444.12’, ’High444.12’,
         ’CHigh444.12’, or ’TDC444.12’.

      level:  The JPEG XS level [ISO21122-2] in use.  Any white space
         Unicode character in the level name SHALL be omitted.  Examples
         of valid levels are ’2k-1’ or ’4k-2’.

      sublevel:  The JPEG XS sublevel [ISO21122-2] in use.  Any white
         space Unicode character in the sublevel name SHALL be omitted.
         Examples of valid sublevels are ’Sublev3bpp’ or ’Sublev6bpp’.

      fbblevel:  The JPEG XS frame buffer level [ISO21122-2] in use.
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         Any white space Unicode character in the fbblevel name SHALL be
         omitted.  Examples of valid frame buffer levels are
         ’Fbblev3bpp’ or ’Fbblev12bpp’.

      depth:  Determines the number of bits per sample.  This is an
         integer with typical values including 8, 10, 12, and 16.

      width:  Determines the number of pixels per line.  This is an
         integer between 1 and 32767, inclusive.

      height:  Determines the number of lines per video frame.  This is
         an integer between 1 and 32767, inclusive.

      exactframerate:  Signals the video frame rate in frames per
         second.  Integer frame rates SHALL be signaled as a single
         decimal number (e.g., "25") whilst non-integer frame rates
         SHALL be signaled as a ratio of two integer decimal numbers
         separated by a "forward-slash" character (e.g., "30000/1001"),
         utilizing the numerically smallest numerator value possible.

      interlace:  If this parameter name is present, it indicates that
         the video is interlaced, or that the video is Progressive
         segmented Frame (PsF).  If this parameter name is not present,
         the progressive video format SHALL be assumed.

      segmented:  If this parameter name is present, and the interlace
         parameter name is also present, then the video is a Progressive
         segmented Frame (PsF).  Signaling of this parameter without the
         interlace parameter is forbidden.

      sampling:  Specifies the color difference signal sub-sampling
         structure.  Valid values and their specification are the
         following:

         For signals utilizing the non-constant luminance Y’C’B C’R
         signal format of [BT601-7], [BT709-6], [BT2020-2], or
         [BT2100-2]:

         YCbCr-4:4:4  (4:4:4 sampling)

         YCbCr-4:2:2  (4:2:2 sampling)

         YCbCr-4:2:0  (4:2:0 sampling)

         For signals utilizing the constant luminance Y’C C’BC C’RC
         signal format of [BT2020-2]:

         CLYCbCr-4:4:4  (4:4:4 sampling)
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         CLYCbCr-4:2:2  (4:2:2 sampling)

         CLYCbCr-4:2:0  (4:2:0 sampling)

         For signals utilizing the constant intensity I CT CP signal
         format of [BT2100-2]:

         ICtCp-4:4:4  (4:4:4 sampling)

         ICtCp-4:2:2  (4:2:2 sampling)

         ICtCp-4:2:0  (4:2:0 sampling)

         Signals utilizing the 4:4:4 R’ G’ B’ or RGB signal format (such
         as that of [BT601-7], [BT709-6], [BT2020-2], [BT2100-2],
         [SMPTE2065-1], or [SMPTE2065-3]) SHALL use the following value
         for the Media Type Parameter "sampling":

         RGB  (RGB or R’ G’ B’ samples)

         For signals utilizing the 4:4:4 X’ Y’ Z’ signal format (such as
         defined in [SMPTE428-1]):

         XYZ  (X’ Y’ Z’ samples)

         For single-component key signals (such as defined in
         [SMPTE157]):

         KEY  (Samples of the key signal)

         Signals utilizing a color sub-sampling other than what is
         defined here SHALL use the following value for the Media Type
         Parameter "sampling":

         UNSPECIFIED  (Sampling signaled by the payload)

      colorimetry:  Specifies the system colorimetry used by the video
         samples.  Valid values and their specification are the
         following:

         BT601-5:  [BT601-5].

         BT709-2:  [BT709-2].

         SMPTE240M:  [SMPTE240M].

         BT601:  [BT601-7].
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         BT709:  [BT709-6].

         BT2020:  [BT2020-2].

         BT2100:  [BT2100-2], Table 2 titled "System colorimetry".

         ST2065-1:  Academy Color Encoding Specification (ACES)
            [SMPTE2065-1].

         ST2065-3:  Academy Density Exchange Encoding (ADX)
            [SMPTE2065-3].

         XYZ:  [ISO11664-1], section titled "1931 Observer".

         UNSPECIFIED:  Colorimetry SHALL either be signaled in the
            payload by the Color Specification box of [ISO21122-3], or
            be manually coordinated between sender and receiver.

         Signals utilizing the [BT2100-2] colorimetry SHOULD also signal
         the representational range using the optional parameter RANGE
         defined below.  Signals utilizing the UNSPECIFIED colorimetry
         might require manual coordination between the sender and the
         receiver.

      TCS:  Transfer Characteristic System.  This parameter specifies
         the transfer characteristic system of the video samples.  Valid
         values and their specification are the following:

         SDR:  Standard Dynamic Range video streams that utilize the
            Optical Electrical Transfer Function (OETF) of [BT709-6] or
            [BT2020-2].  Such streams SHALL be assumed to target the
            Electro-Optical Transfer Function (EOTF) specified in
            [BT1886-0].

         PQ:  High dynamic range video streams that utilize the
            Perceptual Quantization system of [BT2100-2].

         HLG:  High dynamic range video streams that utilize the Hybrid
            Log-Gamma system of [BT2100-2].

         UNSPECIFIED:  Video streams whose transfer characteristics
            SHALL either be signaled by the payload as specified in
            [ISO21122-3], or be manually coordinated between sender and
            receiver.

      RANGE:  This parameter SHOULD be used to signal the encoding range
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         of the sample values within the stream.  When paired with
         [BT2100-2] colorimetry, this parameter has two allowed values,
         NARROW and FULL, corresponding to the ranges specified in TABLE
         9 of [BT2100-2].  In any other context, this parameter has
         three allowed values: NARROW, FULLPROTECT, and FULL, which
         correspond to the ranges specified in [SMPTE2077].  In the
         absence of this parameter, and for all but the UNSPECIFIED
         colorimetry, NARROW SHALL be the assumed value.  When paired
         with the UNSPECIFIED colorimetry, FULL SHALL be the default
         assumed value.

   Encoding considerations:
      This media type is framed in RTP and contains binary data; see
      Section 4.8 of [RFC6838].

   Security considerations:
      See the Security Considerations section of [RFCXXXX].

   Interoperability considerations:
      None

   Published specification:
      See the References section of [RFCXXXX]

   Applications that use this media type:
      Any application that transmits video over RTP (like SMPTE ST
      2110).

   Fragment identifier considerations:
      N/A

   Additional information:
      None

   Person & email address to contact for further information:
      T.  Bruylants rtp@intopix.com (mailto:rtp@intopix.com) and T.
      Richter jpeg-xs-techsupport@iis.fraunhofer.de (mailto:jpeg-xs-
      techsupport@iis.fraunhofer.de).

   Intended usage:
      COMMON

   Restrictions on usage:
      This media type depends on RTP framing; hence, it is only defined
      for transfer via RTP [RFC3550].

   Author:
      See the Authors’ Addresses section of [RFCXXXX].
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   Change controller:
      IETF Audio/Video Transport Working Group delegated from the IESG.

8.  SDP Parameters

   A mapping of the parameters into the Session Description Protocol
   (SDP) [RFC8866] is provided for applications that use SDP.

8.1.  Mapping of Payload Type Parameters to SDP

   The media type video/jxsv string is mapped to fields in the Session
   Description Protocol (SDP) [RFC8866] as follows:

   The media type ("video") goes in SDP "m=" as the media name.

   The media subtype ("jxsv") goes in SDP "a=rtpmap" as the encoding
   name, followed by a slash ("/") and the required parameter "rate"
   corresponding to the RTP timestamp clock rate (which for the payload
   format defined in this document SHALL be 90000).

   The required parameter "packetmode" and any of the additional
   optional parameters, as described in Section 7.1, go in the SDP media
   format description, being the "a=fmtp" attribute (Format Parameters),
   by copying them directly from the media type string as a semicolon-
   separated list of parameter=value pairs.

   All parameters of the media format SHALL correspond to the parameters
   of the payload.  In case of discrepancies between payload parameter
   values and SDP fields, the values from the payload data SHALL
   prevail.

   The receiver SHALL ignore any parameter that is not defined in
   Section 7.1.

   An example SDP mapping for JPEG XS video is as follows:

   m=video 30000 RTP/AVP 112
   a=rtpmap:112 jxsv/90000
   a=fmtp:112 packetmode=0;sampling=YCbCr-4:2:2;
               width=1920;height=1080;depth=10;
               colorimetry=BT709;TCS=SDR;RANGE=FULL;TP=2110TPNL

   In this example, a JPEG XS RTP stream is to be sent to UDP
   destination port 30000, with an RTP dynamic payload type of 112 and a
   media clock rate of 90000 Hz.  Note that the "a=fmtp:" line has been
   wrapped to fit this page and will be a single long line in the SDP
   file.  This example includes the TP parameter (as specified in
   Section 5).
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8.2.  Usage with SDP Offer/Answer Model

   When JPEG XS is offered over RTP using SDP in an offer/answer model
   [RFC3264] for negotiation for unicast usage, the following
   limitations and rules apply:

   The "a=fmtp" attribute SHALL be present specifying the required
   parameter "packetmode" and MAY specify any of the optional
   parameters, as described in Section 7.1.

   All parameters in the "a=fmtp" attribute indicate sending
   capabilities (i.e., properties of the payload).

   An answerer of the SDP is required to support all parameters and
   values of the parameters provided by the offerer; otherwise, the
   answerer SHALL reject the session.  It falls on the offerer to use
   values that are expected to be supported by the answerer.  If the
   answerer accepts the session, it SHALL reply with the exact same
   parameter values in the "a=fmtp" attribute as they were initially
   offered.

   The same RTP payload type number used in the offer SHOULD be used in
   the answer, as specified in [RFC3264].

9.  IANA Considerations

   Because this document obsoletes [RFC9134], IANA is asked to change
   all registration information that references [RFC9134] to instead
   reference [RFCXXXX].  IANA is asked to update the media type
   registration "video/jxsv" as specified in Section 7.1 (see
   https://www.iana.org/assignments/media-types).

10.  Security Considerations

   RTP packets using the payload format defined in this memo are subject
   to the security considerations discussed in [RFC3550] and in any
   applicable RTP profile such as RTP/AVP [RFC3551], RTP/AVPF [RFC4585],
   RTP/SAVP [RFC3711], or RTP/SAVPF [RFC5124].  This implies that
   confidentiality of the media streams is achieved by encryption.
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   However, as "Securing the RTP Framework: Why RTP Does Not Mandate a
   Single Media Security Solution" [RFC7202] discusses, it is not an RTP
   payload format’s responsibility to discuss or mandate what solutions
   are used to meet the basic security goals like confidentiality,
   integrity, and source authenticity for RTP in general.  This
   responsibility lies on anyone using RTP in an application.  They can
   find guidance on available security mechanisms and important
   considerations in "Options for Securing RTP Sessions" [RFC7201].
   Applications SHOULD use one or more appropriate strong security
   mechanisms.

   Implementations of this RTP payload format SHALL ensure the decoder
   is robust against malicious or malformed payloads and ensure that
   they do not cause the decoder to overrun its allocated memory or
   otherwise misbehave.  An overrun in allocated memory could lead to
   arbitrary code execution by an attacker.  The same applies to the
   encoder, even though problems in encoders are typically rarer.

   This payload format and the JPEG XS encoding do not exhibit any
   substantial non-uniformity, either in output or in complexity to
   perform the decoding operation; thus, they are unlikely to pose a
   denial-of-service threat due to the receipt of pathological
   datagrams.

   This payload format and the JPEG XS encoding do not contain code that
   is executable.

   It is important to note that high-definition (HD) or ultra-high-
   definition (UHD) video that is encoded with JPEG XS can have
   significant bandwidth requirements (typically more than 1 Gbps for
   UHD video, especially if using high framerate).  This is sufficient
   to cause potential for denial of service if transmitted onto most
   currently available Internet paths.

11.  Operational Considerations

   This document is an update to [RFC9134] and has been designed to
   minimize operational impact on existing deployments.

   The RTP packetization, header formats, and overall payload structure
   remain unchanged compared to [RFC9134].  As a result, existing
   implementations compliant with [RFC9134] remain compatible with this
   specification and continue to interoperate without modification when
   operating in modes defined by [RFC9134].

   The primary changes introduced by this document are limited to
   support for new features defined in the third edition of the JPEG XS
   standard ([ISO21122-1], [ISO21122-2], and [ISO21122-3]), most notably
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   the Temporal Differential Coding (TDC) mode.  These extensions are
   designed to be backward-compatible and do not affect the decoding of
   non-TDC streams.

   In particular:

   *  For TDC profiles, [ISO21122-1] relies on a specific slice header
      marker called SLI, in addition to the original SLH marker.  The
      SLI marker indicates that the slice encodes TDC-enabled content.
      This distinction is not directly relevant to this specification,
      and for the purposes of this RFC, both the SLH and SLI markers
      serve the same function: to define the boundaries of packetization
      units when using the Slice Packetization mode, as described in
      Section 4.1.  Yet, this document was updated to reflect the
      possibility for using either SLH and SLI markers.

   *  In addition to the level and sublevel, the TDC coding mode
      introduces an fbblevel in [ISO21122-2] that needs to be supported
      as an optional payload parameter.  A new parameter for signaling
      the fbblevel is defined in Section 7.

   *  This document now provides more clarifications and improved
      descriptions for correctly handling interlaced video.

   *  Section 3.2 provides a more detailed definition of a Slice to
      clarify that this RTP payload format supports the optional slice-
      based extension marker functionality defined in [ISO21122-1].

   *  The erratum of [RFC9134] concerning the RTP timestamp for
      interlaced video signals has been incorporated into this
      specification.

   As a consequence, deployment of this updated specification does not
   require an explicit or coordinated upgrade, and can be introduced
   incrementally.  Implementations that support the new features can
   negotiate their use via existing SDP mechanisms, while legacy
   implementations remain fully operational within their supported
   feature set.

   Overall, the design of this specification ensures a straightforward
   upgrade path, preserves interoperability with existing systems, and
   does not introduce additional operational complexity for
   configuration, debugging, or network management.

12.  RFC Editor Considerations

   Note to RFC Editor: This section may be removed after carrying out
   all the instructions of this section.
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   [RFCXXXX] is to be replaced by the RFC number this specification
   receives when published.
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Abstract

   Network slicing in 5G enables logical networks for communication
   services of multiple 5G customers to be multiplexed over the same
   infrastructure.  While 5G slicing covers logical separation of
   various aspects of 5G infrastructure and services, user’s data plane
   packets over the Radio Access Network (RAN) and Core Network (5GC)
   use IP in many segments of an end-to-end 5G slice.  When end-to-end
   slices in a 5G System use network resources, they are mapped to
   corresponding Transport Network (TN) slice(s) which in turn provide
   the bandwidth, latency, isolation, and other criteria required for
   the realization of a 5G slice.

   This document describes mapping of 5G slices to TN slices using UDP
   source port number of the GTP-U bearer when the TN slice provider is
   separated by an "attachment circuit" from the networks in which the
   5G network functions are deployed, for example, 5G functions that are
   distributed across data centers.  The slice mapping defined here is
   supported transparently when a 5G user device moves across 5G
   attachment points and session anchors.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.
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   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on 14 November 2026.
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1.  Introduction

   3GPP architecture for 5G System (5GS) in [TS.23.501-3GPP],
   [TS.23.502-3GPP] and [TS.23.503-3GPP] for 5GC (5G Core), and the NG-
   RAN architecture defined in [TS.38.300-3GPP] and [TS.38.401-3GPP]
   describe slicing as one of the capabilities for the communication
   services that 5G systems provide.  Slice types defined by the 3GPP
   include enhanced mobile broadband (eMBB) communications, ultra-
   reliable low latency communications (URLLC), massive internet of
   things (MIoT) and vehicle-to-X (V2X) and high-performance machine
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   type communications (HMTC).  The slice types list is illustrative and
   other slice types can be defined in future.

   5G network slicing is defined by the 3GPP [TS.28.530-3GPP] as an
   approach, "where logical networks/partitions are created, with
   appropriate isolation, resources, and optimized topology to serve a
   purpose or service category (e.g. use case/traffic category, or for
   MNO internal reasons) or customers logical system created "on-
   demand".  A 5G slice instance requested by an end-user is realized by
   a 5G network slice subnet (NSS) which is a collection of network
   functions across RAN and 5GC that make up the 5G slice.  However, the
   capabilities of TN slices and slice characteristics for QoS, hard
   /soft isolation, protection and other aspects are out of scope of
   3GPP standards.

   TN slices in this document can be used to realize slices between 3GPP
   control plane NFs or for a UE’s user plane.  For realizing control
   plane slicing, the TN slice is deployed along the interface between
   two 3GPP NFs and this is not considered further in this document.
   User plane 5G slice for each user’s Protocol Data Unit (PDU) session
   is mapped to corresponding TN slices and is the focus of this
   document.  A PDU session in 5G is a logical connection that provides
   a path between a User Equipment (UE) and a data network such as
   internet.  Since the 3GPP Single Network Slice Selection Assistance
   Information (S-NSSAI) is not visible to TNs, the source UDP port
   number of the GTP-U (or UDP encapsulated GTP) bearer is used to
   convey a mapping to the TN slices on each 3GPP interface (i.e., F1-U,
   N3, N9).  The source port space (˜2^16) for mapping slices is more
   than sufficient for any realistic deployment scenario.  The number of
   slices is likely to be far fewer than the source port space available
   as each slice involves significant configuration to set up and
   manage.  Following UE handover, the S-NSSAI is mapped seamlessly to
   the corresponding GTP-U (or UDP encapsulated GTP) source port number
   of the newly attached network and can be considered to be "mobility
   aware".  Mapping a 3GPP slice to a TN slice using GTP-U (UDP) source
   port number is useful when the 3GPP network function and PE for TN
   slice are in different IP subnets, and using IP source address
   instead would require far more configuration.  Slice mapping using
   UDP source port numbers may be used in TN of public or private 3GPP
   networks.

   A TN slice across 3GPP interfaces may use multiple technologies or
   network providers.  In practice, the orchestration and architecture
   may not be monolithic or uniform.  For example, there may be distinct
   connectivity domains including Data Centers, Public Cloud, Wide Area
   Networks, and different orchestration entities.  Several network
   scenarios and mechanisms to map 3GPP and IETF network slices are
   found in [I-D.ietf-teas-5g-network-slice-application] and [RFC9889].
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   Unlike mapping of a fronthaul 3GPP slice to a TN slice, TN slice(s)
   for 3GPP backhaul (F1-U/N3/N9) corresponds to slice characteristics
   of the UE session during initial setup (user initiates 3GPP
   connectivity session) and following UE mobility.  For example, a UE
   served by the 3GPP system for high throughput, low latency service
   and related 3GPP slice should be mapped to a TN slice that provides
   the corresponding characteristics even after handover.  This document
   defines a mechanism where the source UDP port number of a layer 3 GTP
   bearer (or UDP encapsulated GTP) is used to map a 3GPP slice to the
   TN slice at the Provider Edge (PE).  3GPP slice management
   ([TS.28.541-3GPP]), Attachment Circuit (AC) in [RFC9834] YANG model
   for UDP tunnel bearer in [I-D.ietf-dmm-udp-tunnel-acaas-extn] provide
   the basis for the necessary mapping.  It is not the purpose of this
   document to standardize or constrain the implementation of slicing or
   user plane functionality in 3GPP.

   This document describes a potential way to map user plane packets of
   a 3GPP PDU session identified by a 3GPP slice (S-NSSAI) to an IETF
   Network Slice Service as defined in [RFC9543].  Section 2 provides an
   overview on how IP transport slices apply in a 3GPP context.
   Section 3 describes how to map a 3GPP slice to a TN slice at a
   provider edge.  UDP source port ranges in TN underlays for slice
   mapping is described in Section 4.

2.  Scope of Transport Networks in 5G Slicing

   3GPP [TS.28.530-3GPP] discusses TN in the context of network slice
   subnets, but does not specify further details.  This section provides
   an overview of the processes to provision and map 5G slices in
   backhaul and mid-haul network segments with GTP-U (UDP) source port
   number.
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                      5G Control and Management Planes
    +------------------------------------------------------------------+
    | +---------------------------------------------------------------+|
    | |              5G E2E Network Slice Orchestrator                ||
    | +---+-------------+-------------+---------------+-----------+---+|
    |     |             |             |               |           |    |
    | +---+--+          |   F1-C +----+-----+         |   N2 +----+---+|
    | |      |---------(---------|gNB-CU(CP)|--------(-------| 5GC CP ||
    | |      |          |        +----+-----+         |      +----+---+|
    +-|      |----------|-------------|---------------|-----------|----+
      |      |          |             |               |           |
      |      |      +---V---+         |           +---V---+       |
      |      |      | IETF  |         |           | IETF  |       |
      |gNB-DU|      |  NSC  |         E1          |  NSC  |       |
      |      |      +---+---+         |           +---+---+       |
      |      |          |             |               |           |
      |      |       __ V__           |            ___V__         |
      |      |    __/      \__     +--+---+     __/      \__    +-+-+
      |      |   /   IP/L2    \    | gNB  |    /     IP     \   |   |
   UE-+      +-(PE) Mid-haul (PE)--+CU(UP)+--(PE) Backhaul(PE)--+UPF+-DN
      +------+   \__        __/    +------+    \__        __/   +---+
                    \______/                      \______/

              |------ F1-U ------|        |----- N3 or N9 -----|

          Figure 1: Backhaul and Mid-haul Transport Network for 5G

   Figure 1 depicts a 5G System (5GS) in which a gNB is split into a
   gNB-CU-CP, multiple gNB-CU-UPs and multiple gNB-DUs, as described in
   [TS.38.401-3GPP].  In addition, the figure is expanded to show the IP
   transport and PE (Provider Edge) providing IP transport service to
   5GS user plane entities 5G-AN (e.g., gNB) and UPF.  Each PE hosts the
   Service Demarcation Points (SDPs) to the TN slice provider.  The IETF
   Network Slice Controller (NSC) interfaces with the 3GPP network
   (customer network) that requests for TN slices (IETF network slice).
   The 5G management plane in turn requests the Network Slice Controller
   (NSC) to set up resources and connectivity for the network slice as
   defined in [RFC9543].  5G E2E network slice orchestration
   [TS.28.533-3GPP] is used to manage the life cycle of 5G E2E network
   slice across RAN, TN and core network.

   In this architecture, end-to-end user plane connectivity between the
   UE and a specific Data Network (DN) is supported by the F1-U
   interface (between gNB-DU and gNB-CU-UP), the N3 interface between
   the gNB-CU-UP and the UPF, and the N9 interface between UPFs in the
   core network.  Over these interfaces, GTP-U is used to transport UE
   PDUs (IPv4, IPv6, IPv4v6, Ethernet or Unstructured) as specified in
   [TS.29.281-3GPP].  Data in each user’s PDU session is mapped to
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   corresponding TN slices across N3/N9/F1-U interfaces based on the 5G
   slice requirements.  Multiple UEs traffic (e.g., eMBB) at a location
   that have the same requirements may use a TN slice.  3GPP network
   functions (i.e., gNB-DU, gNB-CU and UPF) may however be distributed
   (e.g., across multiple data centers) and therefore require multiple
   TN slices across the respective interfaces.  The TN PE does not
   consider 5QI in the DSCP or GTP-U header for mapping the 5G slice.
   3GPP QoS with 5QI and corresponding DSCP mapping can be applied to
   traffic flows in PDU sessions in the slice independently.  Mapping a
   3GPP slice to a TN slice using GTP-U (UDP) source port number is
   described in Section 3.3.

   The gNB-DU can also be split into two entities (O-RU and O-DU) as
   defined by O-RAN Alliance and therefore the user plane includes the
   fronthaul interface between O-RU and O-DU.  However, as this
   interface does not rely on GTP-U to transport UE PDU, the fronthaul
   interface is out of scope of this document.  Mid-haul and backhaul
   are described further in Section 3.1.

3.  Mapping 3GPP Slice to Transport Network Slices

3.1.  Mid-haul and Backhaul Transport Networks

   As described in Figure 1, 3GPP functions gNB-CU (user plane) and gNB-
   DU may be distributed and have a mid-haul transport between the two
   3GPP network functions.  If an IP based mid-haul interface is used,
   the network slice instance (NSI) information can be MPLS, SRv6 based
   as defined in [TS.28.541-3GPP].  However, if the 3GPP network
   function (slice customer) is physically separated from the TN slice
   provider (e.g., a gNB-CU (user plane) with baseband units deployed in
   a data center), the MPLS, SRv6 information may not be practical to
   carry across to the separated TN slice provider.  In this case, the
   source UDP port number of the GTP-U can be used to indicate the slice
   in the TN slice provider.

   The backhaul transport over which the protocols for N3 and N9
   interfaces run are described in [TS.23.501-3GPP] and
   [TS.23.502-3GPP].  The PDU session is carried over the radio network,
   and GTP-U transport protocol across N3 and N9 interfaces to the data
   network.  GTP-U between the 3GPP network functions (gNB, UPF) serves
   as an overlay protocol across one or more MPLS, SRv6 or Ethernet TNs
   in between.  During UE session setup, a number of parameters for
   context management are configured in the gNB, UPF and that includes
   network slice (S-NSSAI).  On an Ethernet based backhaul interface,
   the slice information is carried in the Ethernet header through the
   VLAN tags.  If an IP based backhaul interface is used, the network
   slice instance (NSI) information can be MPLS, SRv6 based as defined
   in [TS.28.541-3GPP].  However, if the 3GPP network function (slice
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   customer) is physically separated from the TN slice provider (e.g., a
   gNB-CU (user plane) or UPF, or both are deployed in a data center),
   the MPLS, SRv6 information may not be practical to carry across to
   the separated TN slice provider.  In this case, the source UDP port
   number of the GTP-U can be used to indicate the slice in the TN slice
   provider.

3.2.  3GPP Slice Configuration Overview

   Communication services in 3GPP and the concepts to provision and
   manage it are described in [TS.28.530-3GPP].  A brief overview is
   given here with the intent to describe how it is related to an IP
   transport slice and the mapping between it and the 3GPP slice.
   Communication services (e.g., an eMBB service) may be realized in a
   3GPP network using one or more slices identified by NSSAI (Network
   Slice Selection Assistance Information) in the 3GPP control plane
   signaling.  In the 3GPP management plane, the network slice
   identified by NSSAI is realized in a Network Slice Subnet (NSS).  For
   example, a slice S-NSSAI is available to a user at different
   locations (and even PLMNs) and may be realized in an NSS at that
   location.  An NSS consists of sets of functions from 5GC and RAN that
   belong to the NSS.  Network interfaces of functions in an NSS may be
   associated to one or more slice subnets.  These relationships are
   illustrated in Figure 2.  From the viewpoint of IP transport slicing
   and mapping to 3GPP slices, a TN slice is associated to 3GPP core or
   RAN network functions in a 3GPP Network Slice Subnet (NSS).  Thus, it
   can represent a slice of a transport path for a tenant between two
   3GPP user plane functions.
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   +-------------------+   +-------------------+    +------------------+
   |  Comm. Service A  |   |  Comm. Service B  |    |  Comm. Service C |
   +-------+-----------+   +---------+---------+    +--------+---------+
           |                         |                       \
           |                         |                        \
   +-------+-------+        +--------+------+         +-------+-------+
   |NSSAI=0x02:0x0A|        |NSSAI=0x01:0x00|         |NSSAI=0x03:0x0C|
   +-------^-------+        +-------^-------+         +--------^------+
          /                        /                           |
   ______/______           _______/_____                 ______|______
   \  Net.Slice \          \  Net.Slice \               | Net.Slice   |
    \  Subnet-A  \          \  Subnet-B  \              | Subnet-C    |
     \ (NSS-A)    \          \   (NSS-B)  \             |   (NSS-C)   |
      \            \          \            \            |             |
       \  +--------+\          \  +--------+\           |  +--------+ |
        \ |NSSI=CN1| \          \ |NSSI=CN1| \          |  |NSSI=CN3| |
         \+-----\--+  \          \+---\----+  \         |  +---|----+ |
          \      \     \          \    \       \        |      |      |
           \  +===\====+\          \ +==\=====+ \       |  +===|====+ |
            \ |NS = TS1| \          \|NS = TS2|  \      |  |NS = TS3| |
             \+====\===+  \          +====\===+   \     |  +===|====+ |
              \     \      \          \    \       \    |      |      |
               \  +--\-----+\      +--------\-----------+      |      |
                \ |NSSI=AN1| \     \    \ +--\-----+ \         |      |
                 \+--------+  \     \    \|NSSI=AN2+-----------+      |
                  \____________\     \    +--------+   \              |
                                      +----\------------\-------------+
                                             +------------+

                       Figure 2: Slice Configuration
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   Figure 2 shows the slice hierarchy described in [TS.28.530-3GPP] with
   3 communication services enhanced to show the IP transport slice
   instances (TS1, TS2, TS3).  NSSAI consists of an 8 bit Slice/Service
   Type (SST) and a 24 bit Slice Differentiator (SD) and is represented
   in Figure 2 as SST(8):SD(24).  As an example, when a UE registers
   with 5GC with NSSAI 0x02:0x0A, 0x01:0x00, 0x03:0x0C or others, 5GC
   may allow NSSAI 0x01:0x00 in list of NSSAI for the UE based on the
   request from the UE and other factors in the network.  Another factor
   in selecting the NSSAI is whether the UE may move to another location
   during the lifetime of the session.  In this case, the NSSAI should
   be such that it has a mapping to TN slice during initial attach, and
   following handover.  For example, a UE that attaches to 5GC with
   S-NSSAI = 0x01:0x00 and served by user plane instances CN1 and AN2
   uses TN slice NS = TS2 to provide the resources in the IP network
   that corresponds to the UE session.  Following handover with S-NSSAI
   = 0x01:0x00, the UE may be served by user plane instances CN1’ and
   AN2’ over an IP slice TS2’ in the new location.

3.3.  Slice Mapping using UDP Source Port Number

   When a 3GPP user plane function (5G-AN, UPF) and IP transport PE are
   on different nodes or separated across a network, the PE router needs
   to have the means by which to classify the IP packet from 3GPP entity
   based on some header information.  In [RFC9543] terminology, this is
   a scenario where there is an AC between the 3GPP entity (customer
   edge) and the SDP (Service Demarcation Point) in the TN (provider
   edge).  The AC is provisioned between a 3GPP user plane node (i.e.,
   gNB, UPF) in, for example, a data center, to a PE router that serves
   as the service demarcation point for the TN slice.  The following
   paragraphs provide an outline of operations in a 5G system prior to
   PDU session setup, and during PDU session setup in mapping 3GPP slice
   to IETF transport slice.  It should be noted that outlines of 3GPP
   procedures below and data structures in Figure 3 are only to
   illustrate the concepts in the use of YANG model extensions for layer
   3 GTP bearers in [I-D.ietf-dmm-udp-tunnel-acaas-extn].  It is not the
   purpose of this document to standardize or otherwise constrain the
   implementation of slicing and user plane functionality in 3GPP.

   Prior to PDU session setup, the TN and 3GPP user plane nodes are
   provisioned with the necessary information for mapping the slices.
   The PE router in TN is provisioned to map all packets arriving on a
   layer 3 attachment circuit (the outer header carrying the GTP-U
   tunnel), i.e., a UDP source port number/range to corresponding
   [RFC9543] slice characteristics as shown in Section 4.  3GPP user
   plane nodes (gNB, UPF) are provisioned with GTP transport interface
   information parameters in [TS.28.541-3GPP].  Each EP_Transport (a
   logical transport interface in 5G user plane entities) is configured
   with an ATTACHMENT_CIRCUIT containing UDP source port number/range
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   for each of the slices (S-NSSAI) supported by the 3GPP user plane
   node.  "ATTACHMENT_CIRCUIT" is one of the enumerated options in
   connectionPointId (externalEndPointRefList) attribute in
   EP_Transport.  The YANG model for the layer 3 GTP bearer (UDP tunnel
   with source port number/range) is defined in
   [I-D.ietf-dmm-udp-tunnel-acaas-extn] and inherits the attachment
   circuit in [RFC9834].

   During PDU session setup, the 5G control plane configures parameters
   to set up the user plane for the UE’s PDU session across F1-U, N3 and
   N9 interfaces.  One of parameters configured by the 5G control plane
   is the S-NSSAI.  Data packets of the PDU session can be associated to
   the EP_Transport /S-NSSAI configured in the user plane entities for
   forwarding.  The ATTACHMENT_CIRCUIT for the per S-NSSAI EP_Transport
   interface has UDP source port number/range which is used when
   forwarding a GTP-U packet belonging to the PDU session.  The 3GPP
   user plane node can now associate the provisioned slice and
   EP_transport to the S-NSSAI signaled for the PDU session.

   An example is shown in Figure 3.
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                            upstream GTP-U packet
                      =====================================>

        customer edge     attachment       slice provider  customer edge
                          circuit "ac1"       ______
       +-------------+      ______         __/      \__    +-----------+
       |   gNB-CU    |   __/      \__     /     IP     \   |   UPF     |
       |N3 IP i/f =  +--/ Data Center\--(PE) Backhaul (PE)-+N3 IP i/f =|
       |  gNB-AN2-if |  \__ Network__/    \__        __/   |UPF-CN1-if |
       +-------\-----+     \______/          \___\__/      +-----------+
                \                                 \
                 \                                 +-------------------+
    +--------------\----------------+              |   Slice Mapping:  |
    |+--------------------------+   |              |Match:             |
    ||3GPP CP Config:           |   |              |    vlan-id  = 100 |
    ||NSSI  = AN2               |   |              |    src-port = 5678|
    |+--------------------------+   |              |Action:            |
    |+-----------------------------+|              |   select NS = TS2 |
    ||Slice Mapping to UPF-CN1-if: ||              +-------------------+
    || S-NSSAI=0x01:0x00           ||
    || EP_Transport:               ||
    || - ipAddress = UPF-CN1-if    ||
    || - connectionPointIDType =   ||
    ||        "ATTACHMENT_CIRCUIT" ||
    || - connectionPointId = "ac1"--------+
    |+-----------------------------+|     |
    +-------------------------------+     |
                                          V
                  +-----------------------------------------------+
                  | * "ac1" properties:                           |
                  |     - vlan-id: 100                            |
                  |     - src-port = 5678                         |
                  |     - CE address (gNB-CU): gNB-AN2-if         |
                  |     - PE address: 203.0.113.0/24              |
                  +-----------------------------------------------+

       Note: VLAN (vlan-id) is only illustrative.

               Figure 3: Slice Mapping using UDP source port
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   Figure 3 shows the configuration and mapping applied to network
   instances in a 3GPP network slice subnet and corresponding TN
   instances for sending an upstream GTP packet from gNB-CU (user plane)
   to UPF.  The gNB-CU (user plane) function is in a data center (site
   1) and separated from the IP transport slice provider by an AC ("ac1"
   in Figure 3).  The AC ("ac1") is for an EP_Transport configured as
   specified in [TS.28.541-3GPP] and realized using [RFC9834] and
   related extensions for GTP (UDP tunnel) in
   [I-D.ietf-dmm-udp-tunnel-acaas-extn].

   In this example, a GTP-U packet at gNB-CU (user plane) is from a UE
   session with S-NSSAI = 0x01:0x00 and to be forwarded to UPF-CN1
   (i.e., as already setup by SMF during PDU session establishment).
   The associated 3GPP and TN instances in the figure provide mapping to
   slice resources.  The gNB-CU (UP) uses the slice mapping to "ac1"
   shown in Figure 3 when forwarding the GTP-U packet to UPF-CN1-if with
   source address of gNB-AN2-if and UDP source port number 5678 (GTP-U
   /UDP outer encapsulation source port).  The slice mapping proposed in
   this document does not depend on VLANs, however, this example is to
   illustrate that the UDP mapping can be used in conjunction with other
   AC properties.  The GTP-U packet is forwarded by the data center
   network to the PE router at IP backhaul network.  The PE matches on
   VLAN ID of GTP-U packet and IP source port to select the provisioned
   slice (NS = TS2).  The GTP-U packet is then forwarded to the UPF.
   For a downstream GTP-U packet, the UPF customer edge may similarly be
   attached to a PE and have similar slice configuration and mapping
   (details are not shown in the figure).

   PEs can thus be provisioned with a policy based on the source UDP
   port number (and other identifiers like VLAN) to the underlying
   transport path and then deliver the QoS/slice resource provisioned in
   the TN.  The source UDP port number that is encoded is the outer IP
   (corresponding to GTP-U header) while the inner IP packet (UE
   payload) is unaltered.  The source UDP port number is encoded by the
   node that creates the GTP-U encapsulation and therefore, this
   mechanism has no impact on UDP checksum calculations.

   3GPP network operators may use IPsec gateways (SEG) to secure packets
   between two sites - for example over an F1-U, N3 or N9 segment.  The
   IP network slice identifier in the GTP-U packet should be in the
   outer IP source port number even after IPsec encryption for PE
   transport routers to inspect and provide the level of service
   provisioned.  Tunnel mode - which is the case for SEG/IPsec gateways
   - adds an outer IP header in both AH (Authenticated Header) and ESP
   (Encapsulated Security Payload) modes.  The IPsec secured GTP-U
   packet should be UDP encapsulated and the GTP-U source port number
   copied to the outer UDP encapsulation source port number for the PE
   to select the slice.  When GTP-U packets use the source port number
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   as an entropy field for load balancing, copying it to the outer UDP
   source port number would preserve this as intended for load balancing
   [RFC8085], section 5.1.1.  UDP source port and ranges in Figure 4
   allow for slice selection at the PE when the UDP source port is also
   used for load balancing.

4.  Transport Network Underlays

   Traffic engineered underlay networks are an essential component to
   realize the slicing defined in this document.  TNs should be able to
   realize midhaul, backhaul and control plane slices shown in Figure 1.
   This section outlines how GTP/UDP source ports are used to map to
   slice types.  [RFC9543], section 7 describes in more detail how a
   network slice can be realized over different TN technologies
   including enhanced VPN, IP/MPLS and SR-TE.

   An example with different user plane slice types and transport paths
   is shown in the figure.  In this case with 3 different 3GPP Slice and
   Service Types (SSTs), 3 transport TE paths are setup.  For uplink
   traffic, an underlying TE transport path may be from a gNB-CU to a
   UPF for example.  A similar downlink path and underlying transport
   from UPF to gNB-CU is configured.  The figure shows UDP port ranges,
   SST, transport path (in this example pseudowire/VPN) and transport
   path characteristics.
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    +----------------+------------+-----------------+-----------------+
    |GTP/UDP SRC PORT|   SST      |  Transport Path | Transport Path  |
    |                | in S-NSSAI |  Info           | Characteristics |
    +----------------+------------+-----------------+-----------------+
    |Range Xx - Xy   |            |                 |                 |
    |X1, X2(discrete |  MIoT      |PW ID/VPN info,  | GBR (Guaranteed |
    | values)        |  (massive  |  TE-PATH-A      |       Bit Rate) |
    |                |   IoT)     |                 |  Bandwidth: Bx  |
    |                |            |                 |  Delay:     Dx  |
    |                |            |                 |  Jitter:    Jx  |
    +----------------+------------+-----------------+-----------------+
    |Range Yx - Yy   |            |                 |                 |
    |Y1, Y2(discrete |  URLLC     | PW ID/VPN info, | GBR with Delay  |
    | values)        | (ultra-low |   TE-PATH-B     |     Req.        |
    |                |  latency)  |                 |  Bandwidth: Bx  |
    |                |            |                 |  Delay:     Dx  |
    |                |            |                 |  Jitter:    Jx  |
    +----------------+------------+-----------------+-----------------+
    |Range Zx - Zy   |            |                 |                 |
    |Z1, Z2(discrete |  EMBB      | PW ID/VPN info, |   Non-GBR       |
    | values)        | (broadband)|  TE-PATH-C      |   Bandwidth: Bx |
    +----------------+------------+-----------------+-----------------+

             Figure 4: Mapping of Transport Paths on F1-U/N3/N9

   In some E2E scenarios, additional path characteristics with finer
   granularity may be desired in the underlying TN, such as for
   security.  In such cases, there would be a need to have separate sub-
   ranges under each SST to provide the TE path in preserving the
   security characteristics.  The UDP source port range captured in
   Figure 4 would be sub-divided to maintain the TE path for the current
   SSTs with the security.  The current solution doesn’t provide any
   mandate on the UE traffic in selecting the type of security.

   There are many possible TN technologies that may be used to realize
   these slices.  These are described in [RFC9543].
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6.  Security Considerations

   This document specifies the use of UDP source port to identify a
   (customer) 3GPP slice at the TN provider edge (PE).  The YANG model
   should conform to security constraints described in
   [I-D.ietf-dmm-udp-tunnel-acaas-extn] and [RFC9834].

   Section 3 describes the configuration and management of slices that
   may be deployed with 3GPP nodes or PE nodes that are not in the
   trusted operator boundary.  To avoid spoofing and other attacks,
   security mechanisms with ACLs and IPsec must be deployed.  The
   configuration and management procedures here should conform to
   security constraints for slice authentication, isolation, data
   confidentiality and integrity, and privacy described in section 10 of
   [RFC9543].
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Appendix A.  Abbreviations

   5G-AN â\200\223  5G Access Network

   5GS â\200\223    5G System

   AC â\200\223     Attachment Circuit

   CSR â\200\223    Cell Site Router
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   CP â\200\223     Control Plane (5G)

   CU â\200\223     Centralized Unit (5G, gNB)

   DN â\200\223     Data Network (5G)

   DU â\200\223     Distributed Unit (5G, gNB)

   eMBB â\200\223   enhanced Mobile Broadband (5G)

   gNB â\200\223    Next Generation Node B

   GBR â\200\223    Guaranteed Bit Rate (5G)

   GTP-U â\200\223  GPRS Tunneling Protocol - User plane (3GPP)

   MIoT â\200\223   Massive IoT (5G)

   MPLS â\200\223   Multi Protocol Label Switching

   NG-RAN â\200\223  Next Generation Radio Access Network (i.e., gNB, NG-eNB -
            RAN functions which connect to 5GC)

   NSC â\200\223    Network Slice Controller

   NSS â\200\223    Network Slice Subnet

   NSSAI â\200\223  Network Slice Selection Assistance Information

   NSSI â\200\223   Network Slice Subnet Identifier

   NSSF â\200\223   Network Slice Selection Function

   PDU â\200\223    Protocol Data Unit (5G)

   PW â\200\223     Pseudowire

   SDP â\200\223    Service Demarcation Point

   S-NSSAI â\200\223  Single Network Slice Selection Assistance Information

   SD â\200\223     Slice Differentiator (5G)

   SST â\200\223    Slice and Service Types (5G)

   SR â\200\223     Segment Routing

   TE â\200\223     Traffic Engineering
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   UP â\200\223     User Plane(5G)

   UPF â\200\223    User Plane Function (5G)

   URLLC â\200\223  Ultra reliable and low latency communications (5G)
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Abstract

   DNS filtering is widely deployed for various reasons, including
   network security and policy enforcement.  However, filtered DNS
   responses lack structured information for end users to understand the
   reason for the filtering.  Existing mechanisms to provide explanatory
   details to end users cause harm especially if the blocked DNS
   response is for HTTPS resources.

   This document updates RFC 8914 by signaling client support for
   structuring the EXTRA-TEXT field of the Extended DNS Error to provide
   details on the DNS filtering.  Such details can be parsed by the
   client and displayed, logged, or used for other purposes.

About This Document

   This note is to be removed before publishing as an RFC.

   The latest revision of this draft can be found at https://ietf-wg-
   dnsop.github.io/draft-ietf-dnsop-structured-dns-error/draft-ietf-
   dnsop-structured-dns-error.html.  Status information for this
   document may be found at https://datatracker.ietf.org/doc/draft-ietf-
   dnsop-structured-dns-error/.

   Discussion of this document takes place on the dnsop Working Group
   mailing list (mailto:dnsop@ietf.org), which is archived at
   https://mailarchive.ietf.org/arch/browse/dnsop/.  Subscribe at
   https://www.ietf.org/mailman/listinfo/dnsop/.

   Source for this draft and an issue tracker can be found at
   https://github.com/ietf-wg-dnsop/draft-ietf-dnsop-structured-dns-
   error.
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1.  Introduction

   DNS filters are deployed for a variety of reasons, e.g., endpoint
   security, parental filtering, and filtering required by law
   enforcement.  Network-based security solutions such as firewalls and
   Intrusion Prevention Systems (IPS) rely upon network traffic
   inspection to implement perimeter-based security policies and operate
   by filtering DNS responses.  In a home network, DNS filtering is used
   for the same reasons as above and additionally for parental control.
   Internet Service Providers (ISPs) typically block access to some DNS
   domains due to a requirement imposed by an external entity (e.g., law
   enforcement agency) also performed using DNS-based content filtering.

   End users or network administrators leveraging DNS services that
   perform filtering may wish to receive more explanatory information
   about such a filtering to resolve problems with the filter -- for
   example, to contact the DNS service administrator to allowlist a DNS
   domain that was erroneously filtered or to understand the reason a
   particular domain was filtered.  With that information, they can
   choose to use another network, open a trouble ticket with the DNS
   service administrator to resolve erroneous filtering, log the
   information, etc.
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   For the DNS filtering mechanisms described in Section 3, the DNS
   server can return extended error codes Blocked, Filtered, Censored,
   or Forged Answer defined in Section 4 of [RFC8914].  However, these
   codes only explain that filtering occurred but lack detail for the
   user to diagnose erroneous filtering.

   No matter which type of response is generated (forged IP address(es),
   NXDOMAIN or empty answer, even with an extended error code), the end
   user who triggered the DNS query has little chance to understand
   which entity filtered the query, how to report a mistake in the
   filter, or why the entity filtered it at all.  This document
   describes a mechanism to provide such detail.

   As noted in Section 6 of [RFC7754], promptly informing the endpoint
   that blocking has occurred provides necessary transparency to redress
   any errors, particularly as they relate to collateral damage
   introduced by errant filters.

   One of the other benefits of the approach described in this document
   is to eliminate the need to "spoof" block pages for HTTPS resources.
   This is achieved since clients implementing this approach would be
   able to display a meaningful error message, and would not need to
   connect to such a block page.  This approach thus avoids the need to
   install a local root certificate authority on those IT-managed
   devices.

   This document describes a format for machine-readable data in the
   EXTRA-TEXT field of [RFC8914].  The document updates Section 2 of
   [RFC8914] which says the information in EXTRA-TEXT field is intended
   for human consumption (not automated parsing).

   This document does not recommend DNS filtering but provides a
   mechanism for better transparency to explain to the end users why
   some DNS queries are filtered.

2.  Conventions and Definitions

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in
   BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

   This document uses terms defined in DNS Terminology [RFC9499].

   "Encrypted DNS" refers to any encrypted scheme to convey DNS
   messages, for example, DNS over HTTPS (DoH) [RFC8484], DNS over TLS
   (DoT) [RFC7858], or DNS over QUIC (DoQ) [RFC9250].
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   The document refers to an Extended DNS Error (EDE) using its purpose,
   not its INFO-CODE as per Table 3 of [RFC8914].  "Forged Answer",
   "Blocked", "Censored", and "Filtered" are thus used to refer to
   "Forged Answer (4)", "Blocked (15)", "Censored (16)", and "Filtered
   (17)".

   In this document, "client security policy evaluation" refers to
   implementation-defined decision-making performed by the DNS client or
   consuming application (e.g., web browser) to determine how, or
   whether, structured error information is used, displayed, or acted
   upon.

   Structured DNS Error (SDE) is an EDNS(0) option indicating support
   for structured encoding of the EXTRA-TEXT field.  See also
   Section 5.4.

   "DNS administrator" refers to the party responsible for operating and
   configuring the DNS server, including the definition of filtering
   policies.

   "IT/InfoSec team" refers to the organizational team responsible for
   receiving and handling end-user reports of misclassified DNS
   filtering, including decisions on allowlisting domains or revising
   filtering policies.

3.  DNS Filtering Techniques and Their Limitations

   DNS responses can be filtered by sending, e.g., a bogus (also called
   "forged") response, NXDOMAIN error, or empty answer.  Also, clients
   can be informed that filtering occurred by sending an Extended DNS
   Error code defined in [RFC8914].  Each of these methods have
   advantages and disadvantages that are discussed below:

   *  The DNS response is forged to provide a list of IP addresses that
      points to an HTTP(S) server alerting the end user about the reason
      for blocking access to the requested domain (e.g., malware).  If
      the host component [RFC3986] of an HTTP URL is blocked, the
      network security device (e.g., Customer Premises Equipment (CPE)
      or firewall) presents a block page instead of the HTTP response
      from the content provider hosting that domain.  This works
      successfully with HTTP.

      If this is an HTTPS URL, the network security device attempts to
      serve the block page over HTTPS.  In order to return a block page
      over HTTPS, the network security device uses a locally generated
      root certificate and corresponding key pair.  The local root
      certificate is installed on the endpoint while the network
      security device stores a copy of the private key.  During the TLS
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      handshake, the on-path network security device modifies the
      certificate provided by the server and (re)signs it using the
      private key from the local root certificate.

      -  In deployments where DNSSEC is used, this approach becomes
         ineffective because DNSSEC ensures the integrity and
         authenticity of DNS responses, preventing forged DNS responses
         from being accepted.

      -  The HTTPS server hosted on the network security device will
         have access to the client’s IP address, the hostname, and the
         URL path component of the request.  This information will be
         sensitive, as it will expose the end user’s identity and the
         specific resource that an end user attempted to access.

      -  Configuring a local root certificate on endpoints is not a
         viable option in several deployments like home networks,
         schools, Small Office/Home Office (SOHO), or Small/Medium
         Enterprise (SME).  In these cases, the typical behavior is that
         the filtered DNS response points to a server that will display
         the block page.  If the client is using HTTPS (via a web
         browser or another application) this results in a certificate
         validation error which gives no information to the end user
         about the reason for the DNS filtering.

      -  Enterprise networks do not always assume that all the connected
         devices are managed by the IT team or Mobile Device Management
         (MDM) devices, especially in the quite common Bring Your Own
         Device (BYOD) scenario.  In addition, the local root
         certificate cannot be installed on IoT devices without a device
         management tool.

      -  An end user does not know why the connection was prevented and,
         consequently, may repeatedly try to reach the domain but with
         no success.  Frustrated, the end user may switch to an
         alternate network that offers no DNS filtering against malware
         and phishing, potentially compromising both security and
         privacy.  Furthermore, certificate errors train end users to
         click through certificate errors, which is a bad security
         practice.  To eliminate the need for an end user to click
         through certificate errors, an end user may manually install a
         local root certificate on a host device.  Doing so, however, is
         also a bad security practice as it creates a security
         vulnerability that may be exploited by a MITM attack.  When a
         manually installed local root certificate expires, the end user
         has to (again) manually install the new local root certificate.
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   *  The DNS response is forged to provide an NXDOMAIN answer, causing
      the DNS lookup to fail.  This approach is incompatible with DNSSEC
      when the client performs validation, as the forged response will
      fail DNSSEC checks.  However, in deployments where the client
      relies on the DNS server to perform DNSSEC validation, a filtering
      DNS server can forge an NXDOMAIN response for a valid domain, and
      the client will trust it.  This undermines the integrity
      guarantees of DNSSEC, as the client has no way to distinguish
      between a genuine and a forged response.  Further, the end user
      may not understand why a domain cannot be reached and may
      repeatedly attempt access without success.  Frustrated, the end
      user may resort to using insecure methods to reach the domain,
      potentially compromising both security and privacy.

   *  The extended error codes Blocked and Filtered defined in Section 4
      of [RFC8914] can be returned by a DNS server to provide additional
      information about the cause of a DNS error.  These extended error
      codes do not suffer from the limitations discussed in bullets (1)
      and (2), but the user still does not know the exact reason nor is
      aware of the exact entity blocking the access to the domain.  For
      example, a DNS server may block access to a domain based on the
      content category such as "Malware" to protect the endpoint from
      malicious software, "Phishing" to prevent the end user from
      revealing sensitive information to the attacker, etc.  An end user
      may need to know the contact details of the IT/InfoSec team to
      raise a complaint.  Further, the information conveyed by [RFC8914]
      is intended for diagnostic purposes and is not structured for
      automated processing, localization, or extensibility.

   This document defines a structured, machine-readable format for
   conveying such details in the EXTRA-TEXT field, enabling clients to
   process the information programmatically and present it to end users
   (e.g., with localization support), while allowing for extensibility
   and more granular, client security policy-driven handling of the
   information.  This specification requires that clients only act upon
   such information when it is received over an integrity-protected DNS
   response.

4.  I-JSON in EXTRA-TEXT Field

   DNS servers that are compliant with this specification and have
   received an indication that the client also supports this
   specification as per Section 5.1 send data in the EXTRA-TEXT field
   [RFC8914] as a JSON object encoded using the Internet JSON (I-JSON)
   message format [RFC7493].

   This document defines the following JSON names:
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   c: (contact)  The contact details of the IT/InfoSec team to report
      misclassified DNS filtering.  This information is important for
      transparency and also to ease unblocking a legitimate domain name
      that got blocked due to wrong classification.

      The field is a JSON array of contact URIs.  When multiple contact
      details are provided, each contact URI is represented as a
      separate array element in the JSON array.

      Contact URIs conveyed in the "c" field MUST use URI schemes
      registered in Section 11.3.

      This field is optional.

   j: (justification)  ’UTF-8’-encoded [RFC5198] human-readable
      explanation for the DNS filtering decision.

      This field is particularly useful when no applicable sub-error
      code is defined or provided for the returned Extended DNS Error.

      The information conveyed in this field MUST NOT be used as input
      to automated processing that affects security policy enforcement
      or DNS protocol behavior.

      The DNS client determines, according to its client security
      policy, whether the contents of this field are displayed to the
      end user, logged, or ignored.

      Returning non-UTF-8 data, syntactically invalid content, or
      deliberately meaningless values (including empty strings)
      indicates that a DNS server is misbehaving.

      This field is optional.

   s: (sub-error)  An integer representing the sub-error code for this
      particular DNS filtering case.

      The integer values are defined in the IANA-managed registry for
      DNS Sub-Error Codes in Section 11.4.

      This field is optional.

   When multiple blocking causes apply simultaneously (e.g., a domain is
   blocked for both malware and phishing reasons), a single SDE response
   is returned.  The "s" field MUST convey the primary blocking cause.
   The "j" field MUST be used to provide additional context describing
   all applicable causes.
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   o: (organization)  ’UTF-8’-encoded human-friendly name of the
      organization that filtered this particular DNS query.

      This field is optional.

   l: (language)  The "l" field indicates the language used for the
      JSON-encoded "j" and "o" fields.  The value of this field MUST
      conform to the language tag syntax specified in Section 2.1 of
      [RFC5646].

      This field is REQUIRED when either the "j" or "o" fields are
      present.

   The text in the "j" and "o" names can include international
   characters.  The text will be in natural language, chosen by the DNS
   administrator to match its expected audience.

   The "o" field MAY be displayed to end users, subject to the
   conditions described in Section 10.

   To avoid exceeding the maximum EDNS0 size [RFC9715] the generated
   JSON values SHOULD be as short as possible: concise text in the
   values for the "j" and "o" names, and minified JSON (that is, without
   spaces or line breaks between JSON elements).  Otherwise, there is a
   risk that the response will get fragmented.

   The JSON data can be parsed to display to the user, logged, or
   otherwise used to assist troubleshooting and diagnosis of DNS
   filtering.

   The sub-error codes provide a structured way to communicate more
   detailed and precise description of the cause of an error (e.g.,
   distinguishing between malware-related blocking and phishing-related
   blocking under the general blocked error).

      An alternate design for conveying the sub-error would be to define
      new EDE codes for these errors.  However, such design is
      suboptimal because it requires replicating an error code for each
      EDE code to which the sub-error applies (e.g., "Malware" sub-error
      in Table 3 would consume three EDE codes).

   New JSON names MUST consist only of lower-case ASCII characters,
   digits, and hyphen-minus (that is, Unicode characters U+0061 through
   007A, U+0030 through U+0039, and U+002D).  Also, these names MUST be
   63 characters or shorter and it is RECOMMENDED they be as short as
   possible to reduce contribution to exceeding maximum EDNS0 response
   size.  Refer to [RFC9715] for a discusson on IP fragmentation
   avoidance in DNS.
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5.  Protocol Operation

5.1.  Client Generating Request

   When generating a DNS query, a client that supports this
   specification SHOULD include the Structured DNS Error (SDE) option
   defined in Section 5.4, unless instructed by local policy otherwise.

   The presence of the SDE option indicates that the client desires the
   DNS server to include an EDE option in the DNS response when DNS
   filtering is performed, and that any data conveyed in the EXTRA-TEXT
   field of the EDE option is encoded and processed in accordance with
   this specification.

5.2.  Server Generating Response

   When the DNS server filters its DNS response to a query (e.g., A or
   AAAA resource record query), the DNS response MAY contain an empty
   answer, NXDOMAIN, or (less ideally) forged response, as desired by
   the DNS server.

   If the query contained the SDE EDNS option (Section 5.1), and the DNS
   server returns an EDE code of "Blocked", "Filtered", "Censored", or
   "Blocked by Upstream DNS Server", the DNS server SHOULD include
   additional detail in the EXTRA-TEXT field encoded as structured and
   machine-readable data in accordance with the present specification,
   unless configured otherwise.  If the DNS response is sent over UDP
   and including the additional detail would cause the response to
   exceed the EDNS0 size [RFC9715] (and thus setting TC=1), the server
   MUST first attempt to reduce the response size by omitting the "j"
   and "o" fields before omitting the EXTRA-TEXT entirely.  In
   deployments using DoT, DoH, or DoQ, transport size limitations are
   unlikely to necessitate omission of structured data in the EXTRA-TEXT
   field.

   If the SDE option was not present in the DNS request, the DNS server
   MUST process the request in accordance with [RFC8914] and MUST NOT
   assume that the client supports this specification.  This preserves
   compatibility with clients and servers that implement [RFC8914] but
   do not support this specification.

   Servers MAY decide to return small TTL values in filtered DNS
   responses (e.g., 10 seconds) to handle domain category and reputation
   updates.  Short TTLs allow for quick adaptation to dynamic changes in
   domain filtering decisions, but can result in increased query
   traffic.  In cases where updates are less frequent, TTL values of 30
   to 60 seconds MAY provide a better balance, reducing server load
   while still ensuring reasonable flexibility for updates.
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   If the query includes the SDE option as per Section 5.1, the server
   MUST NOT return the "Forged Answer" extended error code because the
   client can take advantage of EDE’s more sophisticated error reporting
   (e.g., "Filtered" or "Blocked").  Continuing to send "Forged Answer"
   even to an EDE-supporting client will cause the persistence of the
   drawbacks described in Section 3.

   When the "Censored" extended error code is included in the DNS
   response, the "c", "j", "o", and "l" fields may be conveyed in the
   EXTRA-TEXT field.  The sub-error codes defined in this specification
   are not applicable to the "Censored" extended error code and MUST NOT
   be used in conjunction with it.  Future specifications may update
   this behavior by defining sub-error codes applicable to "Censored".

5.3.  Client Processing Response

   On receipt of a DNS response with an EDE option from a DNS server,
   the following ordered actions are performed on the EXTRA-TEXT field:

   1.  If the integrity of the DNS response is not guaranteed, the DNS
       client MUST NOT act upon data in the EXTRA-TEXT field, as the
       data is vulnerable to modification by an on-path attacker.  An
       attacker can inject or modify a structured DNS error response in
       transit without detection, enabling fabrication of filtering
       information (e.g., misleading contact information or false
       resolver identity information) that appears to originate from the
       resolver.  The data MAY be retained for diagnostic or client
       security policy evaluation purposes.

   2.  The DNS response MUST also contain an EDE code of "Blocked by
       Upstream DNS Server", "Blocked", "Censored", or "Filtered"
       [RFC8914], otherwise the EXTRA-TEXT field is discarded.

   3.  Servers that do not support this specification might use plain
       text in the EXTRA-TEXT field.  To ensure compatibility with
       those, DNS clients SHOULD handle both plaintext and structured
       content.  The client attempts to parse the EXTRA-TEXT field as
       I-JSON.  If parsing fails or the content is not valid I-JSON, the
       client MUST treat the data as invalid, MUST NOT process it
       according to this specification.  The client MAY instead process
       the EXTRA-TEXT field as unstructured text as specified in
       [RFC8914].

   4.  If the JSON object contains an "s" field and the sub-error code
       is not defined as applicable to the accompanying Extended DNS
       Error (EDE) code, the client MUST ignore the value of the "s"
       field and continue processing the remaining fields in accordance
       with this specification.
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   5.  If the EXTRA-TEXT field does not contain at least one of the JSON
       names "c", "j", or "s", or if all of the fields that are present
       have empty values, the entire JSON object MUST be discarded.

   6.  If the JSON object contains a "c" field any of its Contact URIs
       with schemes not registered in the Section 11.3 registry are
       ignored.  Remaining Contact URIs using registered schemes can be
       processed.

   7.  If the identity of the DNS server cannot be verified (e.g., when
       using opportunistic privacy such as Section 5 of [RFC8310] or
       opportunistic discovery [RFC9462]), the DNS client MUST ignore
       the "c", "j", and "o" fields, as these fields may influence end
       user behavior and are vulnerable to active attacks in the absence
       of resolver authentication.  If the DNS response was received
       over an encrypted connection without server authentication, the
       client MAY process the "s" field and other parts of the response,
       as the "s" field is a registry-defined, enumerated value and does
       not contain free-form text.

   8.  If the DNS client uses an authenticated connection to the DNS
       server (e.g., when using a strict privacy profile for DoT
       (Section 5 of [RFC8310]) or an authenticated DoH or DoQ
       connection), this mitigates both passive eavesdropping and client
       redirection (at the expense of providing no DNS service if such a
       connection is not available).  In such cases, the DNS client MAY
       process the EXTRA-TEXT field of the DNS response.

   9.  The DNS client MUST ignore any other JSON names that it does not
       support.

      Note that the strict and opportunistic privacy profiles as defined
      in [RFC8310] only apply to DoT; there has been no such distinction
      made for DoH.

5.4.  Structured DNS Error (SDE) EDNS(0) Option Format

   The Structured DNS Error (SDE) EDNS(0) option is used by a client to
   indicate support for I-JSON encoding in the EXTRA-TEXT field of an
   Extended DNS Error (EDE) option.

   The SDE option has no OPTION-DATA.  The OPTION-LENGTH field MUST be
   set to 0.  A server receiving an SDE option with a non-zero OPTION-
   LENGTH MUST silently ignore the OPTION-DATA.

   The presence of the SDE option in a query indicates that the client
   supports processing the EXTRA-TEXT field in accordance with this
   specification.
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6.  New Sub-Error Codes Definition

   The document defines the following new IANA-registered Sub-Error
   codes.  See Section 11.4.

6.1.  Reserved

   This sub-error code value MUST NOT be sent.  If received, it has no
   meaning.

6.2.  Network Operator Policy

   The code indicates that the request was filtered according to a
   policy imposed by the operator of the local network (where local
   network is a relative term, e.g., it may refer to a Local Area
   Network or to the network of the ISP selected by the end user).

6.3.  DNS Operator Policy

   The code indicates that the request was filtered according to policy
   determined by the operator of the DNS server.  This is different from
   the "Network Operator Policy" code when a third-party DNS resolver is
   used.

7.  New Extended DNS Errors

   This document defines an addition to the EDE codes defined in
   [RFC8914].

7.1.  Extended DNS Error Code TBA1 - Blocked by Upstream DNS Server

   The DNS server is unable to respond to the request because the domain
   is on a blocklist due to an internal security policy imposed by an
   upstream DNS server.  This error code is useful in deployments where
   a network-provided DNS forwarder is configured to use an external
   resolver that filters malicious domains.  When the DNS forwarder
   receives a Blocked (15) error code from the upstream DNS server, it
   can replace it with "Blocked by Upstream DNS Server" (TBA1) before
   forwarding the reply to the DNS client.  Additionally, the EXTRA-TEXT
   field may be forwarded to the DNS client.

   Implementations should ensure that the communication channel with the
   upstream DNS server provides adequate integrity protection to
   mitigate the threats described in step 1 of Section 5.3.
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8.  Examples

   An example showing the nameserver at ’ns.example.net’ that filtered a
   DNS "A" record query for ’example.org’ is provided in Figure 1.

   {
     "c": [
       "tel:+358-555-1234567"
     ],
     "j": "malware present for 23 days",
     "s": 1,
     "o": "example.net Filtering Service",
     "l": "en"
   }

     Figure 1: JSON Returned in EXTRA-TEXT Field of Extended DNS Error
                                  Response

   In Figure 2 the same content is shown with minified JSON (no
   whitespace, no blank lines) with ’\’ line wrapping per [RFC8792].

   { "c":["tel:+358-555-1234567"],\
   "j":"malware present for 23 days",\
   "s":1,\
   "o":"example.net Filtering Service",\
   "l":"en" }

                        Figure 2: Minified Response

   Figure 3 shows how the SDE and EDE options appear in a dig response
   for the same query.

   ;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 12345
   ;; flags: qr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

   ;; OPT PSEUDOSECTION:
   ; EDNS: version: 0, flags:; udp: 1232
   ; OPT=TBD1 (Structured DNS Error): (no data)
   ; EDE: 15 (Blocked): ({"c":["tel:+358-555-1234567"],\
     "j":"malware present for 23 days",\
     "s":1,"o":"example.net Filtering Service","l":"en"})

             Figure 3: dig Response Showing SDE and EDE Options
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9.  Operational Considerations

   When a forwarder receives an EDE option, whether or not (and how) to
   pass along JSON information in the EXTRA-TEXT field to its client is
   implementation-dependent [RFC5625] and depends on operator policy.
   Implementations MAY choose not to forward the JSON information, or
   they MAY choose to create a new EDE option that conveys the
   information in the "c", "s", and "j" fields encoded in the JSON
   object.

   The application that triggered the DNS request may have a client
   security policy to override the contact information (e.g., redirect
   all complaint calls to a single contact point).  In such cases, the
   content of the "c" attribute MAY be ignored.

9.1.  Backward Compatibility

   Future extensions MUST NOT introduce mandatory JSON attributes, as
   existing implementations are required to ignore unknown JSON names
   (see Section 5.3).

10.  Security Considerations

10.1.  Authentication and Confidentiality

   Security considerations in Section 6 of [RFC8914] apply to this
   document.  [RFC8914] cautions against relying on EDE information
   because it may be unauthenticated and transmitted in cleartext.  This
   specification assumes the use of authenticated, integrity-protected
   DNS transports (e.g., DoT, DoH, or DoQ).  Such transports MUST be
   based on TLS 1.3 [RFC8446] or later.  Under these conditions, EDE
   information is integrity-protected, reducing the risks associated
   with relying on structured EDE content.

   To minimize impact of active on-path attacks on the DNS channel, the
   client validates the response as described in Section 5.3.

10.2.  Restrictions on Display of "c", "o", and "j" Fields

   A client might choose to display the information in the "c" field to
   the end user if and only if the encrypted resolver has sufficient
   reputation, according to some client security policy (e.g.,
   administrative configuration, or a built-in list of respectable
   resolvers).  This limits the ability of a malicious encrypted
   resolver to cause harm.  For example, an end user can use the details
   in the "c" field to contact an attacker to solve the problem of being
   unable to reach a domain.  The attacker can mislead the end user to
   install malware or spyware to compromise the device security posture
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   or mislead the end user to reveal personal data.  If the client
   decides not to display all of the information in the EXTRA-TEXT
   field, it can be logged for diagnostics purpose and the client can
   only display the resolver hostname that blocked the domain, error
   description for the EDE code and the sub-error description for the
   "s" field to the end user.

   The same client security policy considerations apply to the display
   of the "j" field, as it contains free-form, human-readable text that
   may influence end user behavior.

   When displaying the free-form text of "o", the client MUST NOT make
   any of those elements into actionable (clickable) links and these
   fields need to be rendered as text, not as HTML.  The contact details
   of "c" can be made into clickable links to provide a convenient way
   for end users to initiate, e.g., voice calls.  The client might
   choose to display the contact details only when the identity of the
   DNS server is verified.

   Clients MUST NOT automatically initiate connections to URIs derived
   from the EXTRA-TEXT field.  Doing so could allow a resolver to
   silently report client activity to third parties, enable denial-of-
   service reflection attacks, or be used to entrap a client.  The
   restriction of Contact URI schemes to "tel" and "mailto" is
   intentional, as these schemes do not result in automatic HTTP
   connections.

   Further, clients MUST NOT display the value of the "o" field to the
   end user unless one of the following conditions is met:

   *  The value matches a registered organization name listed in the
      [IANA-Enterprise] OR

   *  The value consists solely of an organization name and does not
      contain any additional free-form content such as instructions,
      URLs, or messaging intended to influence end user behavior, as
      determined by client security policy or heuristics.

   If the organization name cannot be verified through registry checks
   or heuristics, the client MUST NOT display the "o" field to the end
   user.

   DNS clients MAY keep all fields conveyed in the EXTRA-TEXT field for
   evaluation according to the client security policy.  Such data MUST
   NOT be automatically trusted, displayed to end users, or used to
   influence security decisions without appropriate validation.
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10.3.  Security Risks from Legacy DNS Forwarders

   An attacker might inject (or modify) the EDE EXTRA-TEXT field with a
   DNS proxy or DNS forwarder that is unaware of EDE.  Such a DNS proxy
   or DNS forwarder will forward that attacker-controlled EDE option.
   To prevent such an attack, clients can be configured to process EDE
   from explicitly configured DNS servers or utilize RESINFO [RFC9606].

10.4.  Privacy Considerations

   The EXTRA-TEXT field may reveal details about the filtering
   organization and its policies.  Clients MUST NOT log or transmit the
   contents of the EXTRA-TEXT field to third parties without the end
   user’s knowledge.

   This specification requires the use of an encrypted DNS transport
   (e.g., DoT, DoH, or DoQ), which protects both the DNS query and the
   structured error response from passive observers.

11.  IANA Considerations

   This document requests five IANA actions as described in the
   following subsections.

      Notes to the RFC Editor: Please replace RFCXXXX with the RFC
      number assigned to this document and "TBA1" with the value
      assigned by IANA, and replace "TBD1" in Figure 3 with the value
      assigned by IANA.

11.1.  Structured DNS Error EDNS Option

   IANA is requested to register the following new EDNS(0) Option Code
   in the "DNS EDNS0 Option Codes (OPT)" registry under the "Domain Name
   System (DNS) Parameters" registry group [IANA-DNS]:

   Value:  TBD

   Name:  Structured DNS Error

   Status:  Standard

   Reference:  RFC XXXX
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11.2.  New Registry for JSON Names

   This document requests IANA to create a new registry, entitled
   "EXTRA-TEXT JSON Names" under "Extended DNS Error Codes" registry,
   which is under the "Domain Name System (DNS) Parameters" registry
   group [IANA-DNS].  The registration request for a new JSON name must
   include the following fields:

   JSON Name:  Specifies the name of an attribute that is present in the
      JSON data enclosed in EXTRA-TEXT field.  The name must follow the
      guidelines in Section 4.

   Field Meaning:  Provides a brief, human-readable label summarizing
      the purpose of the JSON attribute.

   Short description:  Includes a short description of the requested
      JSON name.

   Specification:  Provides a pointer to the reference document that
      specifies the attribute.

   The registry is initially populated with the following values:
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   +======+===============+============================+===============+
   | JSON | Field Meaning | Description                | Specification |
   | Name |               |                            |               |
   +======+===============+============================+===============+
   |  c   | contact       | The contact details of     |  Section 4 of |
   |      |               | the IT/InfoSec team to     |    RFCXXXX    |
   |      |               | report misclassified       |               |
   |      |               | DNS filtering              |               |
   +------+---------------+----------------------------+---------------+
   |  j   | justification | UTF-8-encoded [RFC5198]    |  Section 4 of |
   |      |               | textual justification      |    RFCXXXX    |
   |      |               | for a particular DNS       |               |
   |      |               | filtering                  |               |
   +------+---------------+----------------------------+---------------+
   |  s   | sub-error     | Integer representing       |  Section 4 of |
   |      |               | the sub-error code for     |    RFCXXXX    |
   |      |               | this DNS filtering case    |               |
   +------+---------------+----------------------------+---------------+
   |  o   | organization  | UTF-8-encoded human-       |  Section 4 of |
   |      |               | friendly name of the       |    RFCXXXX    |
   |      |               | organization that          |               |
   |      |               | filtered this              |               |
   |      |               | particular DNS query       |               |
   +------+---------------+----------------------------+---------------+
   |  l   | language      | Indicates the language     |  Section 4 of |
   |      |               | of the "j" and "o"         |    RFCXXXX    |
   |      |               | fields as defined in       |               |
   |      |               | [RFC5646]                  |               |
   +------+---------------+----------------------------+---------------+

                    Table 1: Initial JSON Names Registry

   New JSON names are registered via IETF Review (Section 4.8 of
   [RFC8126]) and their formatting constraints are described in
   Section 4.

11.3.  New Registry for Contact URI Scheme

   This document requests IANA to create a new registry, entitled
   "Contact URI Schemes" under "Extended DNS Error Codes" registry,
   which is under the "Domain Name System (DNS) Parameters" registry
   group [IANA-DNS].  The registration request for a new Contact URI
   scheme has to include the following fields:

   *  Name: URI scheme name.

   *  Meaning: Provides a short description of the scheme.

Wing, et al.            Expires 27 December 2026               [Page 19]



Internet-Draft            Structured DNS Error                 June 2026

   *  Reference: Provides a pointer to an IETF-approved specification
      that defines the URI scheme.

   The Contact URI scheme registry is initially populated with the
   following schemes:

                 +========+==================+===========+
                 |  Name  | Meaning          | Reference |
                 +========+==================+===========+
                 |  tel   | Telephone Number | [RFC3966] |
                 +--------+------------------+-----------+
                 | mailto | Internet mail    | [RFC6068] |
                 +--------+------------------+-----------+

                                  Table 2

   The registration procedure for adding new Contact URI schemes to the
   "Contact URI Schemes" registry is "IETF Review" as defined in
   Section 4.8 of [RFC8126].

11.4.  New Registry for DNS Sub-Error Codes

   This document requests IANA to create a new registry, entitled "Sub-
   Error Codes" under "Extended DNS Error Codes" registry, which is
   under the "Domain Name System (DNS) Parameters" registry group
   [IANA-DNS].  The registration request for a new sub-error code must
   include the following fields:

   *  Number: Is the wire format sub-error code (range 0-255).

   *  Meaning: Provides a short description of the sub-error.

   *  EDE Codes Applicability: Indicates which Extended DNS Error (EDE)
      Codes apply to this sub-error code.

   *  Reference: Provides a pointer to an IETF-approved specification
      that registered the code and/or an authoritative specification
      that describes the meaning of this code.

   The Sub-Error Code registry is initially populated with the following
   values:
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       +========+==========+=====================+================+
       | Number | Meaning  | EDE Codes           | Reference      |
       |        |          | Applicability       |                |
       +========+==========+=====================+================+
       |   0    | Reserved | Not used            | Section 6.1 of |
       |        |          |                     | this document  |
       +--------+----------+---------------------+----------------+
       |   1    | Malware  | "Blocked", "Blocked | Section 5.5 of |
       |        |          | by Upstream DNS     | [RFC5901]      |
       |        |          | Server", "Filtered" |                |
       +--------+----------+---------------------+----------------+
       |   2    | Phishing | "Blocked", "Blocked | Section 5.5 of |
       |        |          | by Upstream DNS     | [RFC5901]      |
       |        |          | Server", "Filtered" |                |
       +--------+----------+---------------------+----------------+
       |   3    | Spam     | "Blocked", "Blocked | Page 289 of    |
       |        |          | by Upstream DNS     | [RFC4949]      |
       |        |          | Server", "Filtered" |                |
       +--------+----------+---------------------+----------------+
       |   4    | Spyware  | "Blocked", "Blocked | Page 291 of    |
       |        |          | by Upstream DNS     | [RFC4949]      |
       |        |          | Server", "Filtered" |                |
       +--------+----------+---------------------+----------------+
       |   5    | Network  | "Blocked"           | Section 6.2 of |
       |        | operator |                     | this document  |
       |        | policy   |                     |                |
       +--------+----------+---------------------+----------------+
       |   6    | DNS      | "Blocked"           | Section 6.3 of |
       |        | operator |                     | this document  |
       |        | policy   |                     |                |
       +--------+----------+---------------------+----------------+

                 Table 3: Initial Sub-Error Code Registry

   The registration procedure to add New Sub-Error Codes is IETF Review
   as defined in Section 4.8 of [RFC8126].

11.5.  New Extended DNS Error Code

   IANA is requested to assign the following Extended DNS Error code
   from the "Extended DNS Error Codes" registry under the "Domain Name
   System (DNS) Parameters" registry group [IANA-DNS]:
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        +===========+================================+===========+
        | INFO-CODE | Purpose                        | Reference |
        +===========+================================+===========+
        |    TBA1   | Blocked by Upstream DNS Server |  RFCXXXX  |
        +-----------+--------------------------------+-----------+

                       Table 4: New DNS Error Code
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Appendix A.  Interoperation with RPZ Servers

   This appendix provides a non-normative guidance for operation with a
   Response Policy Zones (RPZ) server [RPZ] that indicates filtering
   with a NXDOMAIN response with the Recursion Available bit cleared
   (RA=0).  This guidance is provided to ease interoperation with RPZ.

   When a DNS client supports this specification, it includes the SDE
   option in its DNS query.

   If the server does not support this specification and is performing
   RPZ filtering, the server ignores the SDE option in the DNS query and
   replies with NXDOMAIN and RA=0.  The DNS client can continue to
   accept such responses.

   If the server does support this specification and is performing RPZ
   filtering, the server can use the SDE option in the query to identify
   an SDE-aware client and respond appropriately (that is, by generating
   a response described in Section 5.2) as NXDOMAIN and RA=0 are not
   necessary when generating a response to such a client.

Appendix B.  Implementation Status

      Note to the RFC Editor: please remove this appendix prior
      publication.

   At IETF#116, Gianpaolo Scalone (Vodafone) and Ralf Weber (Akamai)
   presented an implementation of this specification.  More details can
   be found at [Impl-1].
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1.  Introduction

   The Extended Community Attribute provides a mechanism for labeling
   information carried in BGP-4 [BGP-4].  It provides two important
   enhancements over the existing BGP Community Attribute [RFC1997]:
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   *  An extended range, ensuring that communities can be assigned for a
      plethora of uses, without fear of overlap.

   *  The addition of a Type field provides structure for the community
      space.

   The addition of structure allows the usage of policy based on the
   application for which the community value will be used.  For example,
   one can filter out all communities of a particular type, or allow
   only certain values for a particular type of community.  It also
   allows one to specify whether a particular community is transitive or
   non-transitive across an Autonomous System (AS) boundary.  Without
   structure, this can only be accomplished by explicitly enumerating
   all community values that will be denied or allowed and passed to BGP
   speakers in neighboring ASes based on the transitive property.

   This document obsoletes [RFC4360].  Section 6 of this document also
   applies to [RFC5701] and effectively updates it.

1.1.  Requirements Language

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in BCP
   14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

2.  BGP Extended Communities Attribute

   The Extended Communities Attribute is a transitive optional BGP
   attribute, with the Type Code 16.  The attribute consists of a set of
   "extended communities".  All routes with the Extended Communities
   attribute belong to the communities listed in the attribute.

2.1.  BGP Extended Community Attribute Encoding

   Each Extended Community is encoded as an 8-octet quantity inside
   the BGP Extended Community Attribute, as follows:
      - Type Field  : 1 or 2 octets
      - Value Field : Remaining octets

       0                   1                   2                   3
       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
      |  Type high    |  Type low(*)  |                               |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+          Value                |
      |                                                               |
      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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      (*) Present for Extended Types only, used for the Value field
          otherwise.

      Type Field:
         Two classes of Type Field are introduced: Regular Type and
         Extended Type.

         The size of the Type Field for Regular Types is 1 octet, and
         the size of the Type Field for Extended Types is 2 octets.

         The value of the high-order octet of the Type Field determines
         if an extended community is a Regular Type or an Extended Type.
         The class of a type (Regular or Extended) is not encoded in the
         structure of the type itself.  The class of a type is specified
         in the document that defines the type and the IANA registry.

         The high-order octet of the Type Field is as shown below:
             0 1 2 3 4 5 6 7
            +-+-+-+-+-+-+-+-+
            |I|T|           |
            +-+-+-+-+-+-+-+-+

            I - IANA authority bit
               Value 0:  IANA-assignable type using the "First Come
                  First Serve" policy

               Value 1:  Part of this Type Field space is for IANA
                  assignable types using either the Standard Action or
                  the Early IANA Allocation policy.  The rest of this
                  Type Field space is for Experimental use.

            T - Transitive bit
               Value 0:  The community is transitive across ASes

               Value 1:  The community is non-transitive across ASes

            Remaining 6 bits:
               Together with the I and T bit, indicate the Type of the
               extended community.

      Value Field:
         The encoding of the Value Field is dependent on the "type" of
         the community as specified by the Type Field.

   Two extended communities are declared equal only when all 8 octets of
   the community are equal.

Sangli & Kao            Expires 13 December 2026                [Page 4]



Internet-Draft     BGP Extended Communities Attribute          June 2026

   The two members in the tuple <Type, Value> should be enumerated to
   specify any community value.  The remaining octets of the community
   are interpreted based on the value of the Type field.

3.  Defined BGP Extended Community Types

   This section introduces a few extended types and defines the format
   of the Value Field for those types.  The types introduced here
   provide "templates", where each template is identified by the high-
   order octet of the extended community Type field, and the low-order
   octet (sub-type) is used to indicate a particular type of extended
   community.

3.1.  Two-Octet AS-Specific Extended Community

   This is an extended type with Type Field composed of 2 octets and
   Value Field composed of 6 octets.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   | 0x00 or 0x40  |   Sub-Type    |    Global Administrator       |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                     Local Administrator                       |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   The value of the high-order octet of this extended type is either
   0x00 or 0x40.  The low-order octet of this extended type is used to
   indicate sub-types.

   The Value Field consists of two sub-fields:
      Global Administrator sub-field: 2 octets
         This sub-field contains an Autonomous System number assigned by
         IANA.

         For a non-mappable four-octet Autonomous System number
         [RFC6793], the BGP speaker SHOULD fill AS_TRANS [RFC6793] in
         this field.  This sub-field MAY contain an arbitrary value
         chosen by the operator, provided it is allowed by the specific
         extended community.

      Local Administrator sub-field: 4 octets
         The organization identified by Autonomous System number in the
         Global Administrator sub-field can encode any information in
         this sub-field.  The format and meaning of the value encoded in
         this sub-field should be defined by the sub-type of the
         community.
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3.2.  IPv4-Address-Specific Extended Community

   This is an extended type with Type Field composed of 2 octets and
   Value Field composed of 6 octets.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   | 0x01 or 0x41  |   Sub-Type    |    Global Administrator       |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   | Global Administrator (cont.)  |    Local Administrator        |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   The value of the high-order octet of this extended type is either
   0x01 or 0x41.  The low-order octet of this extended type is used to
   indicate sub-types.

   The Value field consists of two sub-fields:
      Global Administrator sub-field: 4 octets
         This sub-field contains an IPv4 unicast address assigned by one
         of the Internet registries.

      Local Administrator sub-field: 2 octets
         The organization that has been assigned the IPv4 address in the
         Global Administrator sub-field can encode any information in
         this sub-field.  The format and meaning of the value encoded in
         this sub-field should be defined by the sub-type of the
         community.

3.3.  Opaque Extended Community

   This is an extended type with Type Field composed of 2 octets and
   Value Field composed of 6 octets.

    0                   1                   2                   3
    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   | 0x03 or 0x43  |   Sub-Type    |                Value          |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
   |                         Value (cont.)                         |
   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   The value of the high-order octet of this extended type is either
   0x03 or 0x43.  The low-order octet of this extended type is used to
   indicate sub-types.

   This is a generic community of extended type.  The value of the sub-
   type that should define the Value Field is to be assigned by IANA.
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3.4.  Notes about the AS-Specific Extended Community for 4-Octet ASes

   A 4-Octet AS-Specific type of extended community is defined in
   [RFC5668] and otherwise not covered in this document.

4.  Route Target Community

   The Route Target Community identifies one or more routers that may
   receive a set of routes (that carry this Community) carried by BGP.
   This is transitive across the Autonomous System boundary.

   The Route Target Community is of an extended type.

   The value of the high-order octet of the Type field for the Route
   Target Community can be 0x00 (as defined in Section 3.1), 0x01 (as
   defined in Section 3.2), or 0x02 (as defined in [RFC5668]).  The
   value of the low-order octet of the Type field for this community is
   0x02.

   When the value of the high-order octet of the Type field is 0x00 or
   0x02, the Local Administrator sub-field contains a number from a
   numbering space that is administered by the organization to which the
   Autonomous System number carried in the Global Administrator sub-
   field has been assigned by an appropriate authority.

   When the value of the high-order octet of the Type field is 0x01, the
   Local Administrator sub-field contains a number from a numbering
   space that is administered by the organization to which the IPv4
   address carried in the Global Administrator sub-field has been
   assigned by an appropriate authority.

   One possible use of the Route Target Community is specified in
   [RFC4364].

5.  Route Origin Community

   The Route Origin Community identifies one or more routers that inject
   a set of routes (that carry this Community) into BGP.  This is
   transitive across the Autonomous System boundary.

   The Route Origin Community is of an extended type.

   The value of the high-order octet of the Type field for the Route
   Origin Community can be 0x00 (as defined in Section 3.1), 0x01 (as
   defined in Section 3.2), or 0x02 (as defined in [RFC5668]).  The
   value of the low-order octet of the Type field for this community is
   0x03.
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   When the value of the high-order octet of the Type field is 0x00 or
   0x02, the Local Administrator sub-field contains a number from a
   numbering space that is administered by the organization to which the
   Autonomous System number carried in the Global Administrator sub-
   field has been assigned by an appropriate authority.

   When the value of the high-order octet of the Type field is 0x01, the
   Local Administrator sub-field contains a number from a numbering
   space that is administered by the organization to which the IPv4
   address carried in the Global Administrator sub-field has been
   assigned by an appropriate authority.

   One possible use of the Route Origin Community is specified in
   [RFC4364].

6.  Operations

   This section also applies to [RFC5701].

   A BGP speaker may use the Extended Communities attribute to control
   which routing information it accepts or distributes to its peers.

   The Extended Community attribute MUST NOT be used to modify the BGP
   best path selection algorithm in a way that leads to forwarding
   loops.

   A BGP speaker receiving a route that doesn’t have the Extended
   Communities attribute MAY append this attribute to the route when
   propagating it to its peers.

   A BGP speaker receiving a route with the Extended Communities
   attribute MAY modify this attribute according to the local policy.

   By default if a range of routes is to be aggregated and the resultant
   aggregate’s path attributes do not carry the ATOMIC_AGGREGATE
   attribute, then the resulting aggregate should have an Extended
   Communities path attribute that contains the set union of all the
   Extended Communities from all of the aggregated routes.  The default
   behavior could be overridden via local configuration, in which case
   handling the Extended Communities attribute in the presence of route
   aggregation becomes a matter of the local policy of the BGP speaker
   that performs the aggregation.

   A route may carry both the BGP Communities attribute, as defined in
   [RFC1997], and the Extended BGP Communities attribute.  In this case,
   the BGP Communities attribute is handled as specified in [RFC1997],
   and the Extended BGP Communities attribute is handled as specified in
   this document.
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   Non-transitive extended communities MUST NOT be sent (originated or
   propagated) across an Autonomous System boundary unless explicitly
   configured to do so.  Non-transitive extended communities SHOULD NOT
   be removed when advertising the route within the same BGP AS
   Confederation (as defined in [RFC5065]).

   By default, when a BGP speaker receives routes with non-transitive
   extended communities across Autonomous System or Confederation
   Member-AS boundaries, it SHOULD NOT remove these extended
   communities.  The behavior MAY be configurable.  The BGP speaker
   SHOULD also allow local policies to perform operations on these
   extended communities, such as matching, deleting, and modifying.

   For IPv6 address-specific use-cases, one may consider using IPv6-
   Address-Specific BGP Extended Communities [RFC5701].

7.  Error Handling

   [RFC7606], Section 7.14, defines the error handling procedure for the
   Extended Community attribute.

8.  IANA Considerations

   This document obsoletes [RFC4360], but it does not change the IANA
   Considerations of [RFC7153] that updated [RFC4360] and created the
   "Border Gateway Protocol (BGP) Extended Communities" [IANA-BGP-EC]
   registry group along with the registries therein corresponding to the
   specifications in this document.  Therefore, IANA should continue to
   manage those registries as per [RFC7153].

   However, IANA is requested to replace all references to [RFC4360]
   with this document in the "BGP Path Attributes"
   [IANA-BGP-PATH-ATTRIBUTES] registry, the "BGP Extended Communities"
   [IANA-BGP-EC] registry group, and the "IPFIX Entities" [IANA-IPFIX]
   registry group.

   IANA is requested to list this document as an additional reference
   for the following entries in the "BGP Transitive Extended Community
   Types" registry [IANA-BGP-EC-TRANS]:
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     +=======+===========================================+===========+
     | TYPE  | NAME                                      | REFERENCE |
     | VALUE |                                           |           |
     +=======+===========================================+===========+
     | 0x00  | Transitive Two-Octet AS-Specific Extended | [RFC7153] |
     |       | Community (Sub-Types are defined in the   | [this     |
     |       | "Transitive Two-Octet AS-Specific         | document] |
     |       | Extended Community Sub-Types" registry    |           |
     |       | [IANA-BGP-EC-TRANS-TWO-OCTET-AS])         |           |
     +-------+-------------------------------------------+-----------+
     | 0x01  | Transitive IPv4-Address-Specific Extended | [RFC7153] |
     |       | Community (Sub-Types are defined in the   | [this     |
     |       | "Transitive IPv4-Address-Specific         | document] |
     |       | Extended Community Sub-Types" registry    |           |
     |       | [IANA-BGP-EC-TRANS-IPV4])                 |           |
     +-------+-------------------------------------------+-----------+
     | 0x03  | Transitive Opaque Extended Community      | [RFC7153] |
     |       | (Sub-Types are defined in the "Transitive | [this     |
     |       | Opaque Extended Community Sub-Types"      | document] |
     |       | registry [IANA-BGP-EC-TRANS-OPAQUE])      |           |
     +-------+-------------------------------------------+-----------+

              Table 1: BGP Transitive Extended Community Types

   IANA is requested to list this document as an additional reference
   for the following entries in the "BGP Non-Transitive Extended
   Community Types" registry [IANA-BGP-EC-NONTRANS] :
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   +=======+==============================================+===========+
   | TYPE  | NAME                                         | REFERENCE |
   | VALUE |                                              |           |
   +=======+==============================================+===========+
   | 0x40  | Non-Transitive Two-Octet AS-Specific         | [RFC7153] |
   |       | Extended Community (Sub-Types are defined in | [this     |
   |       | the "Non-Transitive Two-Octet AS-Specific    | document] |
   |       | Extended Community Sub-Types" registry       |           |
   |       | [IANA-BGP-EC-NONTRANS-TWO-OCTET-AS])         |           |
   +-------+----------------------------------------------+-----------+
   | 0x41  | Non-Transitive IPv4-Address-Specific         | [RFC7153] |
   |       | Extended Community (Sub-Types are defined in | [this     |
   |       | the "Non-Transitive IPv4-Address-Specific    | document] |
   |       | Extended Community Sub-Types" registry       |           |
   |       | [IANA-BGP-EC-NONTRANS-IPV4])                 |           |
   +-------+----------------------------------------------+-----------+
   | 0x43  | Non-Transitive Opaque Extended Community     | [RFC7153] |
   |       | (Sub-Types are defined in the "Non-          | [this     |
   |       | Transitive Opaque Extended Community Sub-    | document] |
   |       | Types" registry                              |           |
   |       | [IANA-BGP-EC-NONTRANS-OPAQUE])               |           |
   +-------+----------------------------------------------+-----------+

           Table 2: BGP Non-Transitive Extended Community Types

   IANA is requested to list this document as an additional reference
   for the following entries in the "Transitive Four-Octet AS-Specific
   Extended Community Sub-Types" registry
   [IANA-BGP-EC-TRANS-FOUR-OCTET-AS]:

       +================+==============+===========================+
       | SUB-TYPE VALUE | NAME         | REFERENCE                 |
       +================+==============+===========================+
       | 0x02           | Route Target | [RFC5668] [this document] |
       +----------------+--------------+---------------------------+
       | 0x03           | Route Origin | [RFC5668] [this document] |
       +----------------+--------------+---------------------------+

            Table 3: Transitive Four-Octet AS-Specific Extended
                            Community Sub-Types

   Furthermore, IANA is requested to add the note below to the following
   registries under the "BGP Extended Communities" registry group:

   *  BGP Transitive Extended Community Types [IANA-BGP-EC-TRANS]

   *  BGP Non-Transitive Extended Community Types [IANA-BGP-EC-NONTRANS]
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   *  Transitive Two-Octet AS-Specific Extended Community Sub-Types
      [IANA-BGP-EC-TRANS-TWO-OCTET-AS]

   *  Non-Transitive Two-Octet AS-Specific Extended Community Sub-Types
      [IANA-BGP-EC-NONTRANS-TWO-OCTET-AS]

   *  Transitive Four-Octet AS-Specific Extended Community Sub-Types
      [IANA-BGP-EC-TRANS-FOUR-OCTET-AS]

   *  Non-Transitive Four-Octet AS-Specific Extended Community Sub-Types
      [IANA-BGP-EC-NONTRANS-FOUR-OCTET-AS]

   *  Transitive IPv4-Address-Specific Extended Community Sub-Types
      [IANA-BGP-EC-TRANS-IPV4]

   *  Non-Transitive IPv4-Address-Specific Extended Community Sub-Types
      [IANA-BGP-EC-NONTRANS-IPV4]

   *  Transitive Opaque Extended Community Sub-Types
      [IANA-BGP-EC-TRANS-OPAQUE]

   *  Non-Transitive Opaque Extended Community Sub-Types
      [IANA-BGP-EC-NONTRANS-OPAQUE]

   *  Transitive IPv6-Address-Specific Extended Community Types
      [IANA-BGP-EC-TRANS-IPV6]

   *  Non-Transitive IPv6-Address-Specific Extended Community Types
      [IANA-BGP-EC-NONTRANS-IPV6]

   "When an Extended Community requests allocation for a code point of
   both transitive and non-transitive variants for the same type/sub-
   type, it is recommended that the same value be assigned to them."

9.  Security Considerations

   The BGP Extended Communities provide a general mechanism for labeling
   BGP routes and thus share security considerations similar to BGP
   Communities [RFC1997] and BGP Large Communities [RFC8092].

   Since any intermediate BGP speaker along the route propagation path
   may have added, deleted, or altered the BGP Extended Communities
   attribute, deployments relying on such an attribute carried in the
   BGP Update message must trust every other BGP speaker in the path.
   However, specifying the mechanism to provide such trust is beyond the
   scope of this document.
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   The BGP Extended Communities attribute itself does not protect the
   integrity of each extended community value.  The operator should be
   aware that any BGP speaker along the path can alter the attribute
   without notice.  Protecting the integrity of the handling of BGP
   Extended Communities attribute in a manner consistent with the intent
   of expressed BGP routing policies falls within the broader scope of
   securing BGP and is therefore not addressed here.

   Additionally, extended communities are used in several specialized
   ways to implement or augment other BGP signaling mechanisms.  For
   example, the route-target extended community, defined in this
   document, is used to signal Layer 3 VPN membership.  In some
   scenarios, these mechanisms are used to construct internal
   infrastructure.  Therefore, these extended communities carry
   information private to a specific administrative domain.  Leaking
   such extended communities into other administrative domains poses
   significant security risks.

   To prevent information leakage or privacy breaches across different
   administrative domains, proper filtering of the extended communities
   should always be exercised:

   *  Operators should filter transitive and non-transitive extended
      communities at the boundary of different administrative domains on
      both transmission and reception using appropriate routing
      policies, since this prevents extended communities outside the
      administrative domain from interacting inappropriately with the
      operator’s network.

   *  Implementations should provide policy mechanisms to filter
      extended communities based on type, and possibly sub-type, to
      permit filtering the entire class of extended communities.
      Implementations may also provide the flexibility to match or
      inverse-match a set of extended communities for building permit/
      deny lists.

   *  Implementations that understand the internal format of a defined
      extended community should provide per-community match capability.
      Implementations that don’t understand the internal format may
      match against the value field opaquely.

   *  Implementations should provide mechanisms to strip all extended
      communities at the boundary of administrative domains.

   *  Implementations may strip all extended communities by default
      while providing knobs to modify the default behavior.
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Appendix A.  Comparison with RFC4360

   The encodings and definitions of the extended communities are
   unchanged in this document.

   Besides addressing known errata in [RFC4360], this document updates
   the following:

   *  Section 3 now includes references to the case for the 4-Octet
      Autonomous System number.
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   *  Section 6 clarifies the operations of non-transitive extended
      communities across Autonomous System or Confederation Member-AS
      boundaries.

   *  Section 7 is added to describe the error handling procedures.

   *  Section 8 is updated to reflect the current IANA registry status.
      The update splits the "BGP Extended Communities Type" registry
      into transitive and non-transitive registries.  This section also
      contains similar updates for the Sub-Types defined.

   *  Section 9 is updated to reflect the current security practice.
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Abstract

   This document defines an Information Model and specifies a
   corresponding YANG data model for packet discard reporting.  The
   Information Model provides an implementation-independent framework
   for classifying packet loss - both intended (e.g., due to policy) and
   unintended (e.g., due to congestion or errors) - to enable automated
   network mitigation of unintended packet loss.  The YANG data model
   specifies an implementation of this Information Model for network
   elements with a focus on the interface, device, and control-plane
   discards.

About This Document

   This note is to be removed before publishing as an RFC.

   The latest revision of this draft can be found at https://o-
   pylypenko.github.io/draft-ietf-opsawg-discardmodel/draft-ietf-opsawg-
   discardmodel.html.  Status information for this document may be found
   at https://datatracker.ietf.org/doc/draft-ietf-opsawg-discardmodel/.

   Discussion of this document takes place on the Operations and
   Management Area Working Group mailing list (mailto:opsawg@ietf.org),
   which is archived at https://mailarchive.ietf.org/arch/browse/
   opsawg/.  Subscribe at https://www.ietf.org/mailman/listinfo/opsawg/.

   Source for this draft and an issue tracker can be found at
   https://github.com/o-pylypenko/draft-ietf-opsawg-discardmodel.
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Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on 26 December 2026.

Copyright Notice

   Copyright (c) 2026 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents (https://trustee.ietf.org/
   license-info) in effect on the date of publication of this document.
   Please review these documents carefully, as they describe your rights
   and restrictions with respect to this document.  Code Components
   extracted from this document must include Revised BSD License text as
   described in Section 4.e of the Trust Legal Provisions and are
   provided without warranty as described in the Revised BSD License.
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1.  Introduction

   The primary function of a network is to transport and deliver packets
   according to service level objectives.  For network operators,
   understanding both where and why packet loss occurs within a network
   is essential for effective operation.  Device-reported packet loss
   provides the most direct signal for identifying service impact.
   While certain types of packet loss, such as policy-based discards,
   are intentional and part of normal network operation, unintended
   packet loss can impact customer services.  To automate network
   operations, operators must be able to detect customer-impacting
   packet loss, determine its root cause, and apply appropriate
   mitigation actions.  Precise classification of packet loss is thus
   crucial to ensure that anomalous packet loss is easily detected and
   that the right action is taken to mitigate the impact.  Taking the
   wrong action can make problems worse; for example, removing a
   congested device from service can exacerbate congestion by
   redirecting traffic to other already congested links or devices.

   Existing metrics for reporting packet loss, such as ifInDiscards,
   ifOutDiscards, ifInErrors, and ifOutErrors defined in "The Interfaces
   Group MIB" [RFC2863] and "A YANG Data Model for Interface Management"
   [RFC8343], are insufficient for automating network operations.
   First, they lack precision; for instance, ifInDiscards aggregates all
   discarded inbound packets without specifying the cause, making it
   challenging to distinguish between intended and unintended discards.
   Second, these definitions are ambiguous, leading to inconsistent
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   vendor implementations.  For example, in some implementations
   ifInErrors accounts only for errored packets that are dropped, while
   in others, it includes all errored packets, whether they are dropped
   or not.  Many implementations support more discard metrics than
   these, however, they have been inconsistently implemented due to the
   lack of a standardised classification scheme and clear semantics for
   packet loss reporting.  For example, [RFC7270] provides support for
   reporting discards per flow in IP Flow Information Export (IPFIX)
   [RFC7011] using the forwardingStatus IPFIX Information Element,
   however, the defined drop reason codes also lack sufficient clarity
   to facilitate automated root cause analysis and impact mitigation
   (e.g., the "For us" reason code).

   This document defines an Information Model (IM) and specifies a
   corresponding YANG Data Model (DM) for packet loss reporting to
   address the above issues.  The IM provides precise classification of
   packet loss to enable accurate automated mitigation.  The DM
   specifies a YANG implementation of this IM for network elements,
   while maintaining consistency through clear semantics.

   The scope of this document is limited to reporting packet loss at
   Layer 3 and frames discarded at Layer 2.  This document considers
   only the signals that may trigger automated mitigation actions and
   not how the actions are defined or executed.  Such considerations are
   deployment-specific.

   Section 3 describes the problem space and requirements.  Section 4
   defines the IM and its classification scheme.  Section 5 specifies
   the corresponding YANG data model and implementation requirements
   together with a set of usage examples, and the complete YANG module
   definition.  Appendices A and B provide additional context and
   implementation guidance.

1.1.  Editorial Note (To be removed by the RFC Editor)

   Note to the RFC Editor: This section is to be removed prior to
   publication.

   This document contains placeholder values that need to be replaced
   with finalized values at the time of publication.  This note
   summarizes all of the substitutions that are needed.

   Please apply the following replacements:

   *  XXXX --> the assigned RFC number for this I-D

   *  2026-03-03 --> the actual date of the publication of this document
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2.  Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in
   BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

   Tree diagrams used in this document follow the notation defined in
   [RFC8340].

   This document makes use of the following terms:

   Packet discard:  It accounts for any instance where a packet is
      dropped by a device, regardless of whether the discard was
      intentional or unintentional.

   Intended packet discards (Intended discards, for short):  Are packets
      dropped due to deliberate network policies or configurations
      designed to enforce security or Quality of Service (QoS).  For
      example, packets dropped because they match an Access Control List
      (ACL) denying certain traffic types.

   Unintended packet discards (Unintended discards, for short):  Are
      packets that were dropped, which the network operator otherwise
      intended to deliver, i.e., which indicates an error state.  There
      are many possible reasons for unintended packet loss, including:
      erroring links may corrupt packets in transit; incorrect routing
      tables may result in packets being dropped because they do not
      match a valid route; configuration errors may result in a valid
      packet incorrectly matching an ACL and being dropped.

3.  Problem Statement

   The fundamental problem for network operators is how to automatically
   detect when and where unintended packet loss is occurring and
   determine the appropriate action to mitigate it.  For any network,
   there are a small set of potential actions that can be taken to
   mitigate customer impact when unintended packet loss is detected, for
   example:

   1.  Take a problematic device, link, or set of devices and/or links
       out of service.

   2.  Return a device, link, or set of devices and/or links back into
       service.
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   3.  Move traffic to other links or devices to alleviate congestion or
       avoid problematic paths.

   4.  Roll back a recent change to a device that might have caused the
       problem.

   5.  Escalate to a network operator as a last resort when automated
       mitigation is not possible.

   The ability to select the appropriate mitigation action depends on
   four key features of packet loss:

   FEATURE-DISCARD-SCOPE:  Determines which devices, interfaces, and/or
      flows are impacted.  This also needs to cover control plane
      discards.

   FEATURE-DISCARD-RATE:  The rate and/or magnitude of the discards,
      indicating the severity and urgency of the problem.  Rate may be
      expressed using absolute (e.g., packets per second (pps)) or
      relative (e.g., percent) values.

   FEATURE-DISCARD-DURATION:  The duration of the discards which helps
      to distinguish transient from persistent issues.

   FEATURE-DISCARD-CLASS:  The type or class of discards, which is
      crucial for selecting the appropriate type of mitigation.
      Examples may be: error discards may require taking faulty
      components out of service, no-buffer discards may require traffic
      redistribution, or intended policy discards typically require no
      action.  Refer to Table 1 for more examples.

   While most of FEATURE-DISCARD-SCOPE, FEATURE-DISCARD-RATE, and
   FEATURE-DISCARD-DURATION are implicitly supported by the Interfaces
   Group MIB [RFC2863] and the YANG Data Model for Interface Management
   [RFC8343], FEATURE-DISCARD-CLASS requires a more detailed
   classification scheme than they define.  The IM provided in Section 4
   defines such a classification scheme to enable automated mapping from
   discard signals to appropriate mitigation actions (refer to
   Appendix B for examples).

4.  Information Model (IM)

   The IM is defined using YANG [RFC7950], with Data Structure
   Extensions [RFC8791], allowing the model to remain abstract and
   decoupled from specific implementations in accordance with [RFC3444].
   This abstraction supports different DM implementations, such as YANG
   or IPFIX [RFC7011], while ensuring consistency across
   implementations.  Using YANG for the IM enables this abstraction,
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   leverages the community’s familiarity with its syntax, and ensures
   lossless translation to the corresponding YANG data model, which is
   defined in Section 5.

      Design note: In order to ease reuse of the IM structure by DMs but
      without requiring that these DMs to parse the "sx" structure
      defined in [RFC8791], main reusable nodes are defined in a common
      module (Section 4.3) while the main IM structure is defined in
      Section 4.4.

4.1.  Structure

   The IM defines a hierarchical classification scheme for packet
   discards, which captures where in a device the discards are accounted
   (component), in which direction of traffic they were flowing
   (direction), whether they were successfully processed or discarded
   (type), what protocol layer they belong to (layer), and the specific
   reason for any discards (subtypes).  This structure enables both
   high-level monitoring of total discards (i.e., aggregates) and more
   detailed triage to map to mitigation actions.

   The abstract structure of the IM is depicted in Figure 1.  The full
   YANG tree diagram of the IM is provided in Appendix C.

   module: ietf-packet-discard-reporting-sx

     structure packet-discard-reporting:
       +-- control-plane {pdr-common:control-plane-stats}?
       |  +-- traffic* [direction]
       |  |  ...
       |  +-- discards* [direction]
       |     ...
       +-- interface* [name] {pdr-common:interface-stats}?
       |  +-- name        string
       |  +-- traffic* [direction]
       |  |  +-- direction    identityref
       |  |  +-- l2
       |  |  |  ...
       |  |  +-- l3
       |  |  |  ...
       |  |  +-- qos
       |  |     ...
       |  +-- discards* [direction]
       |     +-- direction    identityref
       |     +-- l2
       |     |  ...
       |     +-- l3
       |     |  ...
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       |     +-- errors
       |     |  +-- l2
       |     |  |  ...
       |     |  +-- l3
       |     |  |  ...
       |     |  +-- internal
       |     |     ...
       |     +-- policy
       |     |  +-- l2
       |     |  |  ...
       |     |  +-- l3
       |     |     ...
       |     +-- no-buffer
       |           ...
       +-- flow* [direction] {pdr-common:flow-reporting}?
       |  +-- direction    identityref
       |  +-- traffic
       |  |  +-- l2
       |  |  |  ...
       |  |  +-- l3
       |  |  |  ...
       |  |  +-- qos
       |  |     ...
       |  +-- discards
       |     +-- l2
       |     |  ...
       |     +-- l3
       |     |  ...
       |     +-- errors
       |     |  +-- l2
       |     |  |  ...
       |     |  +-- l3
       |     |  |  ...
       |     |  +-- internal
       |     |     ...
       |     +-- policy
       |     |  +-- l2
       |     |  |  ...
       |     |  +-- l3
       |     |     ...
       |     +-- no-buffer
       |           ...
       +-- device {pdr-common:device-stats}?
          +-- traffic
          |  +-- l2
          |  |  ...
          |  +-- l3
          |  |  ...
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          |  +-- qos
          |     ...
          +-- discards
             +-- l2
             |  ...
             +-- l3
             |  ...
             +-- errors
             |  +-- l2
             |  |  ...
             |  +-- l3
             |  |  ...
             |  +-- internal
             |     ...
             +-- policy
             |  +-- l2
             |  |  ...
             |  +-- l3
             |     ...
             +-- no-buffer
                   ...

                    Figure 1: Abstract IM Tree Structure

   The discard reporting can be organized into several types: control
   plane, interface, flow, and device.  In order to allow for better
   mapping to underlying DMs, the IM supports a set of "features" to
   control the supported type.

   A complete classification path follows the pattern:
   component/direction/type/layer/subtype/sub-subtype/.../metric.
   Appendix A illustrates where these discards typically occur in a
   network device.  The elements of the tree are defined as follows:

   *  Component:

      -  control-plane: discards of traffic to or from a device’s
         control plane.

      -  interface: discards of traffic to or from a specific network
         interface.

      -  flow: discards of traffic associated with a specific traffic
         flow.

      -  device: discards of traffic transiting the device.

   *  Direction:
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      -  ingress: counters for incoming packets or frames.

      -  egress: counters for outgoing packets or frames.

   *  Type:

      -  traffic: counters for successfully received or transmitted
         packets or frames.

      -  discards: counters for packets or frames that were dropped.

   *  Layer:

      -  l2: Layer 2 traffic and discards.  This covers both frame and
         byte counts.

      -  l3: Layer 3 traffic and discards.  This covers both packet and
         byte counts.

   The hierarchical structure allows for future extensions while
   maintaining backward compatibility.  New discard types can be added
   as new branches without affecting existing implementations.

   The corresponding YANG module is defined in Section 4.4.

4.2.  Subtype Definitions

   discards/policy/:  These are intended discards, meaning packets
      dropped due to a configured policy, including: ACLs, traffic
      policers, unicast Reverse Path Forwarding (uRPF) checks,
      Distributed Denial-of-Service (DDoS) protection rules, and
      explicit null routes.  In practice, ingress DDoS protection
      policies are often realized using mechanisms such as ingress
      filtering and uRPF ([RFC2827], [RFC3704], and [RFC8704]), remotely
      triggered blackholing ([RFC3882], [RFC5635]), or BGP Flow
      Specificationâ\200\223based filters ([RFC8955], [RFC8956], and [RFC9117]);
      all such policy-driven discards are reported under this class.

   discards/errors/:  These are unintended discards due to errors in
      processing packets or frames.  There are multiple sub-classes:

      *  discards/errors/l2/rx/:  These are frames discarded due to
            errors in the received Layer 2 frame, including: Cyclic
            Redundancy Check (CRC) errors, invalid Media Access Control
            (MAC) addresses, invalid VLAN tags, frame size violations
            and other malformed frame conditions.

      *  discards/errors/l3/rx/:  These discards occur due to errors in

Evans, et al.           Expires 26 December 2026               [Page 10]



Internet-Draft   IM and DM for Packet Discard Reporting        June 2026

            the received packet, indicating an upstream problem rather
            than an issue with the device dropping the errored packets,
            including: header checksum errors, MTU exceeded, invalid
            packet errors (i.e., incorrect version, incorrect header
            length, invalid options, and other malformed packet
            conditions).

      *  discards/errors/l3/ttl-expired:  These discards occur due to
            TTL (or Hop limit) expiry.  These can occur, e.g., for the
            following reasons: normal trace-route operations, end-system
            TTL/Hop limit set too low, or routing loops in the network.

      *  discards/errors/l3/no-route/:  These discards occur due to a
            packet not matching any route in the routing table, e.g.,
            which may be due to routing configuration errors or may be
            transient discards during convergence.

      *  discards/errors/internal/:  These discards occur due to
            internal device issues, including: parity errors in device
            memory or other internal hardware errors.  Any errored
            discards not explicitly assigned to other classes are also
            accounted for here.

   discards/no-buffer/:  These are discards due to buffer exhaustion
      (that is congestion related discards).  These can be tail-drop
      discards or due to an active queue management algorithm, such as
      Random Early Detection (RED) [RED93] or Controlled Delay (CoDel)
      [RFC8289].

   An example of possible signal-to-mitigation action mapping is
   provided in Appendix B.

4.3.  "ietf-packet-discard-reporting-common" YANG Module

   The "ietf-packet-discard-reporting-common" module imports "ietf-yang-
   types" defined in [RFC9911].

   <CODE BEGINS>
     file "ietf-packet-discard-reporting-common@2026-03-03.yang"
   module ietf-packet-discard-reporting-common {
     yang-version 1.1;
     namespace "urn:ietf:params:xml:ns:yang:"
             + "ietf-packet-discard-reporting-common";
     prefix pdr-common;

     import ietf-yang-types {
       prefix yang;
       reference
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         "RFC 9911: Common YANG Data Types";
     }

     organization
       "IETF OPSAWG (Operations and Management Area Working Group)";
     contact
       "WG Web:   https://datatracker.ietf.org/wg/opsawg/
        WG List:  OPSAWG <mailto:opsawg@ietf.org>

        Editor:   John Evans
                  <mailto:jevanamz@amazon.co.uk>

        Editor:   Oleksandr Pylypenko
                  <mailto:opylypenko@nvidia.com>

        Author:   Jeffrey Haas
                  <mailto:jhaas@juniper.net>

        Author:   Aviran Kadosh
                  <mailto:akadosh@cisco.com>

        Editor:   Mohamed Boucadair
                  <mailto:mohamed.boucadair@orange.com>";
     description
       "This module defines a common YANG module for packet discard
        reporting.

        Copyright (c) 2026 IETF Trust and the persons identified as
        authors of the code.  All rights reserved.

        Redistribution and use in source and binary forms, with or
        without modification, is permitted pursuant to, and subject
        to the license terms contained in, the Revised BSD License
        set forth in Section 4.c of the IETF Trust’s Legal Provisions
        Relating to IETF Documents
        (https://trustee.ietf.org/license-info).

        All revisions of IETF and IANA published modules can be found
        at the YANG Parameters registry group
        (https://www.iana.org/assignments/yang-parameters).

        This version of this YANG module is part of RFC XXXX; see
        the RFC itself for full legal notices.";

     revision 2026-03-03 {
       description
         "Initial revision.";
       reference
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         "RFC XXXX: Information and Data Models for Packet Discard
                    Reporting";
     }

     /*
      * Features
      */

     feature control-plane-stats {
       description
         "Indicates support of control plane discard statistics.";
     }

     feature interface-stats {
       description
         "Indicates support of interface discard statistics.";
     }

     feature flow-reporting {
       description
         "Indicates support of flow discard reporting.";
     }

     feature device-stats {
       description
         "Indicates support of global device discard statistics.";
     }

     /*
      * Identities
      */

     identity direction {
       description
         "Defines a direction for the reported statistics.";
     }

     identity ingress {
       base direction;
       description
         "Reports statistics for the received packets from
          the network.";
     }

     identity egress {
       base direction;
       description
         "Reports statistics for the sent packets to
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          to the network.";
     }

     identity address-family {
       description
         "Defines a type for the address family.

          This identity is defined here rather than importing
          it from other YANG modules to simplify implementations
          and avoid inheriting dependencies of those modules.

          Additional address families can be added by defining
          identities derived from this base identity, without
          affecting existing implementations.";
     }

     identity ip {
       base address-family;
       description
         "Identity for IP address family.";
     }

     identity ipv4 {
       base ip;
       description
         "Identity for IPv4 address family.";
     }

     identity ipv6 {
       base ip;
       description
         "Identity for IPv6 address family.";
     }

     /*
      * Groupings
      */

     grouping basic-packets {
       description
         "Grouping for packet counters.";
       leaf packets {
         type yang:counter64;
         description
           "Number of packets.";
       }
     }
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     grouping basic-packets-bytes {
       description
         "Grouping for packet and byte counters.";
       uses basic-packets;
       leaf bytes {
         type yang:counter64;
         description
           "Number of bytes.";
       }
     }

     grouping basic-frames {
       description
         "Grouping for Layer 2 frame counters.";
       leaf frames {
         type yang:counter64;
         description
           "Number of Layer 2 frames.";
       }
     }

     grouping l2-traffic {
       description
         "Grouping for Layer 2 frame and byte counters.";
       uses basic-frames;
       leaf bytes {
         type yang:counter64;
         description
           "Number of Layer 2 bytes.";
       }
     }

     grouping l3-traffic {
       description
         "Layer 3 traffic counters per address family.";
       list address-family-stat {
         key "address-family";
         description
           "Reports per address family traffic counters.";
         leaf address-family {
           type identityref {
             base address-family;
           }
           description
             "Specifies an address family.";
         }
         uses basic-packets-bytes;
         container unicast {
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           description
             "Unicast traffic counters.";
           uses basic-packets-bytes;
         }
         container multicast {
           description
             "Multicast traffic counters.";
           uses basic-packets-bytes;
         }
         container broadcast {
           when "derived-from-or-self(../address-family, "
              + "’pdr-common:ipv4’)" {
             description
               "Only applicable for IPv4.";
           }
           description
             "Broadcast traffic counters.";
           uses basic-packets-bytes;
         }
       }
     }

     grouping class-list {
       description
         "Class-based traffic counters.";
       list class {
         key "id";
         min-elements 1;
         description
           "Class traffic counters.";
         leaf id {
           type string;
           description
             "Indicates a Quality of Service (QoS) class
              identifier.";
         }
         uses basic-packets-bytes;
       }
     }

     grouping qos {
       description
         "QoS traffic counters.";
       container qos {
         presence "QoS statistics are available.";
         description
           "Per-class QoS traffic counters.";
         uses class-list;
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       }
     }

     grouping traffic {
       description
         "All traffic counters.";
       container l2 {
         description
           "Layer 2 traffic counters.";
         uses l2-traffic;
       }
       container l3 {
         description
           "Layer 3 traffic counters.";
         uses l3-traffic;
       }
       uses qos;
     }

     grouping errors-l2-rx {
       description
         "Layer 2 ingress frame error discard counters.";
       container rx {
         description
           "Layer 2 ingress frame receive error discard
            counters.";
         leaf frames {
           type yang:counter64;
           description
             "The number of frames discarded due to errors
              with the received frame.";
         }
         leaf crc-error {
           type yang:counter64;
           description
             "The number of received frames discarded due to
               Cyclic Redundancy Check (CRC) error.";
         }
         leaf invalid-mac {
           type yang:counter64;
           description
             "The number of received frames discarded due to
              an invalid Media Access Control (MAC) address.";
         }
         leaf invalid-vlan {
           type yang:counter64;
           description
             "The number of received frames discarded due to
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              an invalid VLAN tag.";
         }
         leaf invalid-frame {
           type yang:counter64;
           description
             "The number of invalid received frames discarded due to
              other reasons, not limited to: malformed frames,
              frame-size violations.";
         }
       }
     }

     grouping errors-l3-rx {
       description
         "Layer 3 ingress packet error discard counters.";
       container rx {
         description
           "Layer 3 ingress packet receive error discard
            counters.";
         leaf packets {
           type yang:counter64;
           description
             "The number of Layer 3 packets discarded due to
              errors in the received packet.";
         }
         leaf checksum-error {
           type yang:counter64;
           description
             "The number of received packets discarded due
              to a checksum error.";
         }
         leaf mtu-exceeded {
           type yang:counter64;
           description
             "The number of received packets discarded due to
              MTU exceeded.";
         }
         leaf invalid-packet {
           type yang:counter64;
           description
             "The number of received invalid packets discarded due
              to other reasons, not limited to: invalid packet length,
              invalid header fields, invalid options, invalid protocol
              version, invalid flags or control bits, malformed
              packets.";
         }
       }
       leaf ttl-expired {

Evans, et al.           Expires 26 December 2026               [Page 18]



Internet-Draft   IM and DM for Packet Discard Reporting        June 2026

         type yang:counter64;
         description
           "The number of received packets discarded due to
            expired TTL or Hop Limit exceeded.";
       }
       leaf no-route {
         type yang:counter64;
         description
           "The number of received packets discarded due to not
            matching a valid route.";
       }
       leaf invalid-sid {
         type yang:counter64;
         description
           "The number of received packets discarded due to an
            invalid Segment Routing over IPv6 (SRv6) segment
            identifier (SID).
            For SR-MPLS, invalid SIDs have to be accounted
            under invalid-label.";
       }
       leaf invalid-label {
         type yang:counter64;
         description
           "The number of received packets discarded due to an
            invalid MPLS label.";
       }
     }

     grouping errors-l3-int {
       description
         "Internal error discard counters.";
       leaf packets {
         type yang:counter64;
         description
           "The number of packets discarded due to internal
            errors.";
       }
       leaf parity-error {
         type yang:counter64;
         description
           "The number of packets discarded due to parity
            errors.";
       }
     }

     grouping errors-l2-tx {
       description
         "Layer 2 transmit error discard counters.";

Evans, et al.           Expires 26 December 2026               [Page 19]



Internet-Draft   IM and DM for Packet Discard Reporting        June 2026

       container tx {
         description
           "Layer 2 transmit frame error discard counters.";
         leaf frames {
           type yang:counter64;
           description
             "The number of Layer 2 frames discarded due to
              errors when transmitting.";
         }
       }
     }

     grouping errors-l3-tx {
       description
         "Layer 3 transmit error discard counters.";
       container tx {
         description
           "Layer 3 transmit packet error discard counters.";
         leaf packets {
           type yang:counter64;
           description
             "The number of Layer 3 packets discarded due to
              errors when transmitting.";
         }
       }
     }

     grouping errors {
       description
         "Error discard counters.";
       container l2 {
         description
           "Layer 2 frame error discard counters.";
         uses errors-l2-rx;
         uses errors-l2-tx;
       }
       container l3 {
         description
           "Layer 3 packet error discard counters.";
         uses errors-l3-rx;
         uses errors-l3-tx;
       }
       container internal {
         description
           "Internal error discard counters.";
         uses errors-l3-int;
       }
     }
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     grouping policy-l2 {
       description
         "Layer 2 policy frame discard counters.";
       leaf frames {
         type yang:counter64;
         description
           "The number of Layer 2 frames discarded due
            to policy.";
       }
       leaf acl {
         type yang:counter64;
         description
           "The number of frames discarded due to Layer 2
            Access Control Lists (ACLs).";
       }
     }

     grouping policy-l3 {
       description
         "Layer 3 policy packet discard counters.";
       leaf packets {
         type yang:counter64;
         description
           "The number of Layer 3 packets discarded due to policy.";
       }
       leaf acl {
         type yang:counter64;
         description
           "The number of packets discarded due to Layer 3 ACLs.";
       }
       container policer {
         description
           "The number of packets discarded due to policer
            violations.";
         uses basic-packets-bytes;
         container classes {
           presence "Per-class policer statistics are available.";
           description
             "Per-class policer discard counters.";
           uses class-list;
         }
       }
       leaf null-route {
         type yang:counter64;
         description
           "The number of packets discarded due to matching
            a null route.";
       }
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       leaf rpf {
         type yang:counter64;
         description
           "The number of packets discarded due to failing
            Reverse Path Forwarding (RPF) check.";
       }
       leaf ddos {
         type yang:counter64;
         description
           "The number of packets discarded due to Distributed
            Denial-of-Service (DDoS) protection policies.";
       }
     }

     grouping discards {
       description
         "Discard counters.";
       container l2 {
         description
           "Layer 2 frame discard counters.";
         uses l2-traffic;
       }
       container l3 {
         description
           "Layer 3 packet discard counters.";
         uses l3-traffic;
       }
       container errors {
         description
           "Error discard counters.";
         uses errors;
       }
       container policy {
         description
           "Policy-related discard counters.";
         uses policy;
       }
       container no-buffer {
         description
           "Discard counters due to buffer unavailability.";
         uses qos;
       }
     }

     grouping policy {
       description
         "Policy-related discard counters.";
       container l2 {
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         description
           "Layer 2 policy frame discard counters.";
         uses policy-l2;
       }
       container l3 {
         description
           "Layer 3 policy packet discard counters.";
         uses policy-l3;
       }
     }

     grouping traffic-and-discards {
       description
         "Specifies overall traffic and discard counters.";
       container traffic {
         description
           "Traffic counters.";
         uses traffic;
       }
       container discards {
         description
           "Discard counters.";
         uses discards;
       }
     }

     grouping interface {
       description
         "Interface-level traffic and discard counters.";
       list traffic {
         key "direction";
         description
           "Traffic counters.";
         leaf direction {
           type identityref {
             base direction;
           }
           description
             "Specifies a direction.";
         }
         uses traffic;
       }
       list discards {
         key "direction";
         description
           "Discard counters.";
         leaf direction {
           type identityref {
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             base direction;
           }
           description
             "Specifies a direction.";
         }
         uses discards;
       }
     }

     grouping control-plane {
       description
         "Control plane packet counters.";
       list traffic {
         key "direction";
         description
           "Total control plane packets.";
         leaf direction {
           type identityref {
             base direction;
           }
           description
             "Specifies a direction.";
         }
         uses basic-packets-bytes;
       }
       list discards {
         key "direction";
         description
           "Control plane packet discard counters.";
         leaf direction {
           type identityref {
             base direction;
           }
           description
             "Specifies a direction.";
         }
         uses basic-packets-bytes;
         container policy {
           description
             "Number of control plane packets discarded due to policy.";
           uses basic-packets;
         }
       }
     }
   }
   <CODE ENDS>
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4.4.  "ietf-packet-discard-reporting-sx" YANG Module

   The "ietf-packet-discard-reporting-sx" module uses the "sx" structure
   defined in [RFC8791] and also imports the "ietf-packet-discard-
   reporting-common" module (Section 4.3).

   <CODE BEGINS> file "ietf-packet-discard-reporting-sx@2026-03-03.yang"
   module ietf-packet-discard-reporting-sx {
     yang-version 1.1;
     namespace
       "urn:ietf:params:xml:ns:yang:ietf-packet-discard-reporting-sx";
     prefix pdr-sx;

     import ietf-packet-discard-reporting-common {
       prefix pdr-common;
       reference
         "RFC XXXX: Information and Data Models for Packet Discard
                    Reporting";
     }
     import ietf-yang-structure-ext {
       prefix sx;
       reference
         "RFC 8791: YANG Data Structure Extensions";
     }

     organization
       "IETF OPSAWG (Operations and Management Area Working Group)";
     contact
       "WG Web:   https://datatracker.ietf.org/wg/opsawg/
        WG List:  OPSAWG <mailto:opsawg@ietf.org>

        Editor:   John Evans
                  <mailto:jevanamz@amazon.co.uk>

        Editor:   Oleksandr Pylypenko
                  <mailto:opylypenko@nvidia.com>

        Author:   Jeffrey Haas
                  <mailto:jhaas@juniper.net>

        Author:   Aviran Kadosh
                  <mailto:akadosh@cisco.com>

        Editor:   Mohamed Boucadair
                  <mailto:mohamed.boucadair@orange.com>";
     description
       "This module defines an information model for packet discard
        reporting.
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        Copyright (c) 2026 IETF Trust and the persons identified as
        authors of the code.  All rights reserved.

        Redistribution and use in source and binary forms, with or
        without modification, is permitted pursuant to, and subject
        to the license terms contained in, the Revised BSD License
        set forth in Section 4.c of the IETF Trust’s Legal Provisions
        Relating to IETF Documents
        (https://trustee.ietf.org/license-info).

        All revisions of IETF and IANA published modules can be found
        at the YANG Parameters registry group
        (https://www.iana.org/assignments/yang-parameters).

        This version of this YANG module is part of RFC XXXX; see
        the RFC itself for full legal notices.";

     revision 2026-03-03 {
       description
         "Initial revision.";
       reference
         "RFC XXXX: Information and Data Models for Packet Discard
                    Reporting";
     }

     /*
      * Main structure definition
      */

     sx:structure packet-discard-reporting {
       description
         "Specifies the abstract structure of packet discard
          reporting data.";
       container control-plane {
         if-feature "pdr-common:control-plane-stats";
         description
           "Control plane packet counters.";
         uses pdr-common:control-plane;
       }
       list interface {
         if-feature "pdr-common:interface-stats";
         key "name";
         description
           "Indicates a list of interfaces for which packet
            discard reporting data is provided.";
         leaf name {
           type string;
           description
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             "Indicates the name of the interface.";
         }
         uses pdr-common:interface;
       }
       list flow {
         if-feature "pdr-common:flow-reporting";
         key "direction";
         leaf direction {
           type identityref {
             base pdr-common:direction;
           }
           description
             "Specifies a direction.";
         }
         description
           "Flow packet counters.";
         uses pdr-common:traffic-and-discards;
       }
       container device {
         if-feature "pdr-common:device-stats";
         description
           "Device level packet counters.";
         uses pdr-common:traffic-and-discards;
       }
     }
   }
   <CODE ENDS>

5.  Data Model (DM)

   This DM implements the IM defined in Section 4 for the interface,
   device, and control-plane components.  It is a device model per
   Section 2.1 of [RFC8969].  Specifically, it is a device-local
   (network element) operational state model: counters are scoped to a
   single device (interfaces and control plane).

   The IM defines the abstract classification tree using YANG data
   structure extensions [RFC8791].  This DM imports that module and
   reuses the same groupings and hierarchy of components, directions,
   layers, and discard classes, attaching them via augment statements to
   existing YANG modules for routing, interfaces, and logical network
   elements.  The flow component is defined only in the IM for use by
   flow-oriented data models and are not instantiated in this DM.
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5.1.  Structure

   There is a direct mapping between the IM components and their DM
   implementations, with each component in the hierarchy represented by
   corresponding YANG containers and leaf data nodes.  The abstract tree
   is shown in Figure 2.

   module: ietf-packet-discard-reporting

     augment /rt:routing/rt:control-plane-protocols
               /rt:control-plane-protocol:
       +--ro traffic-discard-stats {control-plane-stats}?
          +--ro discard-order-capability*   identityref
          +--ro traffic* [direction]
          |  ...
          +--ro discards* [direction]
             ...
     augment /if:interfaces/if:interface/if:statistics:
       +--ro traffic-discard-stats {interface-stats}?
          +--ro discard-order-capability*   identityref?
          +--ro traffic* [direction] {interface-stats}?
          |  +--ro direction    identityref
          |  +--ro l2
          |  |  ...
          |  +--ro l3
          |  |  ...
          |  +--ro qos!
          |     +--ro class* [id]
          |        ...
          +--ro discards* [direction]?
             +--ro direction    identityref
             +--ro l2
             |  ...
             +--ro l3
             |  ...
             +--ro errors
             |  +--ro l2
             |  |  ...
             |  +--ro l3
             |  |  ...
             |  +--ro internal
             |     ...
             +--ro policy
             |  +--ro l2
             |  |  ...
             |  +--ro l3
             |     ...
             +--ro no-buffer

Evans, et al.           Expires 26 December 2026               [Page 28]



Internet-Draft   IM and DM for Packet Discard Reporting        June 2026

                +--ro qos!
                   +--ro class* [id]
                      ...
     augment /lne:logical-network-elements/lne:logical-network-element:
       +--ro traffic-discard-stats {device-stats}?
          +--ro discard-order-capability*   identityref
          +--ro traffic
          |  +--ro l2
          |  |  ...
          |  +--ro l3
          |  |  ...
          |  +--ro qos!
          |     +--ro class* [id]
          |        ...
          +--ro discards
             +--ro l2
             |  ...
             +--ro l3
             |  ...
             +--ro errors
             |  +--ro l2
             |  |  ...
             |  +--ro l3
             |  |  ...
             |  +--ro internal
             |     ...
             +--ro policy
             |  +--ro l2
             |  |  ...
             |  +--ro l3
             |     ...
             +--ro no-buffer
                +--ro qos!
                   +--ro class* [id]
                      ...

                    Figure 2: Abstract DM Tree Structure

   The full tree structure is provided in Appendix D.

5.2.  Implementation Requirements

   The following requirements apply to the implementation of the DM and
   are intended to ensure consistent implementation across different
   vendors and platforms while allowing for platform-specific
   optimisations where needed.  While the DM defines a comprehensive set
   of counters and statistics, implementations MAY support a subset of
   the defined features based on device capabilities and operational
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   requirements.  However, implementations MUST clearly document which
   features are supported and how they map to the DM.

   Requirements 1-13 relate to packets forwarded or discarded by the
   device, while requirement 14 relates to packets destined for or
   originating from the device:

   1.   All instances of Layer 2 frame or Layer 3 packet receipt,
        transmission, and discards MUST be accounted for.

   2.   All instances of Layer 2 frame or Layer 3 packet receipt,
        transmission, and discards SHOULD be attributed to the physical
        or logical interface of the device where they occur.  Where they
        cannot be attributed to the interface, they MUST be attributed
        to the device.

   3.   An individual frame MUST only be accounted for by either the
        Layer 2 traffic class or the Layer 2 discard classes within a
        single direction or context, i.e., ingress or egress or device.
        This is to avoid double counting.

   4.   An individual packet MUST only be accounted for by either the
        Layer 3 traffic class or the Layer 3 discard classes within a
        single direction or context, i.e., ingress or egress or device.
        This is to avoid double counting.

   5.   A frame accounted for at Layer 2 MUST NOT be accounted for at
        Layer 3 and vice versa.  This is to avoid double counting.

   6.   The aggregate Layer 2 and Layer 3 traffic and discard classes
        SHOULD account for all underlying frames or packets received,
        transmitted, and discarded across all other classes.  There
        might be exceptions when distinct discontinuity times are
        observed for more granular discards.

   7.   The aggregate QoS traffic and no-buffer discard classes MUST
        account for all underlying packets received, transmitted, and
        discarded across all other classes.

   8.   In addition to the Layer 2 and Layer 3 aggregate classes, an
        individual discarded packet MUST only account against a single
        error, policy, or no-buffer discard subclass.

   9.   When there are multiple reasons for discarding a packet, the
        ordering of discard class reporting MUST be defined.  Typically,
        this can be exposed by an implementation by means of discard-
        order-capability.

Evans, et al.           Expires 26 December 2026               [Page 30]



Internet-Draft   IM and DM for Packet Discard Reporting        June 2026

   10.  If Diffserv [RFC2475] is not used, no-buffer discards MUST be
        reported as class[id="0"], which represents the default class.

   11.  When traffic is mirrored, the discard metrics MUST account for
        the original traffic rather than the reflected traffic.

   12.  No-buffer discards can be realized differently with different
        memory architectures.  Whether a no-buffer discard is attributed
        to ingress or egress can differ accordingly.  For successful
        auto-mitigation, discards due to an egress interface congestion
        MUST be reportable on egress, while discards due to device-level
        congestion (e.g., due to exceeding the device forwarding rate)
        MUST be reportable on ingress.

   13.  When the ingress and egress headers differ (for example, at a
        tunnel endpoint), the discard class attribution MUST relate to
        the outer header at the point of discard.

   14.  Traffic to the device control plane (to-CPU) has its own class.
        Traffic from the device control plane (from-CPU) is accounted
        for by origin, independent of the forwarding mechanism (e.g.,
        any egress policer it traverses), and MUST also be accounted for
        in the same way as other egress traffic.

5.3.  Usage Examples

   This section assumes that no class of service is implemented.

   If all of the requirements listed in Section 5.2 are met, a "good"
   unicast IPv4 packet received would increment:

   *  interface/traffic[direction="ingress"]/l3/address-family-
      stat[address-family="ipv4"]/unicast/packets

   *  interface/traffic[direction="ingress"]/l3/address-family-
      stat[address-family="ipv4"]/unicast/bytes

   *  interface/traffic[direction="ingress"]/qos/class[id="0"]/packets

   *  interface/traffic[direction="ingress"]/qos/class[id="0"]/bytes

   A received unicast IPv6 packet discarded due to Hop Limit expiry
   would increment:

   *  interface/discards[direction="ingress"]/errors/l3/ttl-expired

   An IPv4 packet discarded on egress due to no buffers would increment:
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   *  interface/discards[direction="egress"]/l3/address-family-
      stat[address-family="ipv4"]/unicast/packets

   *  interface/discards[direction="egress"]/l3/address-family-
      stat[address-family="ipv4"]/unicast/bytes

   *  interface/discards[direction="egress"]/no-buffer/
      class[id="0"]/packets

   *  interface/discards[direction="egress"]/no-buffer/
      class[id="0"]/bytes

   A multicast IPv6 packet dropped due to RPF check failure would
   increment:

   *  interface/discards[direction="ingress"]/l3/address-family-
      stat[address-family="ipv6"]/multicast/packets

   *  interface/discards[direction="ingress"]/l3/address-family-
      stat[address-family="ipv6"]/multicast/bytes

   *  interface/discards[direction="ingress"]/policy/l3/rpf

   A "good" Layer-2 frame received would increment:

   *  interface/traffic[direction="ingress"]/l2/frames

   *  interface/traffic[direction="ingress"]/l2/bytes

   *  interface/traffic[direction="ingress"]/qos/class[id="0"]/packets

   *  interface/traffic[direction="ingress"]/qos/class[id="0"]/bytes

5.4.  "ietf-packet-discard-reporting" YANG Module

   The "ietf-packet-discard-reporting" module imports "ietf-packet-
   discard-reporting-common" (Section 4.3), "ietf-netconf-acm"
   [RFC8341], "ietf-interfaces" [RFC8343], "ietf-routing" [RFC8349], and
   "ietf-logical-network-element" [RFC8530].

   <CODE BEGINS> file "ietf-packet-discard-reporting@2026-03-03.yang"
   module ietf-packet-discard-reporting {
     yang-version 1.1;
     namespace
       "urn:ietf:params:xml:ns:yang:ietf-packet-discard-reporting";
     prefix pdr;

     import ietf-packet-discard-reporting-common {
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       prefix pdr-common;
       reference
         "RFC XXXX: Information and Data Models for Packet Discard
                    Reporting";
     }
     import ietf-netconf-acm {
       prefix nacm;
       reference
         "RFC 8341: Network Configuration Access Control Model";
     }
     import ietf-interfaces {
       prefix if;
       reference
         "RFC 8343: A YANG Data Model for Interface Management";
     }
     import ietf-routing {
       prefix rt;
       reference
         "RFC 8349: A YANG Data Model for Routing Management
                    (NMDA Version)";
     }
     import ietf-logical-network-element {
       prefix lne;
       reference
         "RFC 8530: YANG Model for Logical Network Elements";
     }

     organization
       "IETF OPSAWG (Operations and Management Area Working Group)";
     contact
       "WG Web:   https://datatracker.ietf.org/wg/opsawg/
        WG List:  OPSAWG <mailto:opsawg@ietf.org>

        Editor:   John Evans
                  <mailto:jevanamz@amazon.co.uk>

        Editor:   Oleksandr Pylypenko
                  <mailto:opylypenko@nvidia.com>

        Author:   Jeffrey Haas
                  <mailto:jhaas@juniper.net>

        Author:   Aviran Kadosh
                  <mailto:akadosh@cisco.com>

        Editor:   Mohamed Boucadair
                  <mailto:mohamed.boucadair@orange.com>";
     description
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       "This module defines a data model for packet discard reporting.

        Copyright (c) 2026 IETF Trust and the persons identified as
        authors of the code.  All rights reserved.

        Redistribution and use in source and binary forms, with or
        without modification, is permitted pursuant to, and subject
        to the license terms contained in, the Revised BSD License
        set forth in Section 4.c of the IETF Trust’s Legal Provisions
        Relating to IETF Documents
        (https://trustee.ietf.org/license-info).

        All revisions of IETF and IANA published modules can be found
        at the YANG Parameters registry
        (https://www.iana.org/assignments/yang-parameters).

        This version of this YANG module is part of RFC XXXX; see the
        RFC itself for full legal notices.";

     revision 2026-03-03 {
       description
         "Initial revision.";
       reference
         "RFC XXXX: Information and Data Models for Packet Discard
                    Reporting";
     }

     /*
      * Identities
      */

     identity discard-class {
       description
         "Base identity to identify the discard class.";
     }

     identity layer2 {
       base discard-class;
       description
         "Indicates a Layer 2 discard.";
     }

     identity layer3 {
       base discard-class;
       description
         "Indicates a Layer 3 discard.";
     }
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     identity internal {
       base discard-class;
       description
         "Indicates an internal discard.";
     }

     identity policy {
       base discard-class;
       description
         "Indicates a discard due to a policy.";
     }

     identity no-buffer {
       base discard-class;
       description
         "Indicates a discard due to buffer unavailability.";
     }

     /*
      * Groupings
      */

     grouping discard-order-policy {
       description
         "Defines the implementation-specific precedence of discard
          classes when multiple discard reasons apply to a single
          packet.

          The list is ordered from highest to lowest precedence.";

       leaf-list discard-order-capability {
         type identityref {
           base discard-class;
         }
         config false;
         description
           "The discard class identity that has this precedence.";
       }
     }

     /*
      * Main structure definition
      */

     augment "/rt:routing/rt:control-plane-protocols"
           + "/rt:control-plane-protocol" {
       if-feature "pdr-common:control-plane-stats";
       description

Evans, et al.           Expires 26 December 2026               [Page 35]



Internet-Draft   IM and DM for Packet Discard Reporting        June 2026

         "Adds control plane discard counters.";
       container traffic-discard-stats {
         nacm:default-deny-all;
         config false;
         description
           "List of traffic and control plane discard counters.";
         uses discard-order-policy;
         uses pdr-common:control-plane;
       }
     }
     augment "/if:interfaces/if:interface/if:statistics" {
       if-feature "pdr-common:interface-stats";
       description
         "Adds traffic and discard reporting to the interface
          statistics.";

       container traffic-discard-stats {
         nacm:default-deny-all;
         config false;
         description
           "List of traffic and interface discard counters.";
         uses discard-order-policy;
         uses pdr-common:interface;
       }
     }
     augment "/lne:logical-network-elements"
           + "/lne:logical-network-element" {
       if-feature "pdr-common:device-stats";
       description
         "Adds device level traffic and discard counters.";

       container traffic-discard-stats {
         nacm:default-deny-all;
         config false;
         description
           "List of traffic and device level discard counters.";
         uses discard-order-policy;
         uses pdr-common:traffic-and-discards;
       }
     }
   }
   <CODE ENDS>

6.  Operational Considerations
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6.1.  Determining Intent for Policy

   Device discard counters do not by themselves establish operator
   intent.  Discards reported under policy (e.g., ACL/policer) indicate
   only that traffic matched a configured rule; such discards may still
   be unintended if the configuration is in error.  Determining intent
   for policy discards requires external context (e.g., configuration
   validation and change history).  Such contexts are local to each
   operator.

6.2.  Deployment Experience

   This section captures practical insights gained from implementing the
   model across multiple vendors’ platforms, as guidance for future
   implementers and operators:

   1.  The number and granularity of discard classes defined in the IM
       represent a compromise.  It aims to provide sufficient detail to
       enable appropriate automated actions while avoiding excessive
       detail, which may hinder quick problem identification.
       Additionally, it helps to limit the quantity of data produced per
       interface, constraining the data volume and device CPU impacts.
       While further granularity is possible, the defined schema has
       generally proven to be sufficient for the task of mitigating
       unintended packet loss.

   2.  There are many possible ways to define the discard classification
       tree.  For example, an approach is to use a multi-rooted tree,
       rooted in each protocol.  Instead, a better approach is to define
       a tree where protocol discards and causal discard classes are
       accounted for orthogonally.  This decision reduces the number of
       combinations of classes and has proven sufficient for determining
       mitigation actions.

   3.  Platforms often account for the number of packets discarded where
       the TTL has expired (or IPv6 Hop Limit exceeded), and the device
       CPU has returned an ICMP Time Exceeded message [RFC4884].  There
       is typically a policer applied to limit the number of packets
       sent to the device CPU, however, which implicitly limits the rate
       of TTL discards that are processed.  One method to account for
       all packet discards due to TTL expired, even those that are
       dropped by a policer when being forwarded to the CPU, is to use
       accounting of all ingress packets received with TTL=1 as a proxy
       measure.
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   4.  Where no route discards are implemented with a default null
       route, separate discard accounting is required for any explicit
       null routes configured in order to differentiate between
       interface/ingress/discards/policy/null-route/packets and
       interface/ingress/discards/errors/no-route/packets.

   5.  It is useful to account separately for transit packets discarded
       by ACLs or policers, and packets discarded by ACLs or policers
       which limit the number of packets to the device control plane.

   6.  It is not possible to identify a configuration error (e.g., when
       intended discards are unintended) with device discard metrics
       alone.  For example, additional context is needed to determine if
       ACL discards are intended or due to a misconfigured ACL (i.e.,
       with configuration validation before deployment or by detecting a
       significant change in ACL discards after a configuration change
       compared to before).

   7.  Aggregate counters need to be able to deal with the possibility
       of discontinuities in the underlying counters.

   8.  While the classification tree is seven levels deep, a minimal
       implementation may only implement the top six.

6.3.  Anchoring Flow Structure

   The characterization of a flow depends on the underlying data model
   that adheres to the IM.  From that standpoint, the IM does not make
   an assumption about flow characterization and identification.  Future
   flow-oriented data models MUST ensure that the flow structure is
   anchored so that the discards are unambiguously associated with a
   flow.

7.  Implementation Status

   Note to RFC Editor: This section is to be removed before publication
   as an RFC.
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   This section records the status of known implementations of the
   protocol defined by this specification at the time of posting of this
   Internet-Draft, and is based on a proposal described in RFC 7942.
   The description of implementations in this section is intended to
   assist the IETF in its decision processes in progressing drafts to
   RFCs.  Please note that the listing of any individual implementation
   here does not imply endorsement by the IETF.  Furthermore, no effort
   has been spent to verify the information presented here that was
   supplied by IETF contributors.  This is not intended as, and must not
   be construed to be, a catalog of available implementations or their
   features.  Readers are advised to note that other implementations may
   exist.

7.1.  Information Model Implementations

   The IM defined in Section 4 has been implemented or mapped on at
   least nine hardware platforms across four vendors, including:

   *  Broadcom: Trident, Tomahawk 1, Tomahawk 3, Tomahawk 5

   *  Cisco: Q200L

   *  Juniper: MX, PTX, QFX

   *  Marvell: TL7

7.2.  Data Model Implementations

   A YANG-compliant open-source SLAX script implements a subset of the
   DM defined in Section 5 for Juniper MX routers.  This implementation
   is available at:

   *  https://github.com/o-pylypenko-aws/draft-ietf-opsawg-discardmodel-
      sample/ (https://github.com/o-pylypenko-aws/draft-ietf-opsawg-
      discardmodel-sample/)

   Practical observations from these implementations are reflected in
   Section 6.2.

8.  Security Considerations

8.1.  Information Model

   The IM defined in Section 4.4 specifies a YANG module using [RFC8791]
   data extensions.  As such, there are no additional security issues
   related to the YANG module that need to be considered.
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   The "ietf-packet-discard-reporting-common" YANG module defines a set
   of identities, types, and groupings.  These nodes are intended to be
   reused by other YANG modules.  The module by itself does not expose
   any data nodes that are writable, data nodes that contain read-only
   state, or RPCs.  As such, there are no additional security issues
   related to the YANG module that need to be considered.

   Modules that use the groupings that are defined in the "ietf-packet-
   discard-reporting-common" module should identify the corresponding
   security considerations.

8.2.  Data Model

   This section is modeled after the template described in Section 3.7.1
   of [RFC9907].

   The YANG module specified in Section 5.4 defines a data model that is
   designed to be accessed via YANG-based management protocols, such as
   Network Configuration Protocol (NETCONF) [RFC6241] and RESTCONF
   [RFC8040].  These YANG-based management protocols (1) have to use a
   secure transport layer (e.g., Secure Shell (SSH) [RFC4252], TLS
   [RFC8446], and QUIC [RFC9000]) and (2) have to use mutual
   authentication.

   The Network Configuration Access Control Model (NACM) [RFC8341]
   provides the means to restrict access for particular NETCONF or
   RESTCONF users to a preconfigured subset of all available NETCONF or
   RESTCONF protocol operations and content.

   There are no particularly sensitive writable data nodes.

   Some of the readable data nodes in this YANG module may be considered
   sensitive or vulnerable in some network environments.  It is thus
   important to control read access (e.g., via get, get-config, or
   notification) to these data nodes.  Specifically, the following
   subtrees and data nodes have particular sensitivities/
   vulnerabilities:

   rt:control-plane-protocol/pdr:traffic-discard-stats,
   if:statistics/pdr:traffic, if:statistics/pdr:traffic-discard-
   stats, and lne:logical-network-element/pdr:traffic-discard-stats:  Access
      to these data nodes would reveal information about the attacks to
      which an element is subject, misconfigurations, etc.

      Also, an attacker who can inject packets can infer the efficiency
      of its attack by monitoring (the increase of) some discard
      counters (e.g., policy) and adjust its attack strategy
      accordingly.
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9.  IANA Considerations

   IANA is requested to register the following URI in the "ns"
   subregistry within the "IETF XML Registry" [RFC3688]:

   URI:  urn:ietf:params:xml:ns:yang:ietf-packet-discard-reporting-common
   Registrant Contact:  The IESG.
   XML:  N/A; the requested URI is an XML namespace.

   URI:  urn:ietf:params:xml:ns:yang:ietf-packet-discard-reporting-sx
   Registrant Contact:  The IESG.
   XML:  N/A; the requested URI is an XML namespace.
   URI:  urn:ietf:params:xml:ns:yang:ietf-packet-discard-reporting
   Registrant Contact:  The IESG.
   XML:  N/A; the requested URI is an XML namespace.

   IANA is requested to register the following YANG module in the "YANG
   Module Names" subregistry [RFC6020] within the "YANG Parameters"
   registry:

   Name:  ietf-packet-discard-reporting-common
   Namespace:
     urn:ietf:params:xml:ns:yang:ietf-packet-discard-reporting-common
   Prefix:  pdr-common
   Maintained by IANA?  N
   Reference:  RFC XXXX

   Name:  ietf-packet-discard-reporting-sx
   Namespace:  urn:ietf:params:xml:ns:yang:ietf-packet-discard-reporting-sx
   Prefix:  pdr-sx
   Maintained by IANA?  N
   Reference:  RFC XXXX

   Name:  ietf-packet-discard-reporting
   Namespace:  urn:ietf:params:xml:ns:yang:ietf-packet-discard-reporting
   Prefix:  pdr
   Maintained by IANA?  N
   Reference:  RFC XXXX
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Appendix A.  Where Do Packets Get Dropped?

   Understanding where packets are discarded in a network device is
   essential for interpreting discard signals and determining
   appropriate mitigation actions.  Figure 3 depicts an example of where
   and why packets may be discarded in a typical single-ASIC, shared-
   buffered type device.  While actual device architectures vary between
   vendors and platforms, with some using multiple ASICs, distributed
   forwarding, or different buffering architectures, this example
   illustrates the common processing stages where packets may be
   dropped.  The logical model for classifying and reporting discards
   remains consistent regardless of the underlying hardware
   architecture.

   Packets ingress on the left and egress on the right:
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                              .-----------.
                              |  Control  |
                              |   Plane   |
                              |           |
                              ’---+---^---’
                         from_cpu |   | to_cpu
                                  |   |
          .-----------------------v---+-----------------------.
          |                                                   |
      .---+---.  .----------.  .---------.  .----------.  .---+---.
      |       |  |          |  |         |  |          |  |       |
  Rx-->PHY/MAC+--> Ingress  +--> Buffers +--> Egress   +-->PHY/MAC+-> Tx
      |       |  | Pipeline |  |         |  | Pipeline |  |       |
      ’-------’  ’----------’  ’---------’  ’----------’  ’-------’

  Unintended:
     errors/l2/rx  errors/l3/rx  no-buffer    errors/l3/tx
                   errors/l3/no-route
                   errors/l3/ttl-expired
                   errors/internal
  Intended:
                   policy/acl                 policy/acl
                   policy/policer             policy/policer
                   policy/rpf
                   policy/null-route

              Figure 3: Example of Where Packets Get Dropped

   See Appendix B for examples of how these discard signals map to root
   causes and mitigation actions.

Appendix B.  Example Signal-to-mitigation Action Mapping

   The effectiveness of automated mitigation depends on correctly
   mapping discard signals to root causes and appropriate actions.
   Tables 1 and 2 give example discard signal-to-mitigation action
   mappings based on the features described in Section 3.
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    +=============================+=============+============+========+
    | DISCARD-CLASS               | Discard     | DISCARD-   |DISCARD-|
    |                             | cause       | RATE       |DURATION|
    +=============================+=============+============+========+
    | ingress/discards/errors/l2/ | Upstream    | >Baseline  |O(1min) |
    | rx                          | device or   |            |        |
    |                             | link error  |            |        |
    +-----------------------------+-------------+------------+--------+
    | ingress/discards/errors/l3/ | Tracert     | <=Baseline |        |
    | ttl-expired                 |             |            |        |
    +-----------------------------+-------------+------------+--------+
    | ingress/discards/errors/l3/ | Convergence | >Baseline  | O(1s)  |
    | ttl-expired                 |             |            |        |
    +-----------------------------+-------------+------------+--------+
    | ingress/discards/errors/l3/ | Routing     | >Baseline  |O(1min) |
    | ttl-expired                 | loop        |            |        |
    +-----------------------------+-------------+------------+--------+
    | .*/policy/.*                | Policy      |            |        |
    +-----------------------------+-------------+------------+--------+
    | ingress/discards/errors/l3/ | Convergence | >Baseline  | O(1s)  |
    | no-route                    |             |            |        |
    +-----------------------------+-------------+------------+--------+
    | ingress/discards/errors/l3/ | Config      | >Baseline  |O(1min) |
    | no-route                    | error       |            |        |
    +-----------------------------+-------------+------------+--------+
    | ingress/discards/errors/l3/ | Invalid     | >Baseline  |O(10min)|
    | no-route                    | destination |            |        |
    +-----------------------------+-------------+------------+--------+
    | ingress/discards/errors/    | Device      | >Baseline  |O(1min) |
    | internal                    | errors      |            |        |
    +-----------------------------+-------------+------------+--------+
    | egress/discards/no-buffer   | Congestion  | <=Baseline |        |
    +-----------------------------+-------------+------------+--------+
    | egress/discards/no-buffer   | Congestion  | >Baseline  |O(1min) |
    +-----------------------------+-------------+------------+--------+

            Table 1: Example Signal-Cause-Mitigation Mapping (1)
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   +=============================+=============+=======================+
   | DISCARD-CLASS               | Unintended? | Possible actions      |
   +=============================+=============+=======================+
   | ingress/discards/errors/l2/ |      Y      | Take upstream         |
   | rx                          |             | link or device        |
   |                             |             | out-of-service        |
   +-----------------------------+-------------+-----------------------+
   | ingress/discards/errors/l3/ |      N      | no action             |
   | ttl-expired                 |             |                       |
   +-----------------------------+-------------+-----------------------+
   | ingress/discards/errors/l3/ |      Y      | No action             |
   | ttl-expired                 |             |                       |
   +-----------------------------+-------------+-----------------------+
   | ingress/discards/errors/l3/ |      Y      | Roll-back change      |
   | ttl-expired                 |             |                       |
   +-----------------------------+-------------+-----------------------+
   | .*/policy/.*                |      N      | No action             |
   +-----------------------------+-------------+-----------------------+
   | ingress/discards/errors/l3/ |      Y      | No action             |
   | no-route                    |             |                       |
   +-----------------------------+-------------+-----------------------+
   | ingress/discards/errors/l3/ |      Y      | Roll-back change      |
   | no-route                    |             |                       |
   +-----------------------------+-------------+-----------------------+
   | ingress/discards/errors/l3/ |      N      | Escalate to           |
   | no-route                    |             | operator              |
   +-----------------------------+-------------+-----------------------+
   | ingress/discards/errors/    |      Y      | Take device out-      |
   | internal                    |             | of-service            |
   +-----------------------------+-------------+-----------------------+
   | egress/discards/no-buffer   |      N      | No action             |
   +-----------------------------+-------------+-----------------------+
   | egress/discards/no-buffer   |      Y      | Bring capacity        |
   |                             |             | back into service     |
   |                             |             | or move traffic       |
   +-----------------------------+-------------+-----------------------+

            Table 2: Example Signal-Cause-Mitigation Mapping (2)

   The ’Baseline’ in the ’DISCARD-RATE’ column is both DISCARD-CLASS and
   network dependent.

Appendix C.  Full Information Model Tree

   The following YANG tree diagram shows the complete IM structure:
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   module: ietf-packet-discard-reporting-sx

     structure packet-discard-reporting:
       +-- control-plane {pdr-common:control-plane-stats}?
       |  +-- traffic* [direction]
       |  |  +-- direction    identityref
       |  |  +-- packets?     yang:counter64
       |  |  +-- bytes?       yang:counter64
       |  +-- discards* [direction]
       |     +-- direction    identityref
       |     +-- packets?     yang:counter64
       |     +-- bytes?       yang:counter64
       |     +-- policy
       |        +-- packets?   yang:counter64
       +-- interface* [name] {pdr-common:interface-stats}?
       |  +-- name        string
       |  +-- traffic* [direction]
       |  |  +-- direction    identityref
       |  |  +-- l2
       |  |  |  +-- frames?   yang:counter64
       |  |  |  +-- bytes?    yang:counter64
       |  |  +-- l3
       |  |  |  +-- address-family-stat* [address-family]
       |  |  |     +-- address-family    identityref
       |  |  |     +-- packets?          yang:counter64
       |  |  |     +-- bytes?            yang:counter64
       |  |  |     +-- unicast
       |  |  |     |  +-- packets?   yang:counter64
       |  |  |     |  +-- bytes?     yang:counter64
       |  |  |     +-- multicast
       |  |  |     |  +-- packets?   yang:counter64
       |  |  |     |  +-- bytes?     yang:counter64
       |  |  |     +-- broadcast
       |  |  |        +-- packets?   yang:counter64
       |  |  |        +-- bytes?     yang:counter64
       |  |  +-- qos!
       |  |     +-- class* [id]
       |  |        +-- id         string
       |  |        +-- packets?   yang:counter64
       |  |        +-- bytes?     yang:counter64
       |  +-- discards* [direction]
       |     +-- direction    identityref
       |     +-- l2
       |     |  +-- frames?   yang:counter64
       |     |  +-- bytes?    yang:counter64
       |     +-- l3
       |     |  +-- address-family-stat* [address-family]
       |     |     +-- address-family    identityref
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       |     |     +-- packets?          yang:counter64
       |     |     +-- bytes?            yang:counter64
       |     |     +-- unicast
       |     |     |  +-- packets?   yang:counter64
       |     |     |  +-- bytes?     yang:counter64
       |     |     +-- multicast
       |     |     |  +-- packets?   yang:counter64
       |     |     |  +-- bytes?     yang:counter64
       |     |     +-- broadcast
       |     |        +-- packets?   yang:counter64
       |     |        +-- bytes?     yang:counter64
       |     +-- errors
       |     |  +-- l2
       |     |  |  +-- rx
       |     |  |  |  +-- frames?          yang:counter64
       |     |  |  |  +-- crc-error?       yang:counter64
       |     |  |  |  +-- invalid-mac?     yang:counter64
       |     |  |  |  +-- invalid-vlan?    yang:counter64
       |     |  |  |  +-- invalid-frame?   yang:counter64
       |     |  |  +-- tx
       |     |  |     +-- frames?   yang:counter64
       |     |  +-- l3
       |     |  |  +-- rx
       |     |  |  |  +-- packets?          yang:counter64
       |     |  |  |  +-- checksum-error?   yang:counter64
       |     |  |  |  +-- mtu-exceeded?     yang:counter64
       |     |  |  |  +-- invalid-packet?   yang:counter64
       |     |  |  +-- ttl-expired?     yang:counter64
       |     |  |  +-- no-route?        yang:counter64
       |     |  |  +-- invalid-sid?     yang:counter64
       |     |  |  +-- invalid-label?   yang:counter64
       |     |  |  +-- tx
       |     |  |     +-- packets?   yang:counter64
       |     |  +-- internal
       |     |     +-- packets?        yang:counter64
       |     |     +-- parity-error?   yang:counter64
       |     +-- policy
       |     |  +-- l2
       |     |  |  +-- frames?   yang:counter64
       |     |  |  +-- acl?      yang:counter64
       |     |  +-- l3
       |     |     +-- packets?      yang:counter64
       |     |     +-- acl?          yang:counter64
       |     |     +-- policer
       |     |     |  +-- packets?   yang:counter64
       |     |     |  +-- bytes?     yang:counter64
       |     |     |  +-- classes!
       |     |     |     +-- class* [id]
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       |     |     |        +-- id         string
       |     |     |        +-- packets?   yang:counter64
       |     |     |        +-- bytes?     yang:counter64
       |     |     +-- null-route?   yang:counter64
       |     |     +-- rpf?          yang:counter64
       |     |     +-- ddos?         yang:counter64
       |     +-- no-buffer
       |        +-- qos!
       |           +-- class* [id]
       |              +-- id         string
       |              +-- packets?   yang:counter64
       |              +-- bytes?     yang:counter64
       +-- flow* [direction] {pdr-common:flow-reporting}?
       |  +-- direction    identityref
       |  +-- traffic
       |  |  +-- l2
       |  |  |  +-- frames?   yang:counter64
       |  |  |  +-- bytes?    yang:counter64
       |  |  +-- l3
       |  |  |  +-- address-family-stat* [address-family]
       |  |  |     +-- address-family    identityref
       |  |  |     +-- packets?          yang:counter64
       |  |  |     +-- bytes?            yang:counter64
       |  |  |     +-- unicast
       |  |  |     |  +-- packets?   yang:counter64
       |  |  |     |  +-- bytes?     yang:counter64
       |  |  |     +-- multicast
       |  |  |     |  +-- packets?   yang:counter64
       |  |  |     |  +-- bytes?     yang:counter64
       |  |  |     +-- broadcast
       |  |  |        +-- packets?   yang:counter64
       |  |  |        +-- bytes?     yang:counter64
       |  |  +-- qos!
       |  |     +-- class* [id]
       |  |        +-- id         string
       |  |        +-- packets?   yang:counter64
       |  |        +-- bytes?     yang:counter64
       |  +-- discards
       |     +-- l2
       |     |  +-- frames?   yang:counter64
       |     |  +-- bytes?    yang:counter64
       |     +-- l3
       |     |  +-- address-family-stat* [address-family]
       |     |     +-- address-family    identityref
       |     |     +-- packets?          yang:counter64
       |     |     +-- bytes?            yang:counter64
       |     |     +-- unicast
       |     |     |  +-- packets?   yang:counter64
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       |     |     |  +-- bytes?     yang:counter64
       |     |     +-- multicast
       |     |     |  +-- packets?   yang:counter64
       |     |     |  +-- bytes?     yang:counter64
       |     |     +-- broadcast
       |     |        +-- packets?   yang:counter64
       |     |        +-- bytes?     yang:counter64
       |     +-- errors
       |     |  +-- l2
       |     |  |  +-- rx
       |     |  |  |  +-- frames?          yang:counter64
       |     |  |  |  +-- crc-error?       yang:counter64
       |     |  |  |  +-- invalid-mac?     yang:counter64
       |     |  |  |  +-- invalid-vlan?    yang:counter64
       |     |  |  |  +-- invalid-frame?   yang:counter64
       |     |  |  +-- tx
       |     |  |     +-- frames?   yang:counter64
       |     |  +-- l3
       |     |  |  +-- rx
       |     |  |  |  +-- packets?          yang:counter64
       |     |  |  |  +-- checksum-error?   yang:counter64
       |     |  |  |  +-- mtu-exceeded?     yang:counter64
       |     |  |  |  +-- invalid-packet?   yang:counter64
       |     |  |  +-- ttl-expired?     yang:counter64
       |     |  |  +-- no-route?        yang:counter64
       |     |  |  +-- invalid-sid?     yang:counter64
       |     |  |  +-- invalid-label?   yang:counter64
       |     |  |  +-- tx
       |     |  |     +-- packets?   yang:counter64
       |     |  +-- internal
       |     |     +-- packets?        yang:counter64
       |     |     +-- parity-error?   yang:counter64
       |     +-- policy
       |     |  +-- l2
       |     |  |  +-- frames?   yang:counter64
       |     |  |  +-- acl?      yang:counter64
       |     |  +-- l3
       |     |     +-- packets?      yang:counter64
       |     |     +-- acl?          yang:counter64
       |     |     +-- policer
       |     |     |  +-- packets?   yang:counter64
       |     |     |  +-- bytes?     yang:counter64
       |     |     |  +-- classes!
       |     |     |     +-- class* [id]
       |     |     |        +-- id         string
       |     |     |        +-- packets?   yang:counter64
       |     |     |        +-- bytes?     yang:counter64
       |     |     +-- null-route?   yang:counter64
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       |     |     +-- rpf?          yang:counter64
       |     |     +-- ddos?         yang:counter64
       |     +-- no-buffer
       |        +-- qos!
       |           +-- class* [id]
       |              +-- id         string
       |              +-- packets?   yang:counter64
       |              +-- bytes?     yang:counter64
       +-- device {pdr-common:device-stats}?
          +-- traffic
          |  +-- l2
          |  |  +-- frames?   yang:counter64
          |  |  +-- bytes?    yang:counter64
          |  +-- l3
          |  |  +-- address-family-stat* [address-family]
          |  |     +-- address-family    identityref
          |  |     +-- packets?          yang:counter64
          |  |     +-- bytes?            yang:counter64
          |  |     +-- unicast
          |  |     |  +-- packets?   yang:counter64
          |  |     |  +-- bytes?     yang:counter64
          |  |     +-- multicast
          |  |     |  +-- packets?   yang:counter64
          |  |     |  +-- bytes?     yang:counter64
          |  |     +-- broadcast
          |  |        +-- packets?   yang:counter64
          |  |        +-- bytes?     yang:counter64
          |  +-- qos!
          |     +-- class* [id]
          |        +-- id         string
          |        +-- packets?   yang:counter64
          |        +-- bytes?     yang:counter64
          +-- discards
             +-- l2
             |  +-- frames?   yang:counter64
             |  +-- bytes?    yang:counter64
             +-- l3
             |  +-- address-family-stat* [address-family]
             |     +-- address-family    identityref
             |     +-- packets?          yang:counter64
             |     +-- bytes?            yang:counter64
             |     +-- unicast
             |     |  +-- packets?   yang:counter64
             |     |  +-- bytes?     yang:counter64
             |     +-- multicast
             |     |  +-- packets?   yang:counter64
             |     |  +-- bytes?     yang:counter64
             |     +-- broadcast
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             |        +-- packets?   yang:counter64
             |        +-- bytes?     yang:counter64
             +-- errors
             |  +-- l2
             |  |  +-- rx
             |  |  |  +-- frames?          yang:counter64
             |  |  |  +-- crc-error?       yang:counter64
             |  |  |  +-- invalid-mac?     yang:counter64
             |  |  |  +-- invalid-vlan?    yang:counter64
             |  |  |  +-- invalid-frame?   yang:counter64
             |  |  +-- tx
             |  |     +-- frames?   yang:counter64
             |  +-- l3
             |  |  +-- rx
             |  |  |  +-- packets?          yang:counter64
             |  |  |  +-- checksum-error?   yang:counter64
             |  |  |  +-- mtu-exceeded?     yang:counter64
             |  |  |  +-- invalid-packet?   yang:counter64
             |  |  +-- ttl-expired?     yang:counter64
             |  |  +-- no-route?        yang:counter64
             |  |  +-- invalid-sid?     yang:counter64
             |  |  +-- invalid-label?   yang:counter64
             |  |  +-- tx
             |  |     +-- packets?   yang:counter64
             |  +-- internal
             |     +-- packets?        yang:counter64
             |     +-- parity-error?   yang:counter64
             +-- policy
             |  +-- l2
             |  |  +-- frames?   yang:counter64
             |  |  +-- acl?      yang:counter64
             |  +-- l3
             |     +-- packets?      yang:counter64
             |     +-- acl?          yang:counter64
             |     +-- policer
             |     |  +-- packets?   yang:counter64
             |     |  +-- bytes?     yang:counter64
             |     |  +-- classes!
             |     |     +-- class* [id]
             |     |        +-- id         string
             |     |        +-- packets?   yang:counter64
             |     |        +-- bytes?     yang:counter64
             |     +-- null-route?   yang:counter64
             |     +-- rpf?          yang:counter64
             |     +-- ddos?         yang:counter64
             +-- no-buffer
                +-- qos!
                   +-- class* [id]
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                      +-- id         string
                      +-- packets?   yang:counter64
                      +-- bytes?     yang:counter64

Appendix D.  Full Data Model Tree

   The following YANG tree diagram shows the complete DM structure:

   module: ietf-packet-discard-reporting

     augment /rt:routing/rt:control-plane-protocols
               /rt:control-plane-protocol:
       +--ro traffic-discard-stats {pdr-common:control-plane-stats}?
          +--ro discard-order-capability*   identityref
          +--ro traffic* [direction]
          |  +--ro direction    identityref
          |  +--ro packets?     yang:counter64
          |  +--ro bytes?       yang:counter64
          +--ro discards* [direction]
             +--ro direction    identityref
             +--ro packets?     yang:counter64
             +--ro bytes?       yang:counter64
             +--ro policy
                +--ro packets?   yang:counter64
     augment /if:interfaces/if:interface/if:statistics:
       +--ro traffic-discard-stats {pdr-common:interface-stats}?
          +--ro discard-order-capability*   identityref
          +--ro traffic* [direction]
          |  +--ro direction    identityref
          |  +--ro l2
          |  |  +--ro frames?   yang:counter64
          |  |  +--ro bytes?    yang:counter64
          |  +--ro l3
          |  |  +--ro address-family-stat* [address-family]
          |  |     +--ro address-family    identityref
          |  |     +--ro packets?          yang:counter64
          |  |     +--ro bytes?            yang:counter64
          |  |     +--ro unicast
          |  |     |  +--ro packets?   yang:counter64
          |  |     |  +--ro bytes?     yang:counter64
          |  |     +--ro multicast
          |  |     |  +--ro packets?   yang:counter64
          |  |     |  +--ro bytes?     yang:counter64
          |  |     +--ro broadcast
          |  |        +--ro packets?   yang:counter64
          |  |        +--ro bytes?     yang:counter64
          |  +--ro qos!
          |     +--ro class* [id]
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          |        +--ro id         string
          |        +--ro packets?   yang:counter64
          |        +--ro bytes?     yang:counter64
          +--ro discards* [direction]
             +--ro direction    identityref
             +--ro l2
             |  +--ro frames?   yang:counter64
             |  +--ro bytes?    yang:counter64
             +--ro l3
             |  +--ro address-family-stat* [address-family]
             |     +--ro address-family    identityref
             |     +--ro packets?          yang:counter64
             |     +--ro bytes?            yang:counter64
             |     +--ro unicast
             |     |  +--ro packets?   yang:counter64
             |     |  +--ro bytes?     yang:counter64
             |     +--ro multicast
             |     |  +--ro packets?   yang:counter64
             |     |  +--ro bytes?     yang:counter64
             |     +--ro broadcast
             |        +--ro packets?   yang:counter64
             |        +--ro bytes?     yang:counter64
             +--ro errors
             |  +--ro l2
             |  |  +--ro rx
             |  |  |  +--ro frames?          yang:counter64
             |  |  |  +--ro crc-error?       yang:counter64
             |  |  |  +--ro invalid-mac?     yang:counter64
             |  |  |  +--ro invalid-vlan?    yang:counter64
             |  |  |  +--ro invalid-frame?   yang:counter64
             |  |  +--ro tx
             |  |     +--ro frames?   yang:counter64
             |  +--ro l3
             |  |  +--ro rx
             |  |  |  +--ro packets?          yang:counter64
             |  |  |  +--ro checksum-error?   yang:counter64
             |  |  |  +--ro mtu-exceeded?     yang:counter64
             |  |  |  +--ro invalid-packet?   yang:counter64
             |  |  +--ro ttl-expired?     yang:counter64
             |  |  +--ro no-route?        yang:counter64
             |  |  +--ro invalid-sid?     yang:counter64
             |  |  +--ro invalid-label?   yang:counter64
             |  |  +--ro tx
             |  |     +--ro packets?   yang:counter64
             |  +--ro internal
             |     +--ro packets?        yang:counter64
             |     +--ro parity-error?   yang:counter64
             +--ro policy
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             |  +--ro l2
             |  |  +--ro frames?   yang:counter64
             |  |  +--ro acl?      yang:counter64
             |  +--ro l3
             |     +--ro packets?      yang:counter64
             |     +--ro acl?          yang:counter64
             |     +--ro policer
             |     |  +--ro packets?   yang:counter64
             |     |  +--ro bytes?     yang:counter64
             |     |  +--ro classes!
             |     |     +--ro class* [id]
             |     |        +--ro id         string
             |     |        +--ro packets?   yang:counter64
             |     |        +--ro bytes?     yang:counter64
             |     +--ro null-route?   yang:counter64
             |     +--ro rpf?          yang:counter64
             |     +--ro ddos?         yang:counter64
             +--ro no-buffer
                +--ro qos!
                   +--ro class* [id]
                      +--ro id         string
                      +--ro packets?   yang:counter64
                      +--ro bytes?     yang:counter64
     augment /lne:logical-network-elements/lne:logical-network-element:
       +--ro traffic-discard-stats {pdr-common:device-stats}?
          +--ro discard-order-capability*   identityref
          +--ro traffic
          |  +--ro l2
          |  |  +--ro frames?   yang:counter64
          |  |  +--ro bytes?    yang:counter64
          |  +--ro l3
          |  |  +--ro address-family-stat* [address-family]
          |  |     +--ro address-family    identityref
          |  |     +--ro packets?          yang:counter64
          |  |     +--ro bytes?            yang:counter64
          |  |     +--ro unicast
          |  |     |  +--ro packets?   yang:counter64
          |  |     |  +--ro bytes?     yang:counter64
          |  |     +--ro multicast
          |  |     |  +--ro packets?   yang:counter64
          |  |     |  +--ro bytes?     yang:counter64
          |  |     +--ro broadcast
          |  |        +--ro packets?   yang:counter64
          |  |        +--ro bytes?     yang:counter64
          |  +--ro qos!
          |     +--ro class* [id]
          |        +--ro id         string
          |        +--ro packets?   yang:counter64
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          |        +--ro bytes?     yang:counter64
          +--ro discards
             +--ro l2
             |  +--ro frames?   yang:counter64
             |  +--ro bytes?    yang:counter64
             +--ro l3
             |  +--ro address-family-stat* [address-family]
             |     +--ro address-family    identityref
             |     +--ro packets?          yang:counter64
             |     +--ro bytes?            yang:counter64
             |     +--ro unicast
             |     |  +--ro packets?   yang:counter64
             |     |  +--ro bytes?     yang:counter64
             |     +--ro multicast
             |     |  +--ro packets?   yang:counter64
             |     |  +--ro bytes?     yang:counter64
             |     +--ro broadcast
             |        +--ro packets?   yang:counter64
             |        +--ro bytes?     yang:counter64
             +--ro errors
             |  +--ro l2
             |  |  +--ro rx
             |  |  |  +--ro frames?          yang:counter64
             |  |  |  +--ro crc-error?       yang:counter64
             |  |  |  +--ro invalid-mac?     yang:counter64
             |  |  |  +--ro invalid-vlan?    yang:counter64
             |  |  |  +--ro invalid-frame?   yang:counter64
             |  |  +--ro tx
             |  |     +--ro frames?   yang:counter64
             |  +--ro l3
             |  |  +--ro rx
             |  |  |  +--ro packets?          yang:counter64
             |  |  |  +--ro checksum-error?   yang:counter64
             |  |  |  +--ro mtu-exceeded?     yang:counter64
             |  |  |  +--ro invalid-packet?   yang:counter64
             |  |  +--ro ttl-expired?     yang:counter64
             |  |  +--ro no-route?        yang:counter64
             |  |  +--ro invalid-sid?     yang:counter64
             |  |  +--ro invalid-label?   yang:counter64
             |  |  +--ro tx
             |  |     +--ro packets?   yang:counter64
             |  +--ro internal
             |     +--ro packets?        yang:counter64
             |     +--ro parity-error?   yang:counter64
             +--ro policy
             |  +--ro l2
             |  |  +--ro frames?   yang:counter64
             |  |  +--ro acl?      yang:counter64
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             |  +--ro l3
             |     +--ro packets?      yang:counter64
             |     +--ro acl?          yang:counter64
             |     +--ro policer
             |     |  +--ro packets?   yang:counter64
             |     |  +--ro bytes?     yang:counter64
             |     |  +--ro classes!
             |     |     +--ro class* [id]
             |     |        +--ro id         string
             |     |        +--ro packets?   yang:counter64
             |     |        +--ro bytes?     yang:counter64
             |     +--ro null-route?   yang:counter64
             |     +--ro rpf?          yang:counter64
             |     +--ro ddos?         yang:counter64
             +--ro no-buffer
                +--ro qos!
                   +--ro class* [id]
                      +--ro id         string
                      +--ro packets?   yang:counter64
                      +--ro bytes?     yang:counter64
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Abstract
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   operator to more precisely control the distribution and installation
   of updates to devices.  These extensions also provide a mechanism to
   inform a management system of Software Identifier and Software Bill
   Of Materials information about an updated device.

Status of This Memo

   This Internet-Draft is submitted in full conformance with the
   provisions of BCP 78 and BCP 79.

   Internet-Drafts are working documents of the Internet Engineering
   Task Force (IETF).  Note that other groups may also distribute
   working documents as Internet-Drafts.  The list of current Internet-
   Drafts is at https://datatracker.ietf.org/drafts/current/.

   Internet-Drafts are draft documents valid for a maximum of six months
   and may be updated, replaced, or obsoleted by other documents at any
   time.  It is inappropriate to use Internet-Drafts as reference
   material or to cite them other than as "work in progress."

   This Internet-Draft will expire on 4 January 2027.

Copyright Notice

   Copyright (c) 2026 IETF Trust and the persons identified as the
   document authors.  All rights reserved.

Moran & Takayama         Expires 4 January 2027                 [Page 1]



Internet-Draft      SUIT Update Management Extensions          July 2026

   This document is subject to BCP 78 and the IETF Trust’s Legal
   Provisions Relating to IETF Documents (https://trustee.ietf.org/
   license-info) in effect on the date of publication of this document.
   Please review these documents carefully, as they describe your rights
   and restrictions with respect to this document.  Code Components
   extracted from this document must include Revised BSD License text as
   described in Section 4.e of the Trust Legal Provisions and are
   provided without warranty as described in the Revised BSD License.
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1.  Introduction

   Full management of software updates for unattended, connected devices
   requires a cooperation between the update author(s) and management,
   distribution, policy enforcement, and auditing systems.  This
   specification provides the extensions to the SUIT manifest
   [I-D.ietf-suit-manifest] that enable an author to coordinate with
   these other systems.  These extensions enable authors to instruct
   devices to examine update priority, local update authorisation,
   update lifetime, and system properties.  They also enable devices to
   report and distributors to collect Software Bill of Materials (SBOM)
   information.

   Extensions in this specification are OPTIONAL to implement and
   OPTIONAL to include in manifests.  A Recipient that encounters a
   command or parameter it does not implement MUST reject the manifest
   as defined in [I-D.ietf-suit-manifest] Section 8.4.2, ensuring that
   update behaviour is never ambiguous.  Conversely, when a deployment
   relies on update-management behaviour defined here, the manifest
   author MUST ensure that targeted recipients advertise support for the
   required extensions (for example via enablement policy or capability
   negotiation) before shipping such manifests so that required commands
   will be honoured rather than rejected.

2.  Conventions and Terminology

   The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
   "SHOULD", "SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY", and
   "OPTIONAL" in this document are to be interpreted as described in
   BCP 14 [RFC2119] [RFC8174] when, and only when, they appear in all
   capitals, as shown here.

   This draft makes use of terminology defined in [RFC9019] and
   [I-D.ietf-suit-manifest].

   This document uses semantic versioning terminology from [semver],
   including major, minor, patch, pre-release, and build metadata.  The
   machine-readable version encoding defined in Section 4.4 is a
   constrained integer encoding based on that terminology: it encodes
   release versions as one to three non-negative integers, supports only
   the pre-release classes defined in Section 4.4, and excludes build
   metadata from machine-readable comparisons.
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3.  Extension Metadata

   Some additional metadata makes management of SUIT updates easier:

   *  A semantic version number for the update represented by the
      manifest

   *  Concise Software Identifiers (CoSWID) [RFC9393]

   *  Text descriptions of requirements

   *  Text description of the current versions of components

3.1.  suit-set-version

   This metadata encodes a semantic version for the component set that
   the manifest updates, including any dependencies.  This enables
   version comparisons to be performed on manifests.  Non-manifest
   images encode their versions independently of the manifest.

   Manifest Authors SHOULD encode suit-set-version whenever the release
   can be represented by the constrained version encoding defined in
   Section 4.4 so that Recipients can compare manifests
   deterministically.  Deployments that cannot supply such a version
   without loss of fidelity MUST omit suit-set-version and convey any
   human-facing numbering via suit-text-current-version (Section 3.4).
   Because suit-set-version is a machine-readable parameter for
   determining compatibility and build metadata is ignored for semantic-
   version precedence, build metadata MUST NOT be included.

   The composition of suit-set-version is the same as suit-parameter-
   version (Section 4.4).

   If build metadata is desired, the manifest author MAY include it via
   suit-text-current-version (Section 3.4).

3.2.  suit-coswid

   A CoSWID can enable Software Bill of Materials (SBOM) use-cases.
   Tightly coupling update and attestation ensures that verification
   infrastructure always knows what software to expect on each device.
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   suit-coswid is a member of the suit-manifest.  It contains a Concise
   Software Identifier (CoSWID) as defined in [RFC9393].  This element
   SHOULD be made severable so that it can be discarded by the Recipient
   or an intermediary if it is not used by the Recipient while
   preserving the manifest signature.  Implementations that cannot
   support severable elements MAY include suit-coswid non-severably, but
   MUST ensure that Recipients can still process the manifest.

   suit-coswid is RECOMMENDED to implement and RECOMMENDED to include in
   manifests because management systems commonly need a durable software
   identity after update installation.  CoSWID and related Software Bill
   of Materials metadata can support inventory, vulnerability
   management, compliance checks, and reconciliation between the
   installed update state and management-system records.  This
   recommendation is scoped to the operational and security value of
   identifying installed software; it does not imply that the presence
   of SBOM metadata proves that the software is free of vulnerabilities
   or policy issues.  Other extension metadata is not generally
   RECOMMENDED unless required by deployment policy or by a SUIT
   profile.

   Recipients that do not use suit-coswid are not required to interpret
   the CoSWID content.  When suit-coswid is severable, such Recipients
   or intermediaries can discard it without invalidating the manifest
   signature.  When suit-coswid is not severable, a Recipient MUST NOT
   fail solely because a well-formed, policy-permitted suit-coswid field
   is present.

   Recipients that use or validate suit-coswid MAY still fail or reject
   the manifest when the suit-coswid field or its digest is malformed,
   when local policy rejects the metadata, when processing would exhaust
   available resources, when validation of processed CoSWID metadata
   fails, or when a manifest relies on unsupported critical behaviour.
   These requirements do not imply that every Recipient implements
   CoSWID processing.

3.3.  suit-text-version-required

   suit-text-version-required is used to represent a version-based
   dependency on suit-parameter-version as described in Section 4.4 and
   Section 5.5.  When a Manifest Author needs to communicate such a
   dependency to operators, the author SHOULD populate the suit-text map
   with a SUIT_Component_Identifier key for the dependency component,
   and place in the corresponding map a suit-text-version-required key
   with a free text expression that is representative of the version
   constraints placed on the dependency so that field personnel can
   validate compliance.  Deployments that provide operator guidance
   exclusively through other channels MAY omit this field.  This text
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   SHOULD be expressive enough that a device operator can be expected to
   understand the dependency; predefined tokens MAY be used when
   supporting documentation ensures equivalent clarity.  Expressions in
   this field MUST be encoded as UTF-8 text limited to printable
   characters (Unicode general categories L, N, P, or Zs) and SHOULD use
   simple relational operators (for example >, >=, <, <=, =) so that
   automated tooling can perform lint checks.  Implementations that
   render this text SHOULD escape or filter it to prevent markup or
   control-code injection.  This is a free text field and there are no
   additional specific formatting rules beyond the requirements above.

   By way of example only, to express a dependency on a component "[’x’,
   ’y’]", where the intended version is any v1.x later than v1.2.5, but
   not v2.0 or above, the author would add the following structure to
   the suit-text element.  Note that this text is in cbor-diag notation.

   [’x’,’y’] : {
       7 : ">=1.2.5,<2"
   }

3.4.  suit-text-current-version

   suit-text-current-version is used to provide human-readable version
   information equivalent to suit-set-version (Section 3.1).  This
   metadata MAY have a version listed for each or any component.  The
   Manifest Processor MUST NOT consume this version; it is for human
   readability only.

   To describe a version, a Manifest Author SHOULD populate the suit-
   text map with a SUIT_Component_Identifier key for the dependency
   component, and place in the corresponding map a suit-text-current-
   version key with a free text version that is representative of the
   version of the component so that operators can reconcile machine and
   human-readable records.  Deployments that provide human-facing
   version information through other configuration channels MAY omit
   this text.  This text SHOULD be expressive enough that a device
   operator can be expected to understand the version; environments that
   rely on catalog identifiers MAY use those identifiers when supporting
   documentation provides the necessary context.  Values in this field
   MUST be encoded as UTF-8 text limited to printable characters, and
   implementations MUST treat suit-set-version and suit-parameter-
   version as authoritative when a discrepancy exists.  Recipients MUST
   NOT interpret this text as executable code or markup and MUST treat
   it as display-only information.  Implementations that render this
   text SHOULD sanitize, escape, or otherwise filter it before
   presentation.  This is a free text field and there are no additional
   specific formatting rules beyond the requirements above.
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   It is RECOMMENDED that the Manifest Author use a Semantic Version
   ([semver]) in the free-text field to keep human-readable and machine-
   readable versions aligned.  Unlike suit-set-version (Section 3.1),
   the full semantic version specification can be used.

4.  Extension Parameters

   Several parameters are needed to define the behaviour of the commands
   specified in Extension Commands (Section 5).  These parameters follow
   the same considerations as defined in Section 8.4.8 of
   [I-D.ietf-suit-manifest].

   +=================+===================================+=============+
   | Name            | CDDL Structure                    | Reference   |
   +=================+===================================+=============+
   | Use Before      | suit-parameter-use-before         | Section 4.1 |
   +-----------------+-----------------------------------+-------------+
   | Minimum         | suit-parameter-minimum-battery    | Section 4.2 |
   | Battery         |                                   |             |
   +-----------------+-----------------------------------+-------------+
   | Update          | suit-parameter-update-priority    | Section 4.3 |
   | Priority        |                                   |             |
   +-----------------+-----------------------------------+-------------+
   | Version         | suit-parameter-version            | Section 4.4 |
   +-----------------+-----------------------------------+-------------+
   | Wait Info       | suit-parameter-wait-info          | Section 4.5 |
   +-----------------+-----------------------------------+-------------+
   | Component       | suit-parameter-component-metadata | Section 4.6 |
   | Metadata        |                                   |             |
   +-----------------+-----------------------------------+-------------+

                                  Table 1

4.1.  suit-parameter-use-before

   An expiry date for the use of the manifest encoded as the non-
   negative integer number of seconds since 1970-01-01.  Implementations
   that use this parameter MUST use a 64-bit internal representation of
   the integer.  Used with Section 5.1.

4.2.  suit-parameter-minimum-battery

   This parameter sets the minimum battery level in mWh.  This parameter
   is encoded as a non-negative integer.  Used with suit-condition-
   minimum-battery (Section 5.3).
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4.3.  suit-parameter-update-priority

   This parameter sets the priority of the update.  This parameter is
   encoded as an integer.  It is used along with suit-condition-update-
   authorized (Section 5.4) to ask an application for permission to
   initiate an update.  This does not constitute a privilege inversion
   because an explicit request for authorization has been provided by
   the Update Authority in the form of the suit-condition-update-
   authorized command.

   Numerically smaller values indicate higher update priority.
   Recipients and applications that compare suit-parameter-update-
   priority values MUST use this ordering.  Local policy MAY assign
   deployment-specific meanings to particular values or ranges.  For
   example, critical reliability and vulnerability fixes might be given
   negative numbers, while bug fixes might be given small positive
   numbers, and feature additions might be given larger positive
   numbers, which allows an application to make an informed decision
   about whether and when to allow an update to proceed.

4.4.  suit-parameter-version

   Indicates allowable versions for the specified component.  One
   version comparison can be made with each suit-parameter-version.
   This parameter is compared with the version asserted by the current
   component when suit-condition-version (Section 5.5) is invoked.  The
   current component can assert the current version in many ways,
   including storage in a parameter storage database, in a metadata
   object, or in a known location within the component itself.

   Each suit-parameter-version contains a comparison operator and a
   version, according to the following CDDL:

   SUIT_Parameter_Version_Match = [
       suit-condition-version-comparison-type:
           SUIT_Condition_Version_Comparison_Types,
       suit-condition-version-comparison-value:
           SUIT_Condition_Version_Comparison_Value
   ]

   The comparison type can be:

   *  Greater.

   *  Greater or Equal.

   *  Equal.
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   *  Lesser or Equal.

   *  Lesser.

   The version comparison value is encoded as a CBOR list of integers.
   Comparisons are done on each integer in sequence.  Comparison stops
   after all integers in the list defined by the manifest have been
   consumed OR after an non-equal comparison has occurred.  For example,
   if the manifest defines a comparison, "Equal [1]", then this will
   match all version sequences starting with 1.  If a manifest defines
   both "Greater or Equal [1,0]" and "Lesser [1,10]", then it will match
   versions 1.0.x up to, but not including 1.10.

4.4.1.  suit-parameter-version Semantic Versioning encoding guidelines

   The encoded versions use the constrained semantic-versioning encoding
   summarized in Section 2.  Manifest Authors SHOULD keep their encoding
   aligned with semantic versioning so that Recipients can compare
   versions deterministically; if another numbering scheme is required,
   the sequence of integers encoded here MUST still preserve release
   ordering (for example, [2025,12,6] for a calendar-based release).

   Versions are composed of:

   1.  A release version encoded as a sequence of 1 to 3 non-negative
       integers (allowing zero values)

   2.  An optional pre-release indicator encoded as a negative integer,
       followed by zero or more non-negative integers

   Semantic Versioning permits arbitrary pre-release identifiers and
   build metadata.  This specification only defines encodings for alpha,
   beta, and release-candidate pre-release classes.  Because suit-
   parameter-version exists solely to enable the Manifest Processor to
   make a decision about version compatibility, and because build
   metadata is ignored for semantic-version precedence, build metadata
   MUST NOT be included.

   In semantic versioning terminology:

   1.  The first integer represents the major number.  This indicates
       breaking changes to the component.

   2.  The second integer represents the minor number.  This is
       typically reserved for new features or large, non-breaking
       changes.
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   3.  The third integer is the patch version.  This is typically
       reserved for bug fixes.

   The pre-release indicator MUST NOT appear as element 0.  The pre-
   release indicator is encoded as:

   *  -1: Release Candidate (RC)

   *  -2: Beta

   *  -3: Alpha

   This allows these releases to compare correctly with final releases.
   For example, Version 2.0, RC1 is lower than Version 2.0.0 and higher
   than any Version 1.x.  By encoding RC as -1, this works correctly:
   [2,0,-1,1] compares as lower than [2,0,0].  Similarly, beta (-2) is
   lower than RC and alpha (-3) is lower than RC.

   Pre-release identifiers other than alpha, beta, and release candidate
   cannot be represented directly in this encoding.  Deployments that
   need other identifiers MUST either map them to one of the defined
   classes while preserving the intended ordering or omit the machine-
   readable version field and convey the identifier as suit-text-
   current-version (Section 3.4).

   For example:

   *  1.2.3 = [1,2,3].

   *  1.2-rc.3 = [1,2,-1,3].

   *  1.2-beta = [1,2,-2].

   *  1.2-alpha = [1,2,-3].

   *  1.2.3-alpha.4 = [1,2,3,-3,4].

4.5.  suit-parameter-wait-info

   suit-directive-wait (Section 5.6) directs the manifest processor to
   pause until a specified event occurs.  The suit-parameter-wait-info
   encodes the parameters needed for the directive.

   The exact implementation of the pause is implementation-defined.  For
   example, this could be done by blocking on a semaphore, registering
   an event handler and suspending the manifest processor, polling for a
   notification, or aborting the update entirely, then restarting when a
   notification is received.
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   suit-parameter-wait-info is encoded as a map of wait events.  All
   wait events MUST be satisfied before the Manifest Processor
   continues.  The wait events currently defined are described in the
   following table.

      +======================+==========+==========================+
      | Name                 | Encoding | Description              |
      +======================+==========+==========================+
      | suit-wait-event-     | int      | Same as suit-parameter-  |
      | authorization        |          | update-priority          |
      +----------------------+----------+--------------------------+
      | suit-wait-event-     | int      | Wait until power state   |
      | power                |          |                          |
      +----------------------+----------+--------------------------+
      | suit-wait-event-     | int      | Wait until network state |
      | network              |          |                          |
      +----------------------+----------+--------------------------+
      | suit-wait-event-     | See      | Wait for other device to |
      | other-device-version | below    | match version            |
      +----------------------+----------+--------------------------+
      | suit-wait-event-time | uint     | Wait until time (seconds |
      |                      |          | since 1970-01-01)        |
      +----------------------+----------+--------------------------+
      | suit-wait-event-     | uint     | Wait until seconds since |
      | time-of-day          |          | 00:00:00 Local Time      |
      +----------------------+----------+--------------------------+
      | suit-wait-event-     | uint     | Wait until seconds since |
      | time-of-day-utc      |          | 00:00:00 UTC             |
      +----------------------+----------+--------------------------+
      | suit-wait-event-day- | uint     | Wait until days since    |
      | of-week              |          | Sunday Local Time        |
      +----------------------+----------+--------------------------+
      | suit-wait-event-day- | uint     | Wait until days since    |
      | of-week-utc          |          | Sunday UTC               |
      +----------------------+----------+--------------------------+

                                 Table 2
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   Local Time means the Recipient’s configured local civil time zone at
   the time the wait event is evaluated, including any daylight-saving-
   time rules available to the Recipient.  If the local time zone
   changes while a Recipient is waiting, the Recipient reevaluates the
   wait event using the updated time-zone configuration.  During
   daylight-saving-time transitions, a skipped local time is treated as
   satisfied at the first representable local time after the skipped
   interval, and a repeated local time is satisfied at its first
   occurrence.  Recipients that do not have configured local-time and
   daylight-saving-time information MUST treat local-time wait events as
   unsupported.  Manifest Authors SHOULD use the UTC wait events when a
   deployment does not have a common local-time policy.

   suit-wait-event-other-device-version reuses the encoding of
   SUIT_Parameter_Version_Match.  It is encoded as a sequence that
   contains an implementation-defined bstr identifier for the other
   device, and a list of one or more SUIT_Parameter_Version_Match.  For
   interoperable use, the deployment profile or management system MUST
   define the namespace and byte-string encoding of other-device
   identifiers, the mechanism by which the Recipient obtains the
   referenced device’s version, and the version encoding used by that
   referenced device.  A Recipient MUST treat suit-wait-event-other-
   device-version as unsupported unless those deployment-specific
   definitions are available.

4.6.  suit-parameter-component-metadata

   In some instances, a system needs to know the file metadata for a
   component.  This metadata can include:

   *  creator

   *  creation time

   *  modification time

   *  default permissions (rwx)

   *  a map of user/permission pairs

   *  a map of role/permission pairs

   *  a map of group/permission pairs

   *  file type
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   Unless otherwise stated, all string values in this structure MUST be
   encoded as UTF-8 without control characters (Unicode general
   categories Cc or Cf) and SHOULD be limited to human-readable
   identifiers such as names or POSIX-style paths.  Binary values
   conveyed via bstr MUST be well-formed for the consuming platform (for
   example, a UUID or permissions bitmap) and MUST NOT exceed the
   minimum length required to represent the value canonically.

   Component metadata is applied at time of fetch, copy, or write; see
   [I-D.ietf-suit-manifest], Sections 8.4.10.4, 8.4.10.5, and 8.4.10.6.
   Therefore, the component metadata parameter MUST be set in advance of
   the component being fetched, copied into, or written.

4.6.1.  Creator

   Sometimes, management of file systems requires that the creator of
   each file is correctly recorded.  Because the default creator of
   files will be the update agent, this can obscure the actual creator
   of each file.  The Creator metadata element allows overriding the
   default behaviour and setting the correct creator.

   The creator is defined as follows:

   SUIT_meta_actor_id = UUID_Tagged / bstr / tstr / int
   UUID_Tagged = #6.37(bstr)

   The actor ID can be whatever is most appropriate for any given
   system.  For example, the actor ID might be a string (e.g.,
   username), integer (e.g., POSIX userid), or UUID (e.g., TEEP TA
   UUID).

4.6.2.  Creation & Modification Time

   The creation and modification times are defined by CBOR time types.
   These are defined in [RFC8949], Section 3.4.2.  The CBOR tag is
   REQUIRED when either creation or modification time are provided.

   suit-meta-modification-time => #6.1(uint)
   suit-meta-creation-time => #6.1(uint)

4.6.3.  Component Default Permissions

   Typical permissions management systems require read, write, and
   execute permissions that are applied to all users who do not have
   their own explicit permissions.  These are the default permissions
   for the current component.  Default permissions are described by the
   following CDDL:
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   SUIT_meta_permissions = uint .bits SUIT_meta_permission_bits
   SUIT_meta_permission_bits = &(
       write_attr_ex: 13,
       read_attr_ex: 12,
       sync: 11,
       delete: 10,
       recurse_delete: 9,
       write_attr: 8,
       change_owner: 7,
       change_perm: 6,
       read_perm: 5,
       read_attr: 4,
       createdir_append: 3,
       list_read: 2,
       create_write: 1,
       traverse_exec: 0,
       * $$SUIT_meta_permission_bits_extensions
   )

4.6.4.  User, Role, Group permissions

   Many filesystems have users and groups.  Additionally some have
   roles.  Actors that have these associations can have specific
   permissions associated with them for each component.  Each of these
   sets of permissions is defined the same way: with a map of actor
   identifiers to permissions.

   SUIT_meta_permission_map = {
       + SUIT_meta_actor_id => SUIT_meta_permissions
   }

   The SUIT_meta_actor_id is the same as defined for Creator,
   Section 4.6.1.

4.6.5.  File Type

   File Type typically identifies whether a file is a directory, regular
   file, or symbolic link.  If not specified, File Type defaults to
   regular file.

   This enables specific management operations for SUIT command
   sequences:

   *  To create a directory

      -  Set the Component Index to the Component Identifier of the
         directory to be created
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      -  Set the Component metadata, including the file type for
         directory

      -  Set suit-parameter-content to an empty bstr

      -  Invoke suit-directive-write

   *  To create a symbolic link

      -  Set the Component Index to the Component Identifier of the link
         to be created

      -  Set the Component metadata, including the file type for
         symbolic link

      -  Set suit-parameter-content to the link target

      -  Invoke suit-directive-write

   For example, the following Payload Fetch & Install sequences will
   create a new /usr/local/bin directory, download https://cdn.example/
   example3.bin into a new file: /usr/local/bin/example3, then create a
   symlink at /usr/bin/example that points to /usr/local/bin/example3.

   *  Common has components for:

      -  /usr/bin/example

      -  /usr/local/bin

      -  /usr/local/bin/example3

   *  Payload fetch:

      -  set component index = 1

      -  set parameters:

         o  content = h’’

         o  metadata = {file-type: directory}

      -  write

      -  set component index = 2

      -  set URI = "https://cdn.example/example3.bin"
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      -  fetch

      -  condition image digest

   *  Install:

      -  set component index = 0

      -  set parameters:

         o  content = "/usr/local/bin/example3"

         o  metadata = {file-type: symlink}

      -  write

5.  Extension Commands

   The following table defines the semantics of the commands defined in
   this specification in the same way as in the Abstract Machine
   Description, Section 6.4, of [I-D.ietf-suit-manifest].

   All commands defined in this specification are OPTIONAL to implement.
   A Recipient that encounters a command it does not implement MUST
   reject the manifest as defined in [I-D.ietf-suit-manifest]
   Section 8.4.2, ensuring that update behaviour is never ambiguous.
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     +=============+=================+===============================+
     | Command     | CDDL Identifier | Semantic of the Operation     |
     | Name        |                 |                               |
     +=============+=================+===============================+
     | Use Before  | suit-condition- | assert(now() <                |
     |             | use-before      | current.params[use-before])   |
     +-------------+-----------------+-------------------------------+
     | Check Image | suit-condition- | assert(not binary-            |
     | Not Match   | image-not-match | match(digest(current),        |
     |             |                 | current.params[digest]))      |
     +-------------+-----------------+-------------------------------+
     | Check       | suit-condition- | assert(battery >=             |
     | Minimum     | minimum-battery | current.params[minimum-       |
     | Battery     |                 | battery])                     |
     +-------------+-----------------+-------------------------------+
     | Check       | suit-condition- | assert( isAuthorized(         |
     | Update      | update-         | current.params[priority]))    |
     | Authorized  | authorized      |                               |
     +-------------+-----------------+-------------------------------+
     | Check       | suit-condition- | assert(version_check(current, |
     | Version     | version         | current.params[version]))     |
     +-------------+-----------------+-------------------------------+
     | Wait For    | suit-directive- | until event(arg), wait        |
     | Event       | wait            |                               |
     +-------------+-----------------+-------------------------------+
     | Override    | suit-directive- | components[i].params[k] := v  |
     | Multiple    | override-       | for-each k,v in d for-each    |
     |             | multiple        | i,d in arg                    |
     +-------------+-----------------+-------------------------------+
     | Copy Params | suit-directive- | current.params[k] =           |
     |             | copy-params     | components[i].params[k] for k |
     |             |                 | in l for i,l in arg           |
     +-------------+-----------------+-------------------------------+

                                  Table 3

5.1.  suit-condition-use-before

   Verify that the current time is BEFORE the specified time. suit-
   condition-use-before is used to specify the last time at which an
   update is to be installed.  The recipient evaluates the current time
   against the suit-parameter-use-before parameter (Section 4.1), which
   MUST have already been set as a parameter, encoded as seconds after
   1970-01-01 00:00:00 UTC.  Timestamp conditions MUST be evaluated in
   64 bits, regardless of encoded CBOR size. suit-condition-use-before
   is OPTIONAL to implement.
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5.2.  suit-condition-image-not-match

   Verify that the current component does not match the suit-parameter-
   image-digest (Section 8.4.8.6 of [I-D.ietf-suit-manifest]).  If no
   digest is specified, the condition fails. suit-condition-image-not-
   match is OPTIONAL to implement.

5.3.  suit-condition-minimum-battery

   suit-condition-minimum-battery provides a mechanism to test a
   Recipient’s battery level before installing an update.  This
   condition is primarily for use in primary-cell applications, where a
   primary cell is a single-use, non-rechargeable battery and energy
   budgeting is therefore a one-way operation.  For batteries that are
   charged, suit-directive-wait is more appropriate, since it defines a
   "wait" until the battery level is sufficient to install the update.
   suit-condition-minimum-battery is specified in mWh. suit-condition-
   minimum-battery is OPTIONAL to implement. suit-condition-minimum-
   battery consumes suit-parameter-minimum-battery (Section 4.2).

5.4.  suit-condition-update-authorized

   Request authorization from the application and fail if not
   authorized.  This can allow a user to decline an update. suit-
   parameter-update-priority (Section 4.3) provides an integer priority
   level that the application can use to determine whether or not to
   authorize the update.  Smaller integer values indicate higher
   priority; deployment policy defines the action taken for a given
   priority. suit-condition-update-authorized is OPTIONAL to implement.

5.5.  suit-condition-version

   suit-condition-version allows comparing versions of firmware.
   Verifying image digests is preferred to version checks because
   digests are more precise. suit-condition-version examines a
   component’s version against the version info specified in suit-
   parameter-version (Section 4.4).

5.6.  suit-directive-wait

   suit-directive-wait directs the manifest processor to pause until a
   specified event occurs.  Some possible events include:

   1.  Authorization

   2.  External power

   3.  Network availability
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   4.  Other device firmware version

   5.  Time

   6.  Time of day

   7.  Day of week

5.7.  suit-directive-override-multiple

   This directive enables setting parameters for multiple components at
   the same time.  This allows a small reduction in encoding overhead:

   *  without override-multiple, the encoding for each component
      consists of:

      -  set-component-index (2 bytes)

      -  override-parameters (1 byte + parameter map)

   *  with override-multiple, the encoding for each component consists
      of:

      -  the component index key (1 byte)

      -  the parameter map

   Override-multiple requires the command (1-2 bytes) and one additional
   map to hold the parameter sets (1 byte).  For one component, there is
   no savings.  For multiple components, there is an encoding savings of
   2 bytes per component.

   Implementations can structure code so that override-multiple follows
   a code-path nearly identical to set-component-index + override-
   parameters.

   This command is purely an encoding alias for set-component-index and
   override-parameters.  The component index is set to the last
   component listed in the override-multiple argument when override-
   multiple completes.

   The following CDDL defines the argument for suit-directive-override-
   multiple:

   CDDL SUIT_Override_Mult_Arg = { + uint => {+ $$SUIT_Parameters} }
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5.8.  suit-directive-copy-params

   suit-directive-copy-params enables a manifest author to specify one
   or more components to copy parameters from, and a list of parameters
   to copy from each specified source component.

   The behaviour is exactly the same as override parameters, but with
   parameter values defined in existing components.  Parameters are only
   copied between identical keys (no copying from URI to digest, for
   example).

   For each entry in the map, the manifest processor sets the source
   component to be the component identified by the index contained in
   the map key.  For each parameter identified in the copy list, the
   manifest processor copies the parameter from the source component to
   the current component.

   The following CDDL defines the argument for suit-directive-copy-
   params:

   CDDL SUIT_Directive_Copy_Params = { + uint => [+ int] }

6.  IANA Considerations

   IANA is requested to allocate the commands, parameters, and metadata
   values shown in the following tables.

6.1.  SUIT Envelope Elements

                     +=======+========+=============+
                     | Label | Name   | Reference   |
                     +=======+========+=============+
                     | 14    | CoSWID | Section 3.2 |
                     +-------+--------+-------------+

                                 Table 4

6.2.  SUIT Manifest Elements

                   +=======+=============+=============+
                   | Label | Name        | Reference   |
                   +=======+=============+=============+
                   | 6     | Set Version | Section 3.1 |
                   +-------+-------------+-------------+
                   | 14    | CoSWID      | Section 3.2 |
                   +-------+-------------+-------------+

                                  Table 5
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6.3.  SUIT Commands

                +=======+===================+=============+
                | Label | Name              | Reference   |
                +=======+===================+=============+
                | 4     | Use Before        | Section 5.1 |
                +-------+-------------------+-------------+
                | 25    | Image Not Match   | Section 5.2 |
                +-------+-------------------+-------------+
                | 26    | Minimum Battery   | Section 5.3 |
                +-------+-------------------+-------------+
                | 27    | Update Authorized | Section 5.4 |
                +-------+-------------------+-------------+
                | 28    | Version           | Section 5.5 |
                +-------+-------------------+-------------+
                | 29    | Wait For Event    | Section 5.6 |
                +-------+-------------------+-------------+
                | 34    | Override Multiple | Section 5.7 |
                +-------+-------------------+-------------+
                | 35    | Copy Params       | Section 5.8 |
                +-------+-------------------+-------------+

                                  Table 6

6.4.  SUIT Parameters

               +=======+====================+=============+
               | Label | Name               | Reference   |
               +=======+====================+=============+
               | 4     | Use Before         | Section 4.1 |
               +-------+--------------------+-------------+
               | 26    | Minimum Battery    | Section 4.2 |
               +-------+--------------------+-------------+
               | 27    | Update Priority    | Section 4.3 |
               +-------+--------------------+-------------+
               | 28    | Version            | Section 4.4 |
               +-------+--------------------+-------------+
               | 29    | Wait Info          | Section 4.5 |
               +-------+--------------------+-------------+
               | 30    | Component Metadata | Section 4.6 |
               +-------+--------------------+-------------+

                                 Table 7
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6.5.  SUIT Component Text Values

           +=======+============================+=============+
           | Label | Name                       | Reference   |
           +=======+============================+=============+
           | 7     | Component Version Required | Section 3.3 |
           +-------+----------------------------+-------------+
           | 8     | Current Version            | Section 3.4 |
           +-------+----------------------------+-------------+

                                 Table 8

7.  Security Considerations

   This document extends the SUIT manifest specification.  The
   extensions defined here are optional and do not make support for
   update-management extensions mandatory for implementations of the
   base SUIT manifest specification.  A detailed security treatment can
   be found in the architecture [RFC9019] and in the information model
   [RFC9124] documents.

   The free-text fields introduced in Sections Section 3.3 and
   Section 3.4 are intended solely for human consumption.  Recipients
   MUST treat those values as untrusted input: they MUST NOT evaluate
   the text, execute embedded markup, or override machine-readable
   decisions derived from suit-set-version or suit-parameter-version.
   Implementations SHOULD bound the length of displayed text to mitigate
   interface flooding and log injection.

   The suit-coswid element can expose detailed software identity and
   SBOM information.  Such information can help authorized operators
   assess inventory, vulnerability exposure, and compliance, but the
   same information can also help an attacker or unauthorized observer
   quickly identify software components and versions on a device.
   Deployments SHOULD treat manifests containing suit-coswid as
   sensitive metadata, limit access to authorized parties, and consider
   using severable suit-coswid content so that intermediaries and
   Recipients that do not need this metadata can discard it without
   invalidating the manifest signature.

   Component metadata (Section 4.6) can expose operator identifiers,
   file paths, or other locally meaningful strings.  Deployments SHOULD
   validate these values against local policy before applying them, and
   MUST handle missing or malformed metadata defensively so that the
   update agent does not escalate privileges or disclose sensitive
   information inadvertently.
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Appendix A.  Full CDDL

   To be valid, the following CDDL MUST be appended to the SUIT Manifest
   CDDL.  The SUIT CDDL is defined in Appendix A of
   [I-D.ietf-suit-manifest].

   $$unseverable-manifest-member-extensions //= (
       suit-set-version =>
           bstr .cbor SUIT_Condition_Version_Comparison_Value
   )
   $$SUIT_severable-members-extensions //= (
       suit-coswid => bstr .cbor concise-swid-tag)

   $$severable-manifest-members-choice-extensions //= (
       suit-coswid => bstr .cbor concise-swid-tag / SUIT_Digest
   )

   SUIT_Condition //= (
       suit-condition-image-not-match,   SUIT_Rep_Policy)
   SUIT_Condition //= (
       suit-condition-use-before,        SUIT_Rep_Policy)
   SUIT_Condition //= (
       suit-condition-minimum-battery,   SUIT_Rep_Policy)
   SUIT_Condition //= (
       suit-condition-update-authorized, SUIT_Rep_Policy)
   SUIT_Condition //= (
       suit-condition-version,           SUIT_Rep_Policy)

   SUIT_Directive //= (
       suit-directive-wait,              SUIT_Rep_Policy)

   SUIT_Directive //= (
       suit-directive-override-multiple, SUIT_Override_Mult_Arg)
   SUIT_Directive //=(
       suit-directive-copy-params,       SUIT_Directive_Copy_Params)

   SUIT_Override_Mult_Arg = {
       + uint => {+ $$SUIT_Parameters}
   }
   SUIT_Directive_Copy_Params = {
       + uint => [+ int]
   }

   SUIT_Wait_Event = { + SUIT_Wait_Events }

   SUIT_Wait_Events //= (suit-wait-event-authorization => int)
   SUIT_Wait_Events //= (suit-wait-event-power => int)
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   SUIT_Wait_Events //= (suit-wait-event-network => int)
   SUIT_Wait_Events //= (suit-wait-event-other-device-version
       => SUIT_Wait_Event_Argument_Other_Device_Version)
   SUIT_Wait_Events //= (suit-wait-event-time => uint); Timestamp
   SUIT_Wait_Events //= (suit-wait-event-time-of-day
       => uint); Time of Day (seconds since 00:00:00)
   SUIT_Wait_Events //= (suit-wait-event-day-of-week
       => uint); Days since Sunday
   SUIT_Wait_Events //= (suit-wait-event-time-of-day-utc
       => uint); Time of Day UTC (seconds since 00:00:00)
   SUIT_Wait_Events //= (suit-wait-event-day-of-week-utc
       => uint); Days since Sunday UTC

   SUIT_Wait_Event_Argument_Other_Device_Version = [
       other-device: bstr,
       other-device-version: [ + SUIT_Parameter_Version_Match ]
   ]

   $$SUIT_Parameters //= (suit-parameter-use-before => uint)
   $$SUIT_Parameters //= (suit-parameter-minimum-battery => uint)
   $$SUIT_Parameters //= (suit-parameter-update-priority => int)
   $$SUIT_Parameters //= (suit-parameter-version =>
       bstr .cbor SUIT_Parameter_Version_Match)
   $$SUIT_Parameters //= (suit-parameter-wait-info =>
       bstr .cbor SUIT_Wait_Event)
   $$SUIT_Parameters //= (suit-parameter-component-metadata =>
       bstr .cbor SUIT_Component_Metadata)

   SUIT_Parameter_Version_Match = [
       suit-condition-version-comparison-type:
           SUIT_Condition_Version_Comparison_Types,
       suit-condition-version-comparison-value:
           SUIT_Condition_Version_Comparison_Value
   ]
   SUIT_Condition_Version_Comparison_Types /=
       suit-condition-version-comparison-greater
   SUIT_Condition_Version_Comparison_Types /=
       suit-condition-version-comparison-greater-equal
   SUIT_Condition_Version_Comparison_Types /=
       suit-condition-version-comparison-equal
   SUIT_Condition_Version_Comparison_Types /=
       suit-condition-version-comparison-lesser-equal
   SUIT_Condition_Version_Comparison_Types /=
       suit-condition-version-comparison-lesser

   suit-condition-version-comparison-greater = 1
   suit-condition-version-comparison-greater-equal = 2
   suit-condition-version-comparison-equal = 3
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   suit-condition-version-comparison-lesser-equal = 4
   suit-condition-version-comparison-lesser = 5

   SUIT_Condition_Version_Comparison_Value = [+int]

   SUIT_Component_Metadata = {
       ? suit-meta-default-permissions => SUIT_meta_permissions,
       ? suit-meta-user-permissions => SUIT_meta_permission_map,
       ? suit-meta-group-permissions => SUIT_meta_permission_map,
       ? suit-meta-role-permissions => SUIT_meta_permission_map,
       ? suit-meta-file-type => SUIT_Filetype,
       ? suit-meta-modification-time => #6.1(uint),
       ? suit-meta-creation-time => #6.1(uint),
       ? suit-meta-creator => SUIT_meta_actor_id,
       * $$SUIT_Component_Metadata_Extensions
   }

   suit-meta-default-permissions = 1
   suit-meta-user-permissions = 2
   suit-meta-group-permissions = 3
   suit-meta-role-permissions = 4
   suit-meta-file-type = 5
   suit-meta-modification-time = 6
   suit-meta-creation-time = 7
   suit-meta-creator = 8

   SUIT_meta_permissions = uint .bits SUIT_meta_permission_bits
   SUIT_meta_permission_bits = &(
       write_attr_ex: 13,
       read_attr_ex: 12,
       sync: 11,
       delete: 10,
       recurse_delete: 9,
       write_attr: 8,
       change_owner: 7,
       change_perm: 6,
       read_perm: 5,
       read_attr: 4,
       createdir_append: 3,
       list_read: 2,
       create_write: 1,
       traverse_exec: 0,
       * $$SUIT_meta_permission_bits_extensions
   )

   SUIT_meta_permission_map = {
       + SUIT_meta_actor_id => SUIT_meta_permissions
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   }

   SUIT_meta_actor_id = UUID_Tagged / bstr / tstr / int
   UUID_Tagged = #6.37(bstr)

   SUIT_Filetype /= suit-filetype-regular
   SUIT_Filetype /= suit-filetype-directory
   SUIT_Filetype /= suit-filetype-symlink

   suit-filetype-regular = 1
   suit-filetype-directory = 2
   suit-filetype-symlink = 3

   $$suit-text-component-key-extensions //= (
       suit-text-version-required => tstr)
   $$suit-text-component-key-extensions //= (
       suit-text-current-version => tstr)

   suit-set-version = 6
   suit-coswid = 14
   suit-condition-use-before        = 4
   suit-condition-image-not-match          = 25
   suit-condition-minimum-battery          = 26
   suit-condition-update-authorized        = 27
   suit-condition-version                  = 28

   suit-directive-wait                     = 29
   suit-directive-override-multiple        = 34
   suit-directive-copy-params              = 35

   suit-wait-event-authorization        = 1
   suit-wait-event-power                = 2
   suit-wait-event-network              = 3
   suit-wait-event-other-device-version = 4
   suit-wait-event-time                 = 5
   suit-wait-event-time-of-day          = 6
   suit-wait-event-day-of-week          = 7
   suit-wait-event-time-of-day-utc      = 8
   suit-wait-event-day-of-week-utc      = 9

   suit-parameter-use-before         = 4
   suit-parameter-minimum-battery    = 26
   suit-parameter-update-priority    = 27
   suit-parameter-version            = 28
   suit-parameter-wait-info          = 29
   suit-parameter-component-metadata = 30
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   suit-text-version-required      = 7
   suit-text-current-version       = 8
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