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External Review of FV Efforts

* One effort by Elsa Lopez-Perez and Yuxuan Song
» Builds on top of the model in [1]; code written in the SAPIC+ platform

 Available at https://qgithub.com/Elsal opez133/edhoc-ra-formal-analysis

* Another effort by Muhammad Usama Sardar et al
* Apparently only for vO3, apparently in ProVerif

« Code is not open access

 Usama says “We basically add more properties on top of [attested TLS]
to find the new attacks, and apply code transformations to convert it to
EDHOC. We believe that neither the key schedule nor the EAD field
makes any difference at the symbolic level.” (email communication to
the chairs and me, in response to our review request)

[1]: A comprehensive, formal and automated analysis of the EDHOC protocol - Charlie Jacomme, Elise Klein,
Steve Kremer, Maiwenn Racouchot, USENIX'23, https://hal.inria.fr/hal-03810102/


https://github.com/ElsaLopez133/edhoc-ra-formal-analysis

Remote Attestation over EDHOC

Formal verification highlights
 Examined the code by Elsa Lopez-Perez and Yuxuan Song

 Master branch deals with v03, but other branches added to bring
it up to date with vO5

* Unilateral attestation for all four combinations (I/R + PP/BG)
* Mutual attestation for (I, BG) + (R, PP) and for (I, PP) + (R, BG)
 Found an attack on v03, fix is also included

* Departure from standard: Extra test to see if initiator’s and
responder’s credentials match



Properties verified

https://github.com/ElsalLopez133/edhoc-ra-formal-analysis

AttestationEvidenceFreshness: For any freshly generated nonce
In Evidence, if Responder verifies the nonce, then the nonce
must have been created earlier than the verification event, and is

uniquely bound to the session.

AttestationResultFreshness: Similar, for freshly generated nonce
In Attestation Result, with Initiator verifying the nonce.

AttestationEvidencelntegrity: For any evidence accepted by the
Responder, an honest Initiator must have previously generated
this evidence, or the Initiator's attestation key is leaked, or the
private long term key of one/both of the parties is compromised

AttestationResultintegrity: Similar, for result accepted by Initiator,
with an honest Responder having previously generated result.



Properties verified

https://github.com/ElsalLopez133/edhoc-ra-formal-analysis

 Agreement on parameters of attestation and authentication: If an
honest Initiator finishes a session, an honest Responder must
have finished with the same parameters.

 Extra over EDHOC parameters: noncel and nonceR,
measurement results for attestation, identities used for mutual
attestation, attestation public keys.

* Channel binding for evidence (in EAD_3): If a Responder accepts
some evidence In a session, then an Initiator must have
previously generated this evidence in the same session, unless
the attestation key has been leaked.

* This property is falsified in vO3 (lake-edhoc-ra.spthy); fixed by
introducing a cryptographic binder (lake-edhoc-ra-fix.spthy)
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