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Changes Since IETF 124

Feedback on v01

EDHOC-PSK supports forward secrecy

EAD items can be marked critical (RFC 9528)

Reuse EDHOC-PSK verification results to save 
effort

CoAP-EAP / EAP-EDHOC (Method 4 = EDHOC-
PSK) implemented

Key Update v01 → v02

EDHOC-AKA redesigned as a
profile of EDHOC-PSK

This redesign simplifies the protocol architecture
and leverages the well-established EDHOC-PSK framework

for better implementation consistency.



Use Case – Massive Satellite IoT (NTN)

SCENARIO

Thousands of battery-powered soil 
sensors in remote areas (no terrestrial 
coverage), relying on satellite (NTN) 
connections characterized by high 
latency and low bandwidth.

ACTORS

Initiator:Sensor (resource-constrained, 
embedded SIM/eSIM).
Responder:Cloud-based agri-data 
analytics server.
Auth Authority:MNO (SIM issuance, 3GPP 
AKA).

VALUE 
PROPOSITION

1. Lightweight, efficient, forward-secure 
key exchange.
2. Leverages mature SIM/3GPP AKA for 
identity & key management.



How It Works – EDHOC-PSK Profile

Core Mechanism

01
Encapsulation
AKA challenge-response is carried inside EDHOC's 
External Authorization Data (EAD) fields.

02
Key Generation
A successful AKA exchange produces session keys (Cipher 
keys).

03 PSK Derivation
Derive a session-specific PSK (K_AKA) using EDHOC-KDF.

Finally, K_AKA is used as the PSK to complete the EDHOC-PSK 
flow.

Message Flow

Msg 1: Initiator → Responder
Carries: SUCI (Subscriber Concealed Identifier)

Msg 2: Responder → Initiator
Carries: Encrypted RAND (Random Number), AUTN 
(Authentication Token)

Msg 3: Initiator → Responder
Carries: Encrypted RES (Response)

Msg 4: Responder → Initiator
Carries: Final Authentication Result



Open Comments & Architecture Integration

Q: Does the SUCI value change with each access?
A:It changes if the network enables proper encryption. If only a basic solution is supported, it is highly likely to 
remain unchanged.

Integration with 5G Core

Responder Role

Acts as the network-side front-end 
for authentication, analogous to 
SEAF/AUSF in the 5G control plane.

AKA Vector Retrieval

Fetches AKA vectors from the home 
network via standard service-based 
interfaces (e.g., Nausf, Nudm).

Transparent to UE

The interaction with the 5G core is 
entirely transparent to the UE, 
preserving end-to-end security.

Security & Privacy

Preserves EDHOC's security 
properties while naturally supporting 
SUPI/SUCI privacy.



Why Combine AKA with EDHOC?

01

Enhanced Forward Protection

Binds the EDHOC session key to 
ephemeral Diffie-Hellman keys, preventing 
key recovery even if long-term keys are 
compromised.

02

Fewer Round Trips

Piggybacks AKA parameters into the 
EDHOC flow, completing authentication in 
a single four-message handshake.

03

Tighter Cryptographic Binding

All final session keys are cryptographically 
bound to ephemeral public keys, 
preventing mis-binding and substitution 
attacks.



Benefits of EDHOC-AKA vs. EAP Methods

Single Round-Trip Completion

Embeds the challenge-response exchange in EDHOC's 
one-round-trip flow, avoiding additional message 
exchanges.

Simpler Implementation

No need for an EAP peer layer and state machine, 
especially beneficial for extremely constrained IoT devices.

Built-in Confidentiality for AKA Parameters

RAND, AUTN, and RES values are protected inside EDHOC's 
encrypted payloads from the first message.

Compact Message Format

Uses CBOR/COSE encoding to avoid EAP framing 
overhead, keeping messages small for NB-IoT and similar 
networks.



Deployment Scenarios

Non-Terrestrial Networks (NTN)

Satellite links exhibit long delays and 
limited bandwidth. EDHOC-AKA's single 
round trip capability significantly reduces 
initial attach latency.

NB-IoT & LTE-M Devices

These devices demand minimal protocol 
complexity and low power consumption. 
EDHOC-AKA avoids EAP state machines 
and keeps messages compact.

Private Networks & Industrial 
IoT

When the same AKA-based credential 
system is desired but forward protection is 
required, EDHOC-AKA serves as a compact 
security enhancement.



Summary & Next Steps

Key Takeaways

Necessary Profile
Fills a critical need for authenticating massive-scale, SIM-
based IoT devices.

Reuses & Integrates
Leverages the globally deployed 3GPP AKA infrastructure.

Lightweight, Secure & Simple
Inherits EDHOC-PSK security properties and uses the standard EAD 
mechanism without altering the core EDHOC state machine.

Future Roadmap

Advance Standardization
Promote EDHOC-AKA to become an official industry 
standard.

Gather Implementation Feedback
Test in real-world environments and optimize based 
on feedback.

Explore More Applications
Unlock the protocol's potential in connected cars, 
industrial IoT, and other fields.


