OAuth RT Expiration

Interim, May 11, 2026



Specification Summary: OAuth 2.0 RT & Auth Expiration

draft-ietf-oauth-refresh-token-expiration-02 (May 8, 2026)

Core Extension Mechanisms

Refresh Token Timeout: Defines the maximum
duration a client can hold a refresh token without
exchanging it for a new one.

Authorization Expiration: Allows users or servers to
time-limit the underlying permission grant, especially
for sensitive data.

Out of Band Update: Authorization lifetime may be
updated directly at the AS by the user.

No new error codes: invalid_grant works fine; clients
should initiate a new authorization grant upon receipt
of an invalid_grant error.

Protocol Technicalities & Metadata

New Parameters: Introduces refresh_token_timeout
and authorization_expires_in to the token endpoint
response.

Scope Relationship: Authorization lifetimes might
correspond to specific scopes; servers should return
the minimum valid time if scopes differ.

Indefinite Validity: Omitted values signify no fixed
bound, though servers can return large arbitrary
values (e.g., 10 years) for clarity.

Server Metadata: Support is declared via
refresh_token_expiration_types supported
("authorization", "token_timeout").

Summary based on draft-ietf-oauth-refresh-token-expiration-02



Key Specification Changes in -02

OAuth 2.0 RT/Authorization Expiration (May 8, 2026 Update)

Functional & Technical Updates Structural & UX Improvements

e Backward Compatibility: Added explicit e Enhanced Navigation: Established direct
language on handling the transition from cross-links between the Refresh Token Expiration
indefinite durations to finite lifetimes. section and the User Experience Considerations.

e Metadata Renaming: The "credential" value in e Simplified Narrative: Streamlined concept
refresh_token_expiration_types_supported has explanations regarding the hierarchy of
been renamed to "token_timeout" for better authorization vs. token lifetimes.
clarity.

e Updated Examples: Simplified the technical
examples to use shorter durations for better
clarity.
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Questions for Discussion

e Token introspection (RFC 7662) changes?
o May be required with language on shortening expiration.
e Clarity of section discussing per-scope expiration
e What else, if anything, would people like to see?
o More non-normative considerations?
e (Time-permitting) Bikeshed names!



