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Status Update

Spec maturity stiha-eerheern IS improving

 Compiled a list of all different capabilities and
their status

Spec aspect

Discovery endpoint

Invite endpoint
|:> Sharing of Files/Folders via webdav

Notifications of changes to shares

Consistency and readability of the I-D can

be improved

* The text still suffers from the multiple edits that
took place over time

Security aspects need review

 ownCloud offered to perform a review and
produce a report

« CERN may also offer some effort
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Sharing of Telcos and participants via
talk

Synchronization of calendar objects

Sharing of Files via webapp

Status
Production

Production

Production

Production

Production

Prototype

2nd Interim meeting of the IETF WG on OCM

Usage and maturity
CERNBox on v1.2 format, all other implementations on v1.1
All known implementations can interoperate

Most implementations interoperate, with different auth
methods

Implemented by Nextcloud and oCIS BUT broken
interoperability

Implemented by Nextcloud only

Implemented by Nextcloud only

Demonstrated by CERNBox only



https://github.com/cs3org/OCM-API/wiki/Implementations-readiness-and-spec-maturity

Notifications

« Used to inform the Remote Server about a change that took place on an existing Share

 Example:
- Alice@A previously shared a folder to Bob@B.
- Bob wants to reshare it => B sends an OCM natification to Server A about this request for change

Used also to communicate to the Remote Server about application-specific changes

« Example: Nextcloud Talk uses OCM notifications to run a distributed video-conferencing system and
update remote systems about new participants etc.
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The Spec

e General format

1

"notificationType": "<WELL_KNOWN_STRING>",
"resourceType": "file",
"providerld": ''<some unique identifier of the share In question>",
"notification”: {
<anything specific to this notification>

}
}

 Defined types

One of: “SHARE_ACCEPTED~, ~SHARE_DECLINED~, “REQUEST RESHARE™, ~SHARE_UNSHARED",
“RESHARE_UNDO™, “RESHARE_CHANGE_PERMISSION™, “USER_REMOVED
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Typical payload

e Credits to Mahdi for the findings presented here

e https://github.com/cs3org/OCM-API/tree/develop/work/notifications/research/examples

e Nextcloud

"notificationType": "SHARE_ACCEPTED",
"resourceType": "file",
"providerld": "<OCM SHARE OPAQUE_ID>",
"notification”: {
"message': "'<user-friendly message>",
"'sharedSecret': '<the secret associated with the share iIn gquestion>*

}

21/04/2026 2nd Interim meeting of the IETF WG on OCM



https://github.com/cs3org/OCM-API/tree/develop/work/notifications/research/examples

Typical payload

e ownCloud oCIS

"notificationType": "SHARE CHANGE PERMISSION", # not "RESHARE CHANGE PERMISSION'!
"resourceType': "file",
"providerld'": "<OCM_SHARE_OPAQUE_ID>",
"notification”: {
""grantee': "<GRANTEE_OPAQUE_USER_I1D>",

"protocol": {
"name'": "multi",
"options': {},
"webdav'': {

""sharedSecret': "<the secret associated with the share iIn question>"
"permissions': ["read", "write'],
"urt™: "https://example.org/..."
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Typical payload

 Nextcloud Talk
"notificationType': "PARTICIPANT MODIFIED",
"resourceType": "talk-room",
"providerld": "<LOCAL_ATTENDEE ID>",
"notification”: {
"remoteServerUrl': "<HTTPS BASE URL_OF SENDER>",
""'sharedSecret': "<PLACEHOLDER ACCESS TOKEN>",
"remoteToken": "<ROOM_TOKEN>",
""changedProperty': "<STRING>",
"newValue'": "<STRING_OR_INT>",
"oldvValue': "<STRING_OR _INT_OR NULL>"
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Proposal

 |think it’s OK to allow applications/protocols to use their custom payload

* Provided that they are advertised at the Discovery endpoint

 Prescriptions

 Minimal common payload. Should that include a fixed list of notification types? Possibly not.

 Regulate use of sharedSecret in the payload: when the exchange-token flow is used, sharedSecret
MUST be the current short-lived bearer token, not the originally exchanged secret.

 Regulate minimal required notifications for file sharing
« SHARE_CHANGE_ PERMISSION vs RESHARE CHANGE_PERMISSION
» webdav protocol payload to be fully specified
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Proposal

e Concrete example for files

{
"notificationType": "<WELL_KNOWN_STRING>",
"resourceType": "file",
"providerld": ''<some unique identifier of the share In question>",
"notification”: {
"message'': ''<user-friendly message>",
"webdav': {
"'sharedSecret': ''<the secret associated with the share 1In question>",
"permissions': ["read", "write"]
¥
}
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